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1 Introduction.

Open Computer and Software Inventory Next Generation is an application designed to
help a network or system administrator keep track of the computer configuration and software
installed on the network. It also allows deploying packages on Windows and Linux
computers.

Dialog between client computers and management server is based on actual standards,
HTTP/HTTPS protocol and XML data formatting.

Management server runs on Apache/MySQL/PHP/PERL server, under Linux or Windows NT
based computers.

Inventoried client computers can run Microsoft Windows 95/98/Me/NT4/2000/XP/2003/Vista
or Linux operating systems. There are also contributed agents for Sun Solaris, *BSD, IBM
AIX 5.X, HP-UX and Mac OS X.

OCS Inventory is GPL  software, 1ie. free to wuse & copy (see
http://www.opensource.org/licenses/gpl-license.php). OCS Inventory is also Open Source!
This means if you want to modify the sources you can! However, if you want to update the
source code to distribute it, you must provide your updates under GPL license terms.

OCS Inventory supports the following languages:
Brazilian Portuguese
English

French

German

Hungarian

Italian

Polish

Portuguese

Spanish

Russian

Turkish

N N O N

Used with asset management software such as GLPI (http://www.glpi-project.org), you will
have a powerful inventory and information resource management software with automatic
updates of computer configuration, license management, help desk, knowledge base and
more.
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2 Important notes

OCS Inventory NG 1.01 only fix bugs detected in 1.0 final (See “changelog” or “readme” of
each packages).

But also, take care about the following points.

OCS Inventory NG Server for Linux version 4100.

v Improved deployement statistics web page.
v All bugs fixed.

OCS Inventory NG Server for Windows version 4100.

v" Improved deployement statistics web page.
v All bugs fixed.

OCS Inventory NG Agent for Windows, internal version 4031.

v" New option /UPGRADE to upgrade an existing Service Agent and /NOSPLASH to
disable spash screen in Service Agent setup “OcsAgentSetup.exe”.

v" New version of tool OCS Inventory NG Packager, to deploy Windows Agent as a
service through login script or GPO, even if logged in user does not have

administrator privileges.
v All bugs fixed.

OCS Inventory NG Agent for Linux, internal version 15.

v" Minor setup bug fixed.

We would like to thanks Miss Isabelle Bouet. who has created all the fabulous icons used
in Administration console. Merci beaucoup Isabelle ;-)

We also would like to thanks all translators who contributed to translate Administration
Console in their native language:

Rogerio Barberi (Brasil)
Rafael Dewes (Brasil)
Franco Malerba (Italia)
Drasch Werner (Germany)
Kiss Miklyf (Hungary)
Marcin Urban (Poland)
Vitaly Toktarev (Russia)
Pablo Chamorro (Spain)
Biinyamin Gii¢ (Turkey)
?? (Portugual)

S SANE NN N N NN NN
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and guys who contributed by creating agents for other operating systems:

v' Jason Roons for OCS Mac Agent

v" Bruno Fleisch for Sun Solaris/BSD agent
v' Joan Carles for IBM AIX agent

v" Jmdiehl for HP-UX agent

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net




nventory

Version 1.8

OCE 6 Installation and Afimlnlstratlon Guide Page 9/ 167

3 Setting up management server.

Management server contains 4 mains components:

l.
2.

Database server, which store inventory information

Communication server, which will handle HTTP communications between database
server and agents.

Administration console, which will allow administrators to query the database server
through their favorite browser.

Deployment server, which store all package deployment configuration (require
HTTPS!)

These 4 components can be hosted on a single computer or on different computers to allow
load balancing. For more than 10000 inventoried computers, it is better to use at least 2
different servers, one for the database server + Communication server and the other for a
database replica + Administration server + Deployement server.

C 0

Management Server

Unix inventory
agent

http
Communication

server
Unix inventory
agent %ﬂi
Windows inventory
agent
eployment
server Database

server
Windows inventory ‘|

agent

Admlnlstratlon
console

Windows inventory |78 ‘|

agent Administrator with

Web browser

Figure 1 : OCS Inventory NG communication architecture.

NB: If you want to use multiple computers to host OCS inventory NG management server, we
recommend that you setup it on Linux computers. OCS Inventory NG server for Windows
comes as an integrated package including all required components (apache, perl, php,
mod_perl, mysql...).

Database server currently can only be MySQL 4.1 or higher with InnoDB engine active.
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Communication server needs Apache Web Server 1.3.X/2.X and is written in PERL as an
Apache module. Why? Because PERL scripts are compiled when Apache starts, and not at
each request. This is better for performance issue. Communication server may require some
additional PERL module, according to your distribution.

Deployment server needs any Web Server with SSL enabled.
Administration console is written in PHP 4.1 (or higher) and runs under Apache Web Server

1.3.X/2.X. Administration console requires ZIP and GD support enabled in PHP in order to
use package deployment.

3.1 Under Linux Operating System.

We assume that you have:

v" MySQL database server running somewhere and listening on default port 3306 with
TCP/IP communication enabled.

v' Apache Web server installed and running for Communication server and
Administration server.

v" PHP and Perl installed and usable by Apache Web server for the Administration
console.

v" Perl and mod_perl installed and usable by Apache Web server for the Communication
server.

3.1.1 Requirements.

v" Apache version 1.3.33 or higher / Apache version 2.0.46 or higher.
% Mod perl version 1.29 or higher.
% Mod php version 4.3.2 or higher.

v' PHP 4.3.2 or higher, with ZIP and GD support enabled.

v PERL 5.6 or higher.

% Perl module XML::Simple version 2.12 or higher.

Perl module Compress::Zlib version 1.33 or higher.

Perl module DBI version 1.40 or higher.

Perl module DBD::Mysql version 2.9004 or higher.

Perl module Apache::DBI version 0.93 or higher.

Perl module Net::IP version 1.21 or higher.

% Perl module SOAP::Lite version 0.66 or higher (not mandatory)

v" MySQL version 4.1.0 or higher with InnoDB engine active.

v' Make utility like GNU make.

L)

X3

%

X3

S

X3

%

X3

S

X3

%

&

X/
*

NB: OCS Inventory NG Server Setup will check for all these components and will stop if one
is missing.
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3.1.2 Installing Communication server required PERL modules.

The Web communication server requires Apache web server and Perl 5 scripting language
and some additional modules for Perl 5 (see § 3.1.1 Requirements.). It act as an Apache
module which handle HTTP requests of OCS Inventory agents to a virtual directory
“/ocsinventory”.

You must have root privileges to setup required perl modules.

It’s better for system integrity to use precompiled packages for your distribution if they are
available.

3

On Fedora/Redhat like Linux, you can use “yum” tool to setup required modules like

following:

yum install perl-XML-Simple
yum install perl-Compress-Zlib
yum install perl-DBI

yum install perl-DBD-MySQL
yum install perl-Apache-DBI
yum install perl-Net-IP

yum install perl-SOAP-Lite

ANENENENENENEN

On Debian like Linux, you can use “apt-get” tool to setup required modules:

apt-get install libxml-simple-perl
apt-get install libcompress-zlib-perl
apt-get install libdbi-perl

apt-get install libdbd-mysql-perl
apt-get install libapache-dbi-perl
apt-get install libnet-ip-perl

apt-get install libsoap-lite-perl

ANENENENENENEN

If prepcompiled package is not available for your distribution, you can download package
source from http://search.cpan.org and build it on your system (make and C compiler may be
available) like following:

tar —xvzf package name.tar.gz
cd package name

perl Makefile.PL

make

make test

make install

ANENENENENEN

NB: if you're not using system perl interpreter, but one another like XAMPP/LAMPP perl
interpreter, you must call this perl interpreter, not the system one, by specifying full path to

your perl interpreter. For example:
/opt/lampp/bin/perl Makefile.PL

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net
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3.1.3 Installing Administration console required PHP modules

The Web Administration console requires Apache web server and PHP 4 scripting language
and some additional modules for PHP (see § 3.1.1 Requirements.).

You must have root privileges to setup Administration console.
You need to setup ZIP support for PHP.
On Fedora/Redhat like Linux, you can use “yum” tool to setup it:
v yum install php-pecl-zip
On Debian like Linux, you can use “apt-get” tool to setup it:
v’ apt-get install php-zip

Otherwise, the best way to do this is to use PHP PECL ZIP package. You must have PHP
development libraries (php-devel package under RedHat or Fedora Core, under Linux Debian
or Ubuntu) in order to have “phpize” command.

Then, if you have pear installed, just type

v’ pear install zip

If you don’t have pear installed, or no connection to Internet, download package “zip-

1.3.1.tgz” from http://pecl.php.net/package/zip.

Install it (php devel package is required):

tar —xvzf zip-1.3.1.tgz
cd zip-1.3.1

phpize

.Jconfigure

make

make install

ASENENENENEN

You also need to setup GD support for PHP.

On Fedora/Redhat like Linux, you can use “yum” tool to setup it:
v yum install php-gd

On Debian like Linux, you can use “apt-get” tool to setup it:

v’ apt-get install php-gd

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net
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3.1.4 Installing management server.

You must have root privileges to setup management server.

NB: Ensure MySQL InnoDB engine is activated on your database server. Open my.cnf and
ensure there is no ligne “skip-innodb” or this line is commented (begins with ‘#’).

Download “OCSNG_LINUX SERVER 1.01.tar.gz” from OCS Inventory Web Site.
Unpack it.

v’ tar —xvzf OCSNG_LINUX_SERVER_1.01.tar.gz
v ¢d OCSNG_LINUX_SERVER_1.01

Run “setup.sh” installer. During the installer, default choice is presented between []. For
example, [y]/n means that “y” (yes) is the default choice, and “n” (no) is the other choice.

v’ sh setup.sh

’

NB: installer writes a log file “ocs_server setup.log” in the same directory. If you encounter
any error, please refer to this log for detailed error message.

,f root@fedorad: -~ fserver B@
Y

[rootlfedorad server]# sh setup.sh

CAUTION: If upgrading Communication server from OCS Inventory NG 1.0 RC2 and
previous, please remove any Apache configuration for Communication Serwver!

Do you wish to continue ([v] /n)?l

CAUTION: If you re upgrading from OCS Inventory NG 1.0 RC2 and previous, you must first
remove any Apache configuration file for Communication server.
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(1))

Type “y” or “enter” to validate and, then enter MySQL server host address, in most case
localhost.

@ rootafedorad: ~/server [Z]@ -J
Y

[rootlfedorad server]# sh setup.sh

CAUTION: If upgrading Communication server from OCS Inventory NG 1.0 RC2 and
previous, please remove any Apache configuration for Communication Serwver!

Do you wish to continue ([y]/n)?
Assuming Communication server 1.0 RC2? or previous is not installed

on this computer.

for database server properties...

Your MySQL client seems to be part of MySQL version 4.1.
Your computer seems to be running MySQL 4.1 or higher, gooed ;-)

Which host is running database server [localhost] ?I -

Then, setup check for MySQL client binary files version 4.1 or higher. If not present, you will
be prompted to continue or stop setup.
If all is OK, enter MySQL server port, generally 3306.

f rootafedorad: -~ fserver E]@
|

| Welcome to OCS Inventory NG Management server setup

CAUTION: If upgrading Communication server from OCS Inventory NG 1.0 RC2 and
previous, please remove any Apache configuration for Communication Server!

Do you wish to continue ([y]/n)?
Assuming Communication server 1.0 RC2? or previous is not installed
on this computer.

Your MySQL client seems to be part of MySQL version 4.1.
Your computer seems to be running MySQL 4.1 or higher, good ;-)

Which host is running database server [localhost] ?
OK, database server is running on host localhost ;-)

On which port is running database server [3306] ?I

Enter or validate path to Apache daemon binary, generally “/ust/sbin/httpd”. It will be used to
find Apache configuration files.
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NB: if you 're not using system Apache daemon, but another one like XAMPP/LAMPP Apache
server, you must enter full path to your Apache daemon, not the system one.

@ rootafedorad: ~/server [Z]@ -J
Y

Do you wish to continue {[y]/n)?

Assuming Communication server 1.0 RC2? or previous is not installed
on this computer.

Your MySQL client seems to be part of MySQL wersion 4.1.
Your computer seems to be running MySQL 4.1 or higher, gooed ;-)

Which host is running database server [localhost] ?
OK, database server is running on host localhost ;-)

Oon which port is running database server [3306] *?
OK, database server is running on port 3306 ;-)

Where is Apache daemon binary [/usr/sbin/httpd] ?I w

Enter or  validate =~ Apache main  configuration  file  path,  generally
“/etc/apache/conf/apache.conf” or “/etc/httpd/conf/httpd.conf™.

@ rootafedorad: ~/server E]@ -J
Ed

Your MySQL client seems to be part of MySQL version 4.1.
Your computer seems to be running MySQL 4.1 or higher, gooed ;-)

Which host is running database server [localhost] ?
OK, database server is running on host localhost ;-)

On which port is running database server [3306] ?
OK, database server is running on port 3306 ;-)

Where is Apache daemon binary [/usr/sbin/httpd] ?
OK, Apache daemon fusr/sbin/httpd found ;-)

Where is Apache main configuration file [/ete/httpd/conf/httpd.conf] ?I v

Enter or validate Apache daemon running user account, generally “apache” or “www”.
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f root@fedorad: ~/server E]@
~

OK, database server is running on port 3306

Where is Apache daemon binary [/usr/sbin/httpd] ?
OK, Apache daemon fusr/sbin/httpd found ;-)

Where is Apache main configuration file [/ete/httpd/conf/httpd.conf] ?
OK, Apache main configuration file /ete/httpd/conf/httpd.conf found ;-)

g for Apache user account. ..

Which user account is running Apache web serwver [apache] ?I v

Enter or validate Apache daemon user group, generally “apache” or “www”.

@ rootafedorad: ~/server E]@ -J
Ed

OK, Apache daemon /usr/sbin/httpd found ;-)

Where is Apache main configuration file [/etc/httpd/conf/httpd.conf] ?
OK, Apache main configuration file /fetc/httpd/conf/httpd.conf found ;-)

Which user account is running Apache web server [apache] ?
OK, Apache is running under user account apache [-)

Checking for Apache group

Which user group is running Apache web server [apache] ?I

Next, setup checks for PERL interpreter binaries. Enter or validate path to PERL interpreter.

NB: if you’re not using system perl interpreter, but another one like XAMPP/LAMPP perl
interpreter, you must specify full path to this perl interpreter, not the default system one.
(/opt/lampp/bin/perl generally used in XAMPP/LAMPP).
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f root@labo-av-lin-02:~/server E]@
~

for Apache user account. ..

Which user account is running Apache web server [apache] ?
OK, Apache is running under user account apache ;-

for Apache group. ..

Which user group is running Apache web server [apache] ?
OK, Apache is running under users group apache ;-

for PERL Interpreter. ..

Found PERL Intrepreter at </usr/bin/perl> ;-)
Where is PERL Intrepreter binary [/usr/bin/perl] ?I w

Common information for setting up Communication server or Administration console is now
collected. Setup prompts you if you wish to setup Communication server on this computer.

Enter “y” or validate to setup Communication server, “n” to skip Communication server
installation.

f root@labo-av-lin-02:~/server E]@
~

Which user account is running Apache web server [apache] ?
OK, is running under user account apache ;-)

Which user group is running Apache web server [apache] ?
OK, is running under users group apache ;-)

for PERL Interpreter...

Found PERL Intrepreter at </usr/bin/perl>
Where is PERL Intrepreter binary [/usr/bin/perl] ?
OK, using PERL Intrepreter /usr/bin/perl ;-)

Do you wish to setup Communication server on this computer ([y]/n)?l "

Setup will then try to find make utility. If it fails, setup will stop.

Enter or validate path to Apache include configuration directory. This is the directory where
are stored Apache configuration for specific modules. Generally, this directory is
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“/etc/httpd/conf.d” or ““/etc/apache/conf.d”. If you are not using configuration directory, but
having all configurations into Apache main configuration file, enter “no”.

,f rootafedorad: ~/server [Z]@ -J
Y

Checking for PERL Interpreter...

OK, PERL Intrepreter found at </usr/bin/perl> ;-)

Do you wish to setup Communication server on this computer ([y]/n)?

Setup has found Apache Include configuration directory in

/Jete/httpd/conf.d/.

If you are not using Include directive, please enter 'no’'.

Where is Apache Include configuration directory [/etc/httpd/conf.d/] ?I -

Setup will next try to determine your Apache mod perl version. If is not able to determine
mod_perl version, it will ask you to enter it.

NB: You can check which version of mod _perl you're using by querying the software
database of your server.

Under RPM enabled Linux distribution (RedHat/Fedora, Mandriva...), run “rpm —q
mod_perl”.

Under DPKG enabled Linux distribution (Debian, Ubuntu...), run “dpkg —l libapache*-mod-
perl*”.

Next, it will prompt you to enter log directory where Communication server will store
debugging/tuning logs. Validate or enter directory path. If not existing, this directory will be
created.
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f root@fedorad: ~/server E]@
~

Setup has found Apache Include configuration directory in
Jete/httpd/conf.d/.

If you are not using Include directive, please enter 'no’'.

Where is Apache Include configuration directory [/etc/httpd/conf.d/] ?
OK, Apache Include configuration directory /etc/httpd/conf.d/ found ;-)

Checking for Apache mod perl version 1.99 22 or higher

Found that mod perl version 1.99 22 or higher is available.
OK, Apache is using mod perl version 1.99 22 or higher ;-)

Communication server can create detailled logs. This logs can be enabled

by setting interger wvalue of LOGLEVEL to 1 in Administration console

menu Configuration.

Where to put Communication server log directory [/var/log/ocsinventory-NG] ?I "

Next, setup will check for required PERL modules (cf § 3.1.1 Requirements.):

XML::Simple version 2.12 or higher
Compress::Zlib version 1.33 or higher
DBI version 1.40 or higher
DBD::mysql version 2.9004 or higher
Apache::DBI version 0.93 or higher
Net::IP version 1.21 or higher
SOAP::Lite version 0.66 or higher

ASANENENENENEN

If any of these modules are missing, setup will stop.
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f root@fedorad: - fserver E]@
-~

Communication server can create detailled logs. This logs can be enabled

by setting interger value of LOGLEVEL to 1 in Administration console

menu Configuration.

Where to put Communication server log directory [/var/log/ocsinventory-NG] ?

OK, Communication server will put logs into directory /var/log/ocsinventory-HG ;

Checking for DBI PERL module...

Found that PERL module DBI is available.

Checking for Apache: :DEI PERL module. ..

*%%* ERROR: PERL module Apache::DBI is not installed !

Installation aborted !
[root@fedorad server]# I w

If all is OK, setup will install Communication server:

v Configure Communication server PERL module.

v" Build Communication server PERL module.

v' Install Communication server PERL module into PERL standard library directories.

v Create Communication server log directory (/var/log/ocsinventory-NG by default).

v" Configure daily log  rotation  for = Communication server  (file
/etc/logrotate.d/ocsinventory-NG by default)

v' Create Apache configuration file (ocsinventory.conf). If you’re using Apache

configuration directory, this file will be copied under this directory. Otherwise, you
will be prompted to add content of this file to the end of Apache main configuration
file. Do not add content to apache main configuration file if it is not a fresh
install! You must manually copy content of “ocsinventory.conf.local” file created
by setup into apache main configuration file, replacing existing configuration.

T R R R
#

#

# OCS Inventory NG Communication Server Perl Module Setup

#

# Copyleft 2006 Pascal DANEK

# Web: http://ocsinventory.sourceforge.net

#

# This code is open source and may be copied and modified as long as the source

# code is always made freely available.

# Please refer to the General Public Licence http://www.gnu.org/ or Licence.txt

R A A R e R e R R e R R R e i A e
#

# Which version of mod_perl we are using
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# For mod_perl <=1.999 21, replace VERSION_MP by 1
# For mod_perl > 1.999 21, replace VERSION MP by 2
PerlSetEnv OCS_MODPERL_VERSION 1

# Where to write detailled logs
PerlSetEnv OCS_LOGPATH "/var/log/ocsinventory-NG"

# Database options

# Replace DATABASE SERVER by hostname or ip of MySQL server, generally localhost
PerlSetEnv OCS_DB_HOST localhost

# Replace DATABASE PORT by port where running MySQL server, generally 3306
PerlSetEnv OCS_DB PORT 3306

# Name of database

PerlSetEnv OCS_DB_NAME ocsweb

PerlSetEnv OCS_DB_LOCAL ocsweb

# User allowed to connect to database

PerlSetEnv OCS_DB_USER ocs

# Password for user

PerlSetVar OCS_DB_PWD ocs

# The options below are overloaded if you are using ocs GUI
# Be careful: you must restart apache to have any effects
PerlSetEnv OCS_OPT_FREQUENCY 0

PerlSetEnv OCS_OPT PROLOG_FREQ 24

PerlSetEnv OCS_OPT DEPLOY 1

PerlSetEnv OCS_OPT TRACE _DELETED 0

PerlSetEnv OCS_OPT_AUTO DUPLICATE_LVL 7
PerlSetEnv OCS_OPT_LOGLEVEL 0

PerlSetEnv OCS_OPT _INVENTORY _DIFF 1

PerlSetEnv OCS_OPT _INVENTORY_ TRANSACTION 1
PerlSetEnv OCS_OPT PROXY REVALIDATE DELAY 3600

# Optional modules

PerlSetEnv OCS_OPT IPDISCOVER 2

PerlSetEnv OCS_OPT IPDISCOVER MAX ALIVE 7
PerlSetEnv OCS_OPT IPDISCOVER LATENCY 100
PerlSetEnv OCS_OPT REGISTRY 0

PerlSetEnv OCS_OPT_UPDATE 0

PerlSetEnv OCS_OPT DOWNLOAD 0

PerlSetEnv OCS_OPT DOWNLOAD FRAG LATENCY 10
PerlSetEnv OCS_OPT _DOWNLOAD_CYCLE LATENCY 0
PerlSetEnv OCS_OPT_DOWNLOAD_PERIOD LATENCY 0
PerlSetEnv OCS_OPT DOWNLOAD TIMEOUT 30
PerlSetEnv OCS_OPT _WEB_SERVICE ENABLED 0

AR DO NOT MODIFY BELOW | i HHHFHHHHFHEHHHARH

# External modules
PerlModule Apache::DBI
PerlModule Compress::Zlib
PerlModule XML::Simple
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# Ocs

PerlModule Apache::Ocsinventory

PerlModule Apache::Ocsinventory::Server::Constants
PerlModule Apache::Ocsinventory::Server::System
PerlModule Apache::Ocsinventory::Server::Communication
PerlModule Apache::Ocsinventory::Server::Inventory
PerlModule Apache::Ocsinventory::Server::Duplicate

# Options

PerlModule Apache::Ocsinventory::Server::Option::Registry

PerlModule Apache::Ocsinventory::Server::Option::Update

PerlModule Apache::Ocsinventory::Server::Option::Ipdiscover

PerlModule Apache::Ocsinventory::Server::Option::Download

# This module guides you through the module creation

# PerlModule Apache::Ocsinventory::Server::Option::Example

# This module adds some rules to filter some request sent to ocs server in the prolog and inventory
stages

# PerlModule Apache::Ocsinventory::Server::Option::Filter

# Virtual directory for handling OCS Inventory NG agents communications
# Be carefull, do not create such directory into your web server root document !
#PerlTaintCheck On
<Location /ocsinventory>
order deny,allow
allow from all
Satisfy Any
SetHandler perl-script
PerlHandler Apache::Ocsinventory
</Location>

PerlModule Apache::Ocsinventory::SOAP;
<location /ocsinterface>
SetHandler perl-script
perlHandler "Apache::Ocsinventory::SOAP"
order deny,allow
allow from all
Satisfy any
</location>

Figure 2: Apache configuration sample file

Communication server installation is now finished. You will be prompted to setup

[ (Y%

Administration console. Enter “y” or validate to setup Administration console, enter “n” to
skip Administration console installation.
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f root@fedorad: ~/server E]@
~

Fixing Communication server log directory files permissions.

Configuring logrotate for Communication server.
Writing communication server logrotate to file fetc/logrotate.d/ocsinventory-NG

Writing communication server configuration to file /etc/httpd/conf.d//occsinvento
ry.conf

OK, Communication server setup sucessfully finished ,-)

Please, review /fetc/httpd/conf.d//ocsinventory.conf
to ensure all is good. Then restart Apache daemon.

Do you wish to setup Administration server (web administration console)
on this computer ([vy] /n)?l M

Setup will ask you to enter Apache root document directory, usually “/var/www/html” or
“/var/www-data”.

f rootafedorad: -~ fserver E]@
| OK, Communication server log directory created ;-) ~
|

| Now configuri Apache web server. ..

Please, review fetc/httpd/conf.d//ocsinventory.conf
to ensure all is good. Then restart Apache daemon.

Do you wish to setup Administration server (web administration console)
on this computer ([y]l/n)?

Where is Apache root document directory [1] ?/var/wwwfhtmll w

Next, setup will check for required PERL modules (cf § 3.1.1 Requirements.):

v" XML::Simple version 2.12 or higher
v DBI version 1.40 or higher

v" DBD::Mysql version 2.9004 or higher
v Net::IP version 1.21 or higher
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If any of these modules are missing, setup will stop.
If all is OK, setup will install Administration console into “ocsreports” subdirectory:

Create /ocsreports directory structure.

Create /download directory structure.

Copy files into /ocsreports directory.

Fix directories and files permissions to allow Apache daemon reading and writing to
required directories (write access is required in /ocsreports, /ocsreports/ipd and
/download, cf § 11.4 Files and directories permissions under Linux.).

v Configure PERL script ipdiscover-util.pl to access database and install it.

AN NI NN

,f root@fedorad: -~ fserver B@
Y

Configuring IPDISCOVER-UTIL Perl script.

Installing TPDISCOVER-UTIL Perl script.

Fixing permissions on IPDISCOVER-UTIL Perl script.

Point your browser to http://server/ocsreports to
configure database server and create/update schema.

Setup has created a log file setup.log. Please, sawve this file.
If you encounter error while running OCS Inventory NG Management server,
we can ask you to show us his content |

DON'T FORGET TO RESTART APACHE DAEMON !

Enjoy OCS Inventory NG ,-)

[rootE fedorad server]# I -

Now, you can restart Apache web server for changes to take effect.

v’ /etc/init.d/httpd restart or /etc/init.d/apache restart
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f root@fedorad: ~/server E]@
~

Installing IPDISCOVER-UTIL Perl script.

Fixing permissions on IPDISCOVER-UTIL Perl script.

Point your browser to http://server/ocsreports to
configure database server and create/update schema.

Setup has created a log file setup.log. Please, save this file.
If you encounter error while running 0CS Inventory NG Management server,
we can ask you to show us his content !

DON'T FORGET TO RESTART APACHE DAEMON !

Enjoy OCS Inventory NG ;-)

[rootl fedorad server]# /ete/init.d/httpd restart

Arrét de httpd

Démarrage de httpd

[rootEfedorad server]# I w

3.1.5 Configuring management server.

Open your favorite web browser and point it on URL
“http://administration_console/ocsreports” to connect the Administration server.

As database is not yet created, this will begin OCS Inventory setup process. Otherwise, you
can rerun configuration process by browsing
http://administration_console/ocsreports/install.php URL (this must be used when upgrading
OCS Inventory management server).

NB: You will see warning regarding max size of package you will be able to deploy. Please,
see § 11.2.4 Uploads size for package deployment.) to configure your server to match your
need.
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& ocs Inventory Installation - Mozilla Firefox g@
Fichier Edition Affichage aller & Margque-pages  Outils  # .:::.

@ ) @ O ﬁ # https:/ /I o sveports finstall.php Q“’? @ @,

0cCS Inventory Installation

MySql login : Iruut

My Sgl password : I""“"‘”‘”‘“"i

My Sgl HostName : IIDcthost

Send |

Terminé _ a i

Fill in information to connect to MySQL database server with a user who has the ability to
create database, tables, indexes, etc (usually root):

v" MySQL user name
v" MySQL user password
v" MySQL hostname

NB: Setup will create “ocsweb” database, and a MySQL user “ocs” with password “ocs”. It
will also grant to user “ocs” privileges “Select | Insert| Update | Delete | Create | Drop |
References | Index | Alter | Create temp | Lock” on database “ocsweb”. This user will be used
by Administration server and Communication server to connect to the database. If you do not
wish to use default MySQL user “ocs” with “ocs” password, you must update in the file
“dbconfig.inc.php” PHP constants “COMPTE BASE”, which is MySQL user login, and/or
“PSWD _BASE”, which MySQL user password. Don’t forget to also update Communication
server configuration, especially in apache configuration file.

Finally, you may fill in a text describing the TAG, a string displayed at first launch of the
agent to ask user to enter the TAG Value. It's a generic data which allows you to sort the new
computers (geographical site, first floor, john room....). If you don't want this functionality,
just let it blank.
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& ocs Inventory Installation - Mozilla Firefox g@
Fichier Edition Affichage Aller & Margue-pages  Cutils  # {::'
iﬁj) @ O ﬁ '@ https:// SRS o csteports/install.php Qv @ Gl “

0CS Inventory Installation

MySql config file successfully written

Please wait, database update may take up to 30

MINULES.. oo
Database successfully generated

Database engine checking

Database engine successfully updated {0 table{s) altered)
Deploy files successfully inserted
Table *files’ was empty
Mo subnet.csv file to import

Network netid computing. Please wait...
. 0 were not computable

Metwork netid was computed=> 0 successful,

Metmap netid computing. Please wait...
, 0 were not computable

Metmap netid was computed==> 0 successful,
Please enter the label of the windows client tag input box:
(Leave empty if you don't want a popup to be shown on each agent launch).

Ernvover |

Terming

Configuration of Management server is now finished.

E 0OCS Inventory Installation - Mozilla Firefox g@
Fichier Edition Affichage Aller & Marque-pages Outils 2 0:::-
SR ) e ‘

.D @ O' ﬁ "l_ # https:/ /I o< s+eports finstall.php

0CS Inventory Installation

Label NOT added {not tag will be asked on client launch})
Installation finished you can log in index.php with login=admin and pass=admin

Click here to enter DCS-NG GUI

I )

Terming

Just point your browser to the URL “http://administration_server/ocsreports” and login in

with “admin” as user and “admin” as password.
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& ocs Inventory - Mozilla Firefox g@

. . ™ 3 x . *
Fichier Edition Affichage aller & Margque-pages  Outils  # o:.:o

@) ) @ O ﬁ https:/ /I o sreports /index.php \}“’j’ @ @,

OC56 O,C%czm Szmzroﬂom ver. 4020 ik KEd we EN ™= T IE
nventor inveniory

Utilisateur: Iadmin
Mot de passe: F
_Emvoyer |

Terminé | a i

3.1.6 Upgrading management server.

When new versions of web communication server or web administration console are released,
you must upgrade your installation.

NB: Ensure MySQL InnoDB engine is activated on your database server. Open my.cnf and
ensure there is no ligne “skip-innodb” or this line is commented (begins with ‘#’).

Backup your database before upgrading! If you encounter any error while upgrading,
restore your database, and upgrade MySQL server to version 4.1.20 or higher. Then, rerun
upgrade procedure.

To upgrade web communication server and administration console, you must follow
instructions as described in § 3.1.4 Installing management server. You don’t need to update
Perl modules if not required in the release notes.

Then, just point your favorite browser to URL “http://administration_server/ocsreports” and it
ill run the upgrade process to ensure that your database schema and default data are up to
date. Upgrade process looks like configuration of management server as described in § 3.1.5
Configuring management server.

NB: You will see warning regarding max size of package you will be able to deploy. Please,
see § 11.2.4 Uploads size for package deployment.) to configure your server to match your
need.
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& ocs Inventory Installation - Mozilla Firefox

Affichage  Aller & Marque-pages  Cutils  F
::\D ’;J @ O" ﬁ & https:,, I o sreports; Q¥ (@) a

0cCS Inventory Installation

Current installed version 4011 is lower than this version {4020) automatic install launched

Login mysqgl : IDCS
Mot de passe MySgl : I"“““‘k
IIDcthDst

My Sgl HostMName :

Envoyer |

I O

Terminé

Fill in MySQL administrator name (usually root) and password, and MySQL database server

address and click “Send” button.
M=

E

aty
ot

& ocs Inventory Installation - Mozilla Firefox
Fichier Edition Affichage aller & Margque-pages  Outls ¢
QVI@)'a

@!D @ O'l & & https:// I ocsteports/install.php

0CS Inventory Installation

MySql config file successfully written

Please wait, database update may take up to 30

minutes.....ccccveniinnnnn
Exristing database updated

Database engine checking
Database engine successfully updated (21 table{s) altered)
Deploy files successfully inserted
Table 'files" was empty

Mo subnet.csv file to import

Metwork netid computing. Please wait...
, 26 were not computable

Network netid was computed==> 0 successful,

Metmap netid computing. Please wait...
. 0 were not computable

MNetmap netid was computed=2> 0 successful,
Please enter the label of the windows client tag input box:
{Leave empty if you don't want a popup to be shown on each agent launch).

Enwvoyer |

Terming
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Finally, you may fill in a text describing the TAG if you wish to use it.

& ocs Inventory Installation - Mozilla Firefox g@

Fichier Edition Affichage  aller & Marque-pages Oukils 2

& ) O ﬁ https:// { ocsreports finstall.php Q¥ @ @,

0CS Inventory Installation

Label NOT added (not tag will be asked on client launch)}
Installation finished you can log in index.php with login=admin and pass=admin

Click here to enter DCS-NG GUI

Terming I O

3.2 Under Windows Operating System.

We have chosen to package OCS inventory NG server for Windows as an integrated package
containing all required components. As is, the 3 main components of Management server
(database server, web communication server and web administration server) are installed on
the same computer.

OCS Inventory NG server 1.0 for Windows is based on ApacheFriends XAMPP version 1.5.5
(http://www.apachefriends.org/index-en.html) which setup the following components on a
single computer:

Apache 2.2.3

MySQL 5.0.27

PHP 5.2.0 + PHP 4.4.4 + PEAR

PHP-Switch win32 1.0

XAMPP Control Version 2.3 from www.nat32.com

XAMPP Security 1.0

SQLite 2.8.15

OpenSSL 0.9.8d

phpMyAdmin 2.9.1.1

ADOdb 4.93

Mercury Mail Transport System for Win32 and NetWare Systems v4.01b
FileZilla FTP Server 0.9.20

Webalizer 2.01-10

Zend Optimizer 3.0.2

eAccelerator 0.9.5 RC1 for PHP 5.1.6 (comment out in php.ini)

ANANENANA YV N O N N N N NN
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v’ Perl 5.8.8
v" mod_perl 2.0.2

NB: Even if all these components are installed, you will be able to choose the components you
want to automatically start.

3.2.1 Installing management server.

You must have Administrator privileges to setup OCS Inventory NG server under
Windows NT4, Windows 2000, Windows XP or Windows Server 2003.

Download “OCSNG_WIN32 SERVER 1.01.zip” from OCS Inventory Web Site”, unpack it
and launch “OcsWin32ServerSetup.exe.

[ =

Installer Language

Please select a language.

English v

I (0] 9 l l Cancel ]

If XAMPP components (server and perl addon) are not already installed, Setup will prompt
you that you have to setup them. Otherwise, Setup will automatically install OCS Inventory
Server into XAMPP directories.

Installation de OCS Inventory NG

"j XAMPP Web Server andfor Perl Addon nat Found on your computer!

‘fou must select to install XAMPP Web Server components,
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% 0CS Inventory NG Setup E]

Welcome to the OCS Inventory NG
Setup Wizard

This wizard will guide vou through the installation of OCS
Inwventory NG,

It is recommended that vou close all okher applications
befare starting Setup. This will make it possible ko update
relevant syskem files without having to rebook wour
cormpilker,

Click. Mesxk o continue.

Mext = | [ Cancel

Click “Next” button and accept License agreement.

% 0CS Inventory NG Setup E]

Licenze Agreement
Please review the license terms before installing OC3 Invenkory kG,

Press Page Down ko see the rest of the agreement,

OCS Inwentory MG Licence

This produck is subordinate to the License Agreements of the different software
components included in OCS Inventary MG Server For Windows, Most software are
designed under the GNU General Public License, But noke:

- My3gL is not GHU {generally free for personal or non-commercial use)
- Some other software included in this package may be not GRIJ!

If wou accept the kerms of the agreement, dlick the check box below, You must accept the
agreement to install OCS Inventory NG, Click Mext ko continue,

[T accept the kerms in the License Agreement:

[ < Back “ Tdexk = l’ Cancel l

Choose installation directory, by default “C:\Program Files\OCS Inventory NG”. You need
400 MB of free hard disk space if XAMPP components are not installed, otherwise, only

10MB are required.

NB: When upgrading, you must ensure that Setup detects the folder including XAMPP
directory. See § 3.2.4 Upgrading management server.
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=% 0CS Inventory NG Setup g
Choose Install Location
Choose the Folder in which bo install ©C3 Inventory Wi, -

Setup will install OC3 Inventary MG in the Following Folder. To inskall in a different Falder, click
Browse and select another Folder. Click Next to continue,

Destination Folder

ZA\Program FileshOCs Inventory N

Space required: 94,6MB
Space available: 35.4GE

[ < Back ” Mesxk = I[ Zancel ]

Then, you have to validate components to install. Only “OCS Inventory NG Server” is
required, if XAMPP components are already installed.

=% 0CS Inventory MG Setup g

Chooze Components

Choose which Features of OC3S Inventary NG vou want to inskall, ! .

Check the components vou want ko install and uncheck the components vou don't wank to
install, Click Mext to conkinue,

Select the bype of install: Ful [ ]
Or, select the optional wAMPP Web Server DiESEaE
COMPOnEnts you wish ko

install: 0CS Inventory NG Ser

Space required: 34.6ME

[ < Back “ Tdexk = l’ Cancel l

NB: OCS Inventory NG Server Setup now use standard XAMPP setup. So, it may be able to
upgrade existing XAMPP installation. However, by default, Setup will not upgrade XAMPP
components. See § 3.2.4 Upgrading management server.

Next, you have to choose the program group name in start menu, where OCS Inventory NG
icons will be created and then click “Install” button to start installation.
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=% 0CS Inventory NG Setup g
Choose Start Menu Folder
Choose a Skart Menu Folder For the ©C3 Inventory MG shorkouts, -

Select the Start Menu Folder in which vou would like to create the program's shartcuts, You
can also enker a name to create a new Folder,

QiCS Inventary NG|

Accessoires ~
Applications CESSI |
Démarrage

Développements

Jeux

Microsaft Office

IMozilla Firefox

Mozilla Thunderbird

Mero

OpenOffice.org 2.0

Outils d'administration

R¢v32 ) v
< Back “ Install l [ Cancel ]
=% 0CS Inventory NG Setup g
Inztalling
Please wait while OC5 Inventory MG is being installed, -

Execute: CADOCUME~ 1LIROIUL~ 1L OCAL S+ 1 Templxampp-win32-1.5.5-inskaller . exe /5 iD=
@ )
Cubput folder: CHADOCUMER DLIROUL~1LOCALS~ 1 Temp
Extract: xampp-win3z-1.5 5-installer. exe
Extract: xampp-win3Z-perl-addon-5.8,8-2.2, 3-installer.exe
Launching =AMPP Web Server sebup, please wait. ..
----------------------- CATION
AMSWER MO when mAMPP Inskaller will ask wou to register Apache,
MyaOL and FileZilla FTP Server as service!
D2 MOT USE XAMPP Control Panel to register Apache, My3gL as service!

Execute: CDOCUME~1LIROUL~ 1L QCALS~ 1 Templcampp-win3z-1.5.5-installer e,

If XAMPP setup selected, Setup will first launch XAMPP 1.5.5 setup in silent mode. This
will create a folder “xampp” under destination folder, and a program group “Apache Friends”
in start menu.

You will be prompted to start XAMPP Control Panel. Please, answer “No”.

KAMPP 1.5.5win32 (Basic Package)

Congratulations! The installation was successfull Start the XAMPP Control Panel now?

[ Qi { ’ Mo
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Then, it will launch XAMPP perl addon setup in silent mode.
Last, Setup will install OCS Inventory NG Server files, configure XAMPP Apache and
MySQL servers for OCS Inventory NG Server, and automatically start MySQL and Apache

SErvers.

At the end of the process, Setup will launch your default browser to start OCS Inventory NG
Server configuration (see § 3.2.2 Configuring management server.).

Setup is now finished and you can click “Close” button.

=% 0CS Inventory MG Setup E]

Completing the OCS Inventory NG
Setup Wizard

225 Inwentory MG has been installed on your computer.,

Click Finish to close this wizard,

Einish

NB: OCS Inventory NG setup for Windows has installed XMAPP components under “xampp”
subfolder of selected installation directory. Apache web server document root directory is
located in the “htdocs” sub directory of XAMPP. This is here that “ocsreports”
administration console files are installed.

Communication server files are now located into PERL standard libraries.
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L3 xampp g@
Fichier ~ Edition  Affichage Faworis  Outls 7 '1!
o Précédente ~ ? P ) Rechercher [~ Dossiers E\"

Adresse ||[3) C:\Program FilestOCS Inventory MG xampp ¥ a ok
Dossiers X Mom Taille | Tvpe Date de modific|#

= [£5) 0CS Inventary Mia ‘| I anonymous Dossier de Fichiers 12{07 (2006 22
= [ xampp ~ [Dhapache Dossier de fichiers 12j07 {2006 22:
+ [ anonymous 13 cgi-bin Dassier de fichiers 12072006 22
# () apache | FileZilaF TP Dossier de fichiers 121072006 22:
23 cgi-bin [Zhkdocs Daossier de Fichiers 12/07 2008 22:
| FileZillaF TR |Zhinskall Dossier de Fichiers 12/07[2006 22;
= |2) htdacs Dlicenses Cossier de Fichisrs 12/07) 2006 22:
|J) Fonts I MercuryMail Daossier de Fichisrs L2}07)2006 22: |
[0 farbidden IZmysgl Dossier de Fichiers 12{07 (2006 22
=) modperl | IZperl Dassier de Fichiers 12/07] 2006 22:
[ modperlasp IZ)php Diossier de Fichiers 12{07 (2006 22
* |g2) ocsreports 12 phpy Adrmin Dossier de Fichiers 12{072006 22
|2 restricted I security Dassier de fichisrs 12/07)2006 22
# (3 xampp |2 sendmai Dossier de fichiers 12/07/2006 22
) instal Zhkmp Dossier de Fichiers 12/07/2008 22
+ () licenses |[Zhwebalizer Dossier de Fichiers 12/07/2006 22;
# () Mercuryiail ™ [Z)webda Dossier de Fichiers 12/07/2006 22 =

_— — . B P R Ty i VA Cirhine dn coeneaoed 12 S AnE T

< > <

38 objekis) (Espace disgue disponible : 24,1 Gao) 671 Ko j Poste de travail

Apache logs (“access.log”, “error.log”, “phperror.log”) and communication server logs
(“ocsinventory-NG.log”) are located in the sub-directory “Apache\Logs”.

3.2.2 Configuring management server.
Open your favorite web browser on the server and point it on URL
“http://localhost/ocsreports” to connect the Administration server.

You will be prompted for information to connect to MySQL database server with a user who
has the ability to create database, tables, indexes, etc:

v' MySQL user name, “root” by default
v" MySQL user password (empty password by default)
v" MySQL hostname, “localhost”
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T =1
@ ocs Inventory Installation - Mozilla Firefox E]@
Fichisr Edition Affichage  Historique Marque-pages  Outils &

_) @ O ﬁ E‘] htkpefflocalhoskfocsreports finstall. php "3’ @ 0\.1

R

0CS Inventory Installation

MySqgl login . |r|:u:|t

MySgl password : I

MySqgl HostMame : IIDcthDst

Send

Terming @ @ AL s

NB: Setup will create “ocsweb” database, and a MySQL user “ocs’ with password “ocs”. It
will also grant to user “ocs” privileges “Select| Insert| Update | Delete | Create | Drop |
References | Index | Alter | Create temp | Lock™ on database “ocsweb”. This user will be used
by Administration server and Communication server to connect to the database. If you do not
wish to use default MySQL user “ocs” with “ocs” password, you must update in the file
“dbconfig.inc.php” PHP constants “COMPTE BASE”, which is MySQL user login, and/or
“PSWD_BASE”, which MySQL user password. Don’t forget to also update Communication
server configuration, especially in apache configuration file.

Finally, you may fill in a text describing the TAG, a string displayed at first launch of the
agent to ask user to enter the TAG Value. It's a generic data which allows you to sort the new

computers (geographical site, first floor, john room....). If you don't want this functionality,
just let it blank.
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.
& ocs Inventory Installation - Mozilla Firefox g@
Fichier Edition  Affichage Historique Marque-pages Cutils 2 0:::-

@) _) @ O ﬁ - http:/flocalhostfocsreportsfinstall.php ’:f @ Oq

0OCS Inventory Installation

MySqgl config file successfully written

Please wait, database update may take up to 30
LT LT

Existing database updated
Database engine checking.......ccoecvenneeee.
Database engine successfully updated {1 tahle{s) altered)
Deploy files successfully inserted
Table “files' was empty
Mo subnet.csv file to import
Metwork netid computing. Please wait...
MNetwork netid was computed=> 0 successful, , 0 were not computable
Metmap netid computing. Please wait...
Metmap netid was computed== 0 successful, , 0 were not computahle
Cleaning orphans......ccceieiennenns
0 orphan lines deleted
Cleaning netmap...
0 netmap lines deleted

Please enter the label of the windows client tag input box:
{Leave empty if you don't want a popup to be shown on each agent launch}).

Envayer |

<]

@ o

Terminé

Configuration of Management server is now finished.
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-,

3 ocs Inventory Installation - Mozilla Firefox E]@

S L o . . 4 ot
Fichier Edition Affichage Historigue Margue-pages  Outils 7 2

@) ) @ O ﬁ E http:fflocalhostfocsreports finstall. php “"} @ Os.i

0CS Inventory Installation

Label MOT added {not tag will be asked on client launch}
Installation finished vou can log in index.php with login=admin and pass=admin

Click here to enter OCS-MG GUI

Tetming @ @ £y
Default Administrator login is “admin” as user and “admin” as password.
& ocs Inventory - Mozilla Firefox E]@
Fichier Edtion Affichage Historique Marque-pages Qutils 2 0:::-
@) ) @ O ﬁ B http: jflocalhost focsreportsfindes. phpFav=1&multi=fr=fa=glang=english "f/ @ \)Q‘
OC% OC%ex1 ceneration  ver.sio EHEIMZ]lmBmT @
invenloruS inveniory 8
User:
Password:
Send |
Terming @ @ £

3.2.3 Updating security of XAMPP components.

By default, XAMPP is setup without security. MySQL root account do not have password,
XAMPP web configuration interface is accessible by everybody without authentication...

You must update this.

Open your favorite web browser on the server and point it on URL
“http://localhost/xampp/splash.php” to connect the XAMPP configuration GUI.
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- Mozi irefox M
@)@ @ '@ ﬁ 'r°‘36 http: fflocalhostxampp)splash. php %’\ @ f@ )

[~] XAMPP

Deutsch f English £ Spanish f Francais f Italiano § Mederlands f Morsk f Polish f Portuguese § Slovenian f Chinese f Portugués (Brasil)

Click on the language you want to access the XAMPP main configuration menu.

{ ersion 1.5.5 - Mozilla Firefox u.ﬂ.gixi‘

@) @ @ @ ﬁ @ http: fflocalhost fxamppfindex. php ’3’\ @ Google OQ\

E]XAMPP For Windows Yersion 1.5.3a | Se... QI &

XAMPP for WindOWS  coue e o s st

orsk ; Espafiol / 7/ Portugués (Brasil) ; #77

XAMPP

Welcome to XAMPP for Windows VYersion 1.5.5!

Congratulations:
¥ ou successfully installed XAMPP on this system!

Mow you can start using Apache and Co, Firstly you should try »Status« on the left navigation to make sure
everything warks fine,

For OpensSsL support please use the test certificate with https://127.0.0.1 or https:/flocalbost

And very important! Big thanks for help and support to Carsten, Nemesis, KriS, Boppy, Pe-Dummy and all other
friends of XAMPP!

Good luck, Kay Yogelgesang + Kai 'Oswald' Seidler

Termingé [TV S

Then, click “Security” on the left menu. As you will see, all is marked as unsecure or
unknown for non started components.
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ndows version 1.2. Ja ecurty »ection - Mozi mretox

-
@ @ @ ﬂ http: fflocalhost fsecurityfindex. php ‘%\ @ Google OQ\

] RAMFF Version 1.5.5 | XAMPP for Windows Version 1.5.3a... () ¥

(=] XAMPP for Windows

s
XANMPP
[PHP: 5.2.0] XAMPP SECURITY [Security Check 1.0]
This page gives you a quick overview about the security status of your XAMPR installation. (Please continue
reading after the table.)
Subject Status
These ®AMPP pages are accessible by network for everyone
Ewery HAMPP derno page you are right now looking at is accessible for everyone over network,
Eweryone who knows your IP address can see these pages.
The MySQL admin user root has NO password
Ewery local user on Windows box can access your MySQL database with administrator rights, vou
should set 2 passward,
PhpMyAdmin is free accessible by netwaork
PhpMyadriin is accessible by network without passwaord, The configuration 'hittpd' or 'cookie' in the
"config.inc.php" can help.
& FTP server is not running or is blocked by a firewall!
FRIENDS. A FTP zerver iz not running or is blocked by a firawall!
PHP is MOT running in "safe mode"
If do you want to offer PHP executions for autside persons, please think about a "safe mode”
configuration, But for standalone developer we recormnmend MOT the "safe mode" configuration
because sorme important funcions will not working then, More Info
The test user "newuser" for the POP3 server {Mercury Mail?) does not exists
(Mercury Mail?)
an:more or have a new Eassword
The green marked points are secure; the red marked points are definitively unsecure and the yellow
marked points couldn't be checked (for example because the sofware to check isn't running).
To fix the problems for mysgl, phpmyadmin and the zampp directary simply use
= http: f flocalhostfsecurity f xamppsecurity.php <= [allowed only for localhost]
v

|| Terming @ o

You can change this by clicking the link “http://localhost/security/xamppsecurity.php”.
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{E !lﬂﬂﬂ !nr Nmﬂm uersmn 1.5.3a | Security gec!lon - Homlﬂ Flre!ox

O

@ @ @ i@ ﬁ 'rE] http: fflocalhost fsecurity/findex. php ‘%’\ @ Google

oQ)

Cl e versin 155 | L %804pp for windows version 1.535... O

(=] XAMPP for Windows

XANMPP

Security console MySQL & XAMPP directory protection

MYSQL SECTION: "ROOT" PASSWORD

MySQL Superllser: root

MNew password: i

dehcacheAIR

Repeat the new password:

PhpMyAdmin authentification:  kzp O cookie ®

-——- Security risk! -——-

Safe plain password in text file? O
(File: EXNOCS Inventory NGYxampphsecuritylsecurityymysglrootpasswd txt)

Password changing

FRIENDS...

XAMPP DIRECTORY PROTECTION (.htaccess)

User:

Passwoard:

---- Security risk! --—-

Safe plain password in text file? F
(File: EXNOCS Inventory MGYkampphsecuribysecurity\xamppdirpasswd txt)

[ Make safe the XAMPP directary ]

Terming

First of all, you must fill in MySQL root password and select phpMyAdmin authentication

method.

NB: You can change this at any time by visiting the security web page of XAMPP server.

Validate your changes by clicking “Password changing” button.
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ndows version 1.2. 3a ecurity Section - Mozi metox

@ @ @ '@ ﬂ '(E http:fflocalhost fsecurity findex. php ‘%’\ @ Google OQ\
| XAMPP for Windows Yersion 1.5.3a .. ) ¥

Security console MySQL & XAMPP directory protection

MYSQL SECTION: "ROOT" PASSWORD

The root password was successfully changed. Please restart MYSQL for loading these
changes?

MySQL Superllser: root

MNew password:

Repeat the new password:

PhpMyAdmin authentification:  kep O cookie ®

-—- Security risk! -——-

Safe plain password in text file? O
(File: EX\NOCS Inventory NGYyxampphsecurity\securityymysglrootpasswd.txt)

Password changing
XAMPP DIRECTORY PROTECTION (.htaccess)
User: root
Passward: “’“’“’“’“1

---- Security risk! --—-

Safe plain password in text file? O
(File: EXNOCS Inventory MGYkampphsecuribysecurity\xamppdirpasswd txt)

[ Make safe the XAMPP directary ]

Terming @ 0 N

You can then protect the access to XAMPP configuration menu by filling in user and
password for XAMPP DIRECTORY PROTECTION. As is, this user and password will be
asked to connect to XAMPP configuration menu through a web browser.

Validate your changes by clicking “Make safe the XAMPP directory” button.
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U KAMPP for Windows Version 1.5.3a | Security Section - Mozilla Firefox

@ @ @ 'i@ ﬂ (E http:fflocalhost fsecurity findex. php ‘%’\' @ 'Google

=1 %amPP version 1,55

| XAMPP for Windows Yersion 1.5.3a .. )

XANMPP

Terming

(=] XAMPP for Windows

Security console MySQL & XAMPP directory protection

MYSQL SECTION: "ROOT" PASSWORD

MySQL SuperlUser: root

Current passwort:

Mew password:

Repeat the new password:

PhpMyadmin authentification:  pzp O coole @

-——- Security risk! -——-

Safe plain password in text file? O
(File: EXNOCS Inventory NGYxampphsecuritylsecurity\mysglrootpasswd xt)

Fassword changing

SUCCESS: The XAMPP directory is protected nows! All personal data was safed in the
following file:

E:1\OCS Inventory NG\ xampp\securityyxampp.users

E:\OCS Inventory NG\xzampp\htdocsyxampp\.htaccess

XAMPP DIRECTORY PROTECTION (.htaccess)

User:

Password:

-——- Security risk! -——-

Safe plain password in text file? O
(File: E:\NOCS Inventory NGYyxamppisecurity\zamppdirpasswd.txt)

Do not enable PHP safe mode, as you may encounter errors on Administration console.

Finally, you must restart Apache and MySQL services for changes to take effect.

Open XAMPP Control Panel from system tray or from “OCS Inventory NG” start menu
folder, click “Stop” button for Apache, then “Start” button and do the same for MySQL.

You can now reselect “Security” on left side menu to see that all started services are now

secured.
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i XAMPP for Windows Version 1.5.3a | Security Section - Mozilla Firefox - ||[B m
Fichier Edition  Affichage Historigue Margue-pages Outils 7 o:::o
@} @ @ ﬁ m http: fflocalhost fsecurity findes. php v @ Google 0Q

@xnmpp Yersion 1.5.5 Q'E""-""‘ Wind ion 1.5.3a .. () 2

ry

XANMPP

:5.2.0] XAMPP SECURITY [Security Check 1.0]

This page gives you a quick overview about the security status of your XAMPP installation. (Please continue
reading after the table.)

Subject Status

These ®AMPP pages are no longer accessible by network for everyone
The MySQL admin user root has no longer no password

A FTP server is not running or is blocked by a firewall!
A FTP server is not running or is blacked by a firewall!

PHP is MOT running in "safe mode" UNSECURE
If do you want to offer PHP executions for autside persons, please think about 2 "safe rmode"

configuration, But for standalone developer we recarnmend MOT the "safe rmode" configuration

because some important functions will not warking then. More Info

PhpMyadmin passwaord login is enabled.

The test user "newuser" for the POP3 server {Mercury Mail?) does not exists
anzmore or have a new Eassword

The green marked points are secure; the red marked points are definitively unsecure and the yellow
rmarked points couldn't be checked (for example because the sofware to check isn't running). -

Terming @ O N

3.2.4 Upgrading management server.

To upgrade web communication server and administration console, you must follow
instructions as described in § 3.2.1 Installing management server. Just ensure that setup
detects old installation folder correctly.

You don’t need to update XAMPP components and Setup, by default, will not select XAMPP
components install. If you do so, backup your databases and web sites if you want to also
upgrade XAMPP components ! See § 10 Backup/restore of OCS Inventory NG database.

At the end of the process, Setup will launch your default browser to run the upgrade process
to ensure that your database schema and default data are up to date. Upgrade process looks
like configuration of management server as described in § 3.1.5 Configuring management
server.

NB: You will see warning regarding max size of package you will be able to deploy. Please,
see § 11.2.4 Uploads size for package deployment.) to configure your server to match your
need.
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& ocs Inventory Installation - Mozilla Firefox

Affichage  Aller & Marque-pages  Cutils  F
::\D ’;J @ O" ﬁ & https:,, I o sreports; Q¥ (@) a

0cCS Inventory Installation

Current installed version 4011 is lower than this version {4020) automatic install launched

Login mysqgl : IDCS
Mot de passe MySgl : I"“““‘k
IIDcthDst

My Sgl HostMName :

Envoyer |

I O

Terminé

Fill in MySQL administrator name (usually root) and password, and MySQL database server

address and click “Send” button.
M=

E

aty
ot

& ocs Inventory Installation - Mozilla Firefox
Fichier Edition Affichage aller & Margque-pages  Outls ¢
QVI@)'a

@!D @ O'l & & https:// I ocsteports/install.php

0CS Inventory Installation

MySql config file successfully written

Please wait, database update may take up to 30

minutes.....ccccveniinnnnn
Exristing database updated

Database engine checking
Database engine successfully updated (21 table{s) altered)
Deploy files successfully inserted
Table 'files" was empty

Mo subnet.csv file to import

Metwork netid computing. Please wait...
, 26 were not computable

Network netid was computed==> 0 successful,

Metmap netid computing. Please wait...
. 0 were not computable

MNetmap netid was computed=2> 0 successful,
Please enter the label of the windows client tag input box:
{Leave empty if you don't want a popup to be shown on each agent launch).

Enwvoyer |

Terming
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Finally, you may fill in a text describing the TAG if you wish to use it.

MNgd https:// { ocsreports finstall.php Q '%" | @, |

0CS Inventory Installation

WARMNING: You will not be able to build any auto deployment package with size greater than 8M.
You must raise both post_max_size and upload_max_filesize in your php.ini to correct this.

WARNING: The user you typed does not seem to be root
If you encounter any problem with files insertion, try setting the global max_allowed_packet mysgl value to at least ZM in
your server config file.
Label NOT added (not tag will be asked on client launch)}

Installation finished you can log in index.php with login=admin and pass=admin

Click here to enter DCS-NG GUI
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4 Setting up agent on client computers.

There are 2 methods for inventorying a client computer using OCS Inventory NG agent:

v

If the client computer cannot connect to the Communication server, inventory is done
locally and is stored in a XML compressed file with “.ocs” extension. User can then
send this file through email, USB disk or any other way to the administrator, which
will import it in the database through the Administration server.

If the client computer can reach using HTTP protocol the Communication server
through the network, agent ask the Communication server for inventory parameters
and send inventory results directly to the Communication server.

4.1 Under Windows Operating Systems.

OCS Inventory NG Agent for Windows is able to work as a Windows service,
automatically started at computer startup. However, we also provide a stand alone agent
not running as a service, which can be launched through login script, an Active Directory
GPO, a scheduled task or a shortcut in Start menu.

NB: We recommend using the service version of Agent, especially if you plan to use package
deployment feature.

Download and unzip OCSNG_WIN32 AGENT 1.01.zip. This package contains 3 files:

v

v

411

OcsAgentSetup.exe, agent installer with Windows service included. We recommend
using this package.

OcsAgent.exe, to install standalone agent on a non network connected computer to
allow running the inventory manually with /LOCAL command line switch (or if you
do not want to use service).

OcsLogon.exe, launcher of OCS Inventory NG agent to use when deploying agent
through a login script or Active Directory GPO in the domain. If agent is already
installed, it just runs the agent. Otherwise, it downloads agent’s binaries from
Communication server, setup it and launch it.

Which version of Windows Agent does i have to use ?

First of all, we have to explain how Agent and Service work.

4.1.1.1 How does Windows Agent works ?
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When OCS Inventory NG Agent “OCSInventory.exe” is launched, it contacts Communication
server using HTTP protocol to ask what is has to do. Server can answer “nothing” (not time
for an inventory and no package to deploy), and so agent stops.

When agent is launched, it will generate and send an inventory only.

Otherwise, server may answer that Agent has to:

v' Send an inventory: Agent retreive all computer properties and send them using HTTP
protocol to server. Server answer this only if last inventory date in the database is
older than general option “FREQUENCY™, specified in days (see § 6.2 Managing
OCS Inventory NG general options.)

v Discover the network: Agent retreive all computer properties, scan his sub network
for active devices listening on the network, and send these informations using HTTP
protocol to server. Server answer this only if computer is elected to run
IPDISCOVERY (see § 7 Using IP discovery feature.)

v Deploy a package: Agent contact deployement server using HTTPS protocol to get
information file, download package fragments from repository, rebuild package and
launch it.

NB: OCS Inventory NG Agent does not listen on the network. It always initiate
communication to server. So you do not have to open port on personal firewall. But you must
allow OCS Inventory NG agent file “OCSInventory.exe” to contact Communication Server or
Deployement Server using HTTP or HTTPS.

Each time an inventory is done, Agent write a configuration file “OCSInventory.dat” in his
agent folder where it will put configuration options downloaded from the Communication
server.

When launched for the first time, OCS Inventory NG agent will prompt user for the TAG
value (if this feature is enabled). Help text displayed in the dialog-box is the one you’ve
entered in § 3.1.5 Configuring management server. User may enter this value, or leave it
blank (you will be able to update this value through the Administration server).

e Sy

Tag

Pleasze, enter your room number

|215

Then (or otherwise if TAG feature is not enabled), it will do the inventory and send in HTTP
inventory results to Communication server.
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4.1.1.2 How does Windows service work?

NB: You must have Administrator privileges to setup OCS Inventory NG Agent as a service,
or you may use OCS Inventory NG Packager to create an installer able to run even if you do
not have Administrator privileges. Refer to § 6.3Uploading Agent for deployement through
launcher “OcsLogon.exe”. or OCS Inventory NG Packager documentation.

OCS Inventory NG Agent “OCSInventory.exe” is launched by service “OcsService.exe”
every PROLOG _FREQ hours. It keeps trace of the countdown in seconds in file “service.ini”
(value TTO_WAIT), so it is the time of EFFECTIVE run.

The number of hours to wait is randomized at install time and every time PROLOG_FREQ
changed in Administration Console.

It allows not having all agents contacting Communication Server at the same time. The
randomization is between 0 and PROLOG_FREQ.

You can adjusty these paramaters considering your server load.

When service launch agent, it call it using the command line switches specified in value
“Miscellaneous” of file “service.ini”.

[OCS SERVICE]
NoProxy=1
Server=my-ocs-server.domain.tld

Prnum=80

Miscellaneous=/DEBUG /NP /server: my-ocs-server.domain.tld /pnum:80
PROLOG FREQ=10

OLD PROLOG FREQ=10

TTO WAIT=1505

Figure 3: Sample file "service.ini"

As you can see, Service is only a launcher which will run Agent regularly, even if nobody log
in the computer.

4.1.1.3 Do I have to use service or standalone agent ?

You want to have computers inventoried, even if nobody log in ? Use Service version.

You want to use package deployment feature ? Use service version. As is, package will be
downloaded in background, and logged in user can continue to work.

You do not want to setup service, or have something appears in the registry ? Use
standalone version. However, deployement of package may take a long time when user log in.
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In other words, we recommend using service version.

4.1.2 Manually installing Service version of Agent.

Run “OcsAgentSetup.exe” on client computer and click “Next” button

“% Installation de OCS Inventory Agent 4.0.2.4

=)ok

Bienyvenue dans le programme
d'installation de OCS Inventory
Agent 4.0.2.4

Wous Btes sur e point d'inskaller ©C5 Inventory Agent
4.0.2.4 sur votre ordinateur,

Avant de débuter installation, il est recommandé de Fermer
toutes les autres applications. Cela permettra de mettre &
jour cerkains Fichiers systéme sans redémarrer vakre
ordinateur,

F Suivant > | l Annuler

Validate license agreement by clicking “I agree” button.

“% Installation de OCS Inventory Agent 4.0.2.4 E]

ch 8 Licence utilisateur

imventary Veuillez examiner les termes de la licence avant d'inskaller ©C5
Inventory Agent 4.0.2.4.

Appuyez sur Page Suivanke pour lire e reste de |a licence utilisateur,

QCS Inwentary MG Licence

This product is subordinate to the License Agreements of the different software
components contained in OC3 Inventory ng, Mosk sofbware are designed under the GNU
5eneral

Public License, But noke:

- My3gL is not GHU {generally free for personal or non-commercial use)
- Some other software contained in OC3 Inventary ng may be nok G w

Si wous acceptez les termes de la licence ubilisateur, cliguez sur Taccephe pour continuer,
Vous devez accepter la licence utilisateur pour installer OCS Inventory Agent 4.0.2.4.

< Précédent “ J'accepte l [ Annuler
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Fill in OCS Inventory NG Communication server address and port. If you do not wish to use
Microsoft Internet Explorer proxy settings (because your proxy requires authentication for
example), enable “No Proxy” checkbox. Miscellaneous field allow you to pass to agent other

command line arguments (cf § 4.1.5 Agent’s command line switches). Then click “Next”
button.

“= Installation de OCS Inventory Agent 4.0.2.4 g

Cg Options
inventory 8

Options

server Nae |

Port Number @ | gg Mo Procey @

Miscellaneous: | (DEBLUG [TAG: "My Tag Yalus"

[c:Erécédent “ Suivant = l [ Annuler ]

Choose destination folder, “C:\Program Files\OCS Inventory Agent” by default, and click
“Install” button.

“= Installation de OCS Inventory Agent 4.0.2.4 g
Choisissez le dossier d'installation
[Pryrtiramy 8 Choisissez e dossier dans lequel installer ©C5 Inventory Agent
4.0.2.4,

Ceci installera OCS Inventory Agent 4.0.2.4 dans le dossier suivant, Pour installer dans un

aukre dossier, cliguez sur Parcourir et choisissez un autre dossier, Cliquez sur Installer pour
dématrer linstallation,

Dossier d'installation
C:\Program FilesiOCS Inventory Agent|

Espace requis : 3.2Ma
Espace disponible : 26, 1G0

[{Erécédent ” Installer I l Annuler l

Click “Close” button to register OCS inventory NG agent service into System.

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net




Installation and Administration Guide
OQ%B Version 1.8 Page 53 /167

= Installation de OCS Inventory Agent 4.0.2.4 E]

Fin de l'installation de OCS
Inventory Agent 4.0.2.4

Q5 Inventary Agent 4.0.2.4 a &ké installé sur votre
ordinateur,

Cliquez sur Fermer pour quitker le programme d'installation,

| Fermer | [ annuler ]

Agent is now installed as a service automatically started at system boot under account
LocalSystem.

% Services E] @

Fichier  action  Affichage  ?

W [ E 2 BT T8

B serices (ocal) % Services {local)
0CS INVENTORY SERVICE Mo Drescription | Etak | Tvpe de démarrage | Quvrir une session en kank que R
- "%}EOCS INVEMTORY SERYICE  Automatic inve,.. Démarré  Automatique Systéme |ocal
Arréter e service %Office Source Engine Enregistre les ... Manuel Systéme local
IMetlre en pause le service %Ondu\eur Gére un ondul, .. Désackivé Service local
Redémarrer le service %Ouverture de session réseau Prend en char...  Dématré Autormatique Systéme local
%Pare-Feu Windows | Parta...  Assure la trad... Automatique Systéme local
%Partage de Bureau & dista,.. Permet aux pe. .. Désactive Systéme local
Description : R %Planiﬂcateur de tiches Permet & unut...  Démarré Automatique Systéme local ~

\ Etendu A Standard

This is the interactive installation setup. However, this process requires that you launch it
under all your computers. Hopefully, this installation can be scripted.

NB: Service Agent setup support in command line all Agent switches defined in § 4.1.5
Agent’s command line switches.

Service Agent setup “OcsAgentSetup.exe” may be called with some command line
parameters:

/S to run installation in silent mode, without any user interaction,

/UPGRADE to upgrade an existing Service Agent installation,

/NOSPASH to disable splash screen,

and all Agent’s command line switches, especially /SERVER to specify OCS
Inventory NG Communication Server address when using silent installation (see §
4.1.5 Agent’s command line switches).

ANANENEN

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net




Installation and Administration Guide
OQ%B Version 1.8 Page 54 /167

4.1.3 Manually installing standalone Agent (without service).

This way may be usefull on a non network connected computer.
Setup can be run by a normal user, or better by a system administrator.

You just have to run file “OcsAgent.exe /local” to launch OCS Inventory NG agent’s setup.
Setup will try to install OCS Inventory NG agent’s files in the folder “C:\ocs-ng” or, if the
locally connected user do not have permission to create folder in the root directory, in the
folder “ocs-ng” in the user’s temporary directory. Then, it will launch OCS Inventory NG
agent.

Agent will then prompt user for folder where to store inventory results.

=% 0CS Inventory NG g

Inventaire local

Destination de linventaire: U;ub

Expork inventory ko

Al (]

[ Ok ] [ Cancel ]

When launched for the first time, OCS Inventory NG agent will prompt the user for the TAG
value User may enter this value, or leave it blank (you will be able to update this value
through the Administration server).

3 -+

Tag

Fill TAG info... For rore details,
contact your adminiztrator.

When inventory is finished, agent will display to user a message showing where the file name
inventory results have been stored.
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e "

=% |nstallation de OcslLocal

Inventory expark From
ST32491DL-2005-06-22-16-49-35,0cs
ko
[:45T32491DL-2005-06-22-16-49-38. 005
done,

User then just has to send this file to administrator. Administrator will be able to import
inventory results into the database through the Administration server.

If you want to run another inventory, you just have to rerun “Ocsinventory.exe /local” from
OCS Inventory NG agent’s installation folder.

NB: Standalone Agent setup support in command line all Agent switches defined in § 4.1.5
Agent’s command line switches.

4.1.4 Deploying Agent using launcher OcsLogon.exe through Login
Script or Active Directory GPO.

Launcher “OcsLogon.exe” is a little tool able to run inside a login script or an Active
Directory GPO. His goal his to launch OCS Inventory NG Agent on computer, and if Agent is
not installed, to setup Agent on computer.

Launcher “OcsLogon.exe” will try to connect by default to the Communication Server using a
DNS name “ocsinventory-ng”, like if you open your favorite web browser and enter the URL
http://ocsinventory-ng/ocsinventory.

To use a different URL if you cannot add this DNS name, just rename “OcsLogon.exe” with
the DNS name or IP address of the Communication Server (for example
“ocsinventory.domain.tld.exe” if you’ve created for your server a DNS record
“ocsinventory.domain.tld” or “192.168.1.2.exe” if your server has 192.168.1.2 as IP address).
Launcher then will try to connect to the DNS name or IP address you’ve named it
(http://ocsinventory.domain.tld/ocsinventory or http://192.168.1.2/ocsinventory).

NB: Always use last version of OcsLogon.exe. You can get it from last package
OCSNG_WIN32 _AGENT XXzip.

Launcher will first check if OCS Inventory NG agent is installed, and if not, will contact
Communication Server in HTTP to download latest agent binaries and setup locally on the
computer:
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v Standalone Agent in the folder “C:\ocs-ng” by default or, if the locally connected
user do not have permission to create folder in the root directory, in the folder “ocs-
ng” in the user’s temporary directory. If Standalone agent is already installed,
launcher will just run the agent.

v" Service Agent in folder “C:\Program Files\OCS inventory Agent” by default.

NB: To deploy Standalone Agent with launcher, you need to have uploaded Standalone
Agent file “ocsagent.exe” with Administration Console.

To deploy Service Agent with launcher, you need to have uploaded Service Agent file
“ocspackage.exe” with Administration Console.

Refer to § 6.3 Uploading Agent for deployement through launcher “OcsLogon.exe”.

To choose betwwen Standalone or Service agent, there is just a command line switch
“/INSTALL” to specify if you want to use Service or not. If you add “/INSTALL”
command line switch, launcher will use Service Agent. Otherwise, it will use Standalone
Agent.

If you want to update Agent, you have to specify in launcher command line version of the

new release using the switch /DEPLOY:XXXX, where XXXX is the version of agent, 4031
for version 1.01.

4.1.4.1 Deploying Agent through Active Directory GPO.

NB: We recommend using service version of Agent if you plan to use package deployment
feature.

To deploy Standalone Agent with launcher, you need to have uploaded Standalone Agent
file “ocsagent.exe” with Administration Console.

To deploy Service Agent with launcher, you need to have uploaded Service Agent file
“ocspackage.exe” with Administration Console and to use “/INSTALL” command line
switch in launcher.

Refer to § 6.3 Uploading Agent for deployement through launcher “OcsLogon.exe”.

Open “Active Directory users and computers” tool.
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£% Utilizateurs et ordinateurs Active Directory

J@ Console  Fenétre 2 | =] =]
|J Action  Affichage |J®#||X|@|J’ﬁﬁh?@h ‘
Arbre I Users 24 ohjets
Utilisateurs et ardinateurs Active Directory [Ny | Mom | Type [=
E@ ] € Admiristratsor Utilisateur
-] Builkin !ﬁ.ﬂdministrateurs de I'entreprise Groupe de sécu...
ﬁ:.ﬁdministrateurs CHCP Groupe de séou...
t m.ﬁ.dministrateurs du schéma Groupe de sécou...
(L ForeignSecurityPrincipals €72 admins du domaine Groupe de sécu,,, —
@ servers € I Ut
-4 Users €73 Contrdleurs de domaine Groupe de sécu...
mDnsAdmins Groupe de sécu...
mDnsUpdatePrnxy Groupe de sécu...
!ﬁl—fditeurs de certificats Groupe de séou...
£ Inwite Utilisateur _|LI
1 | M| | ,

Right click on your Active Directory domain or Organisational Unit and select “Properties”.

Propriétés de

Général | Gérépar  Stratégie de aroupe |

& Liaizons de l'objet Stratéagie de groupe actuel pour I

Liaizonz de l'objet Stratégie de groupe | Me paz pas... | Dézacti.. |

0OCS Inventory

Fluz un objet Stratégie de groupe est haut dans la liste, plug za prionté est élevée,
Cette liste a été obtenue & partir de : labo-av-2k-01.labo-av. cezsi.cnamte. fr

MHouveau | Ajouter... | Moditier | I mrter, |
Options... | ﬁupprimer...l Propriétés | Descendre |

[™ Eloquer Ihéritage de stratégies

QK I Annuler | Appliguer |

In “Group Policy” tab, create a new policy, or edit existing one.

You either use Computer policy, or User policy. Computer policy will run at computer startup
or User policy will run at user login.

NB: In our example, we will use Computer policy and Startup script. Communication Server
address is 192.168.1.2, because we choose to setup Service Agent version. If you choose to
use Standalone Agent, it’s better to use User policy and startup script, to allow agent running
each time a user log in.
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Expand “Computer configuration” tree in left pane and navigate like below to “Windows
settings” and “Scripts”. Then double click on “Startup” on right pane.

g¥ stratégie de groupe =]

J Action  Affichage H = o= | |

Arbre I Mo |

@ Stratéqie OCS Inventory [labo-av-2k-01 . lal
E@ Canfiguration ordinateur
¢ -0 Paramétres logiciel

Bl Paramétres Windows

|| Zcripts (démarragefarrét)
Paramétres de sécurité
¢ B[ Modgles d'administration
Elﬁ Configuration utilisateur

[:l Paramétres logiciel

-] Paramétres Windows

-2 Madéles d'administration

1] | i

Click on “Show files” button to display script and executable files usable by computer startup
scripts.

Propriétés de Démarrage 2 | x|
Scripts |

Démarrage soripks

MHom | Paramétres

“Add” script button

“Show files” button

{ lez fichiers de scripts stockés dans cet objet de
iguez sur e bouton ci-dessous.

Afficher les fichiers. ..

QK | Annuler | Appliquer
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Copy launcher “Ocslogon.exe” or the renamed one (in our example “192.168.1.2.exe”) into
this folder to allow computer startup scripts using it.

J Fichier  Edition  Affichage  Faworis  Qutils 7 |
J ‘o PFrecédente; = = - | & Rrechercher [ Dossiers  £¥Historigue |[B 0F X = | -
Jndresse |l:| VI sy s ol N Policies' {2F712188-E5 1 E-47C7-AE6E-29034ATCTEETH ME j oK
=1 e Mom | Taile | Tvpe | Modifié I |
"E’ L 67 Ko Application 05/01/2007 10:56
Startup
192.168.1.2.exe
Application
Madifié le: 050172007 10:56
Taille ; 66,2 ko
Attributs ¢ {normal)
|Type : Application Taille © 66,2 Ko |66,2 Ko |@ Inkernet S

Next close “Startup” folder and click “Add” script button, click “Browse” button to select
launcher “OcsLogon.exe” or the renamed one (in our example “192.168.1.2.exe”), and fill in
launcher parameters (in our example “/S” for silent installation, “/DEBUG” to enable creating
log files, “/NP” to disable use of Internet Explorer proxy settings, “/INSTALL” to deploy
Service Agent, “/DEPLOY:4029” to force deployment of version 4029,
“/SERVER:192.168.1.2” to use Communication Server at address 192.168.1.2).

Ajout d'un Script 2 | x|

Maom du zcript :
I'I 92168.1 2 exe Parcaurir... |

Faramétres de zoripts
|£S /DEBUG /MP AMSTALL ADEPLOY: 4029 /SERVEF

QK. I Annuler |

Validate all window to activate Computer Startup script GPO.
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Propriétés de Démarrage 2 | x|

Scripts |

Démarrage soripks

MHom | Paramétres |

I @rter,

[eszendie

Modifier... |

Suppriner

Paur voir les fichiers de zcripts stockés dans cet objet de
stratégie de groupe, cliguez sur le bouton ci-dessous.

Afficher les fichiers. ..

0k | Annuler | Appliguer |

When computer will start (or when user will log in if using User policy), launcher will setup
and/or launch OCS Inventory NG agent.

NB: Launcher OcsLogon.exe may encounter problems accessing the Communication Server if
you have configured a proxy with authentication in Microsoft Internet Explorer settings. You
can force Launcher to not use proxy with “/NP”" command line switch. You can also specify a
different IP port to use for Communication server with “/PNUM:XX" command line switch,
where XX is the IP port number to use. See § 4.1.5 Agent’s command line switches.

4.1.4.2 Deploying Agent through login script.

NB: We recommend using service version of Agent if you plan to use package deployment
feature.

To deploy Standalone Agent with launcher, you need to have uploaded Standalone Agent
file “ocsagent.exe” with Administration Console.

To deploy Service Agent with launcher, you need to have uploaded Service Agent file
“ocspackage.exe” with Administration Console and to use “/INSTALL” command line
switch in launcher OcsLogon.

Refer to § 6.3 Uploading Agent for deployement through launcher “OcsLogon.exe’.

Copy files “OcsLogon.exe” (or the renamed one) to a shared folder somewhere in your
network. This folder must readable by all your users. Then add a call to “OcsLogon.exe” (or
to the renamed one) in the login script of your users.

Here is a sample login script.
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@echo of

REM Force setup agent

Figure 4: Sample login script for Windows domain

echo Running system inventory, please wait...

REM Call to OCS Inventory NG agent for deployment

REM Using shared folder MY SHARE on server MY SERVER
REM Connect to Communication server at address 192.168.1.2
REM Enable debug log with /DEBUG to create OcsLogon.log and computer name.log

version 4030 if agent not up to date

REM Deploy service version of agent using /INSTALL
“WMY SERVER\MY SHARE\192.168.1.2.exe” /DEBUG /NP /INSTALL /DEPLOY:4030

echo Done. Thanks a lot.

NB: To be compliant with Windows 9X, you must enclose path to renamed launcher between
quotes in the script, otherwise Windows 9X will not use long filename, but sort name like
“192~1.exe” and launcher will not be able to find correct IP address or DNS name.

Put this script named ‘“ocs.bat” for example on your Domain Controler in the folder
“%WINDIR%\SYSVOL\Domain\Scripts”, where “%WINDIR%” is generally “C:\WINNT”

or “C:\Windows”.

Next, you have to link login script with every users registered in your Active Directory
domain. You can do this using “Active Directory users and computers” tool.

£# Utilisateurs et ordinateurs Active Directory

J @ Conscle  Fenétre 7 |;|i|i|
“ Action  Affichage |J®#||X||§J’Lﬂlﬁh?@iﬁ ‘
Arbre I Users 24 objets
Uilisateurs et ardinateurs Active Directary [y | Mom I Type I =
E@ ] € Administrateor Ukilisateur
D Builkin ﬁz.ﬂ.dministrateurs de 'entreprise Groupe de séou. .
D Coriputers ﬁ:.ﬂ.dministrateurs DHCP Groupe de sécu, .,
[-{€] Damain Contrallers €72 Administrateurs du schéma Groupe de sécu. .,
D ForeignSecurityPrincipals €73 Admins du domaine Groupe de séou,,,  —
@ SErvers | 4] Ukilisateur
i Users ﬁ:Cnntrﬁleurs de damaine Groupe de sécu, .
fﬁDns.ﬂ.dmins Groupe de sécu. ..
fﬁDnsUpdateProxy Groupe de sécu..,
ﬁ:l—fditeurs de certificats Groupe de sécu, .
£ Invite Uklisabeur >
« | 3| K1i _>l_I

For each user, open his properties and in “Profile” tab, add login script name in “Session login

script” field.
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Propriétés de 2 | x|
Appel entrant I E nwirannement I Sessions
Cantréle distant | Profil de zervices Terminal Server
Général I Adresze I Compte  Prafil | Téléphnnesl Drganisatinnl Membre de

r Profil utilizateur

Chemin du prafil ; I

Script d'ouverture I':'CS bl
de session :

D ozsier de baze

& Chemin Jocal ; I
" Connecter : I | & I

(] I Annuler | Appliquer |

When user log in, launcher will setup and/or launch OCS Inventory NG.

NB: Launcher OcsLogon.exe may encounter problems accessing the Communication Server if
you have configured a proxy with authentication in Microsoft Internet Explorer settings. You
can force Launcher to not use proxy with “/NP” command line switch. You can also specify a

different IP port to use for Communication server with “/PNUM:XX" command line switch,

where XX is the IP port number to use. See § 4.1.5 Agent’s command line switches.

4.1.5 Agent’s command line switches

OCS Inventory NG Agent version 4.0.1.0 or higher includes some command line switches to
allow detecting errors.

Once agent is installed, you can run it manually to diagnose problems. Use “C:\ocs-
ng\OCSInventory.exe [options]” (with Standalone Agent) or “C:\Program Files\OCS
Inventory Agent\OCSInventory.exe [options]” (with Service Agent) command line where
[options] may be in the following command line switches.
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Agent’s command line Meaning

switch

/server:[server name]|

Tells agent to connect to server “[server name]”

/np

Disable use of proxy defined in Internet Explorer settings.

/pnum:X

Specify an IP port X for web communication server. By
default, HTTP port 80 is used. You can force use of port 8080
for example with the argument /pnum:8080.

/local

run agent in local inventory mode. So agent does not try to
connect to Communication server. A file “{hostname}.ocs”,
containing inventory results in compressed XML, will be
created in agent’s directory.

/file

Same as /local, but with interaction with Communication
server.

/xml

Agent will create a non compressed XML file
“{hostname}.xml”, containing inventory results, in his
directory. If not used in conjunction with /LOCAL, agent tries
to connect to Communication server.

/notag

Client does not ask user for TAG value.

/tag:”my tag value”

Specify TAG value in command line.

/hkcu

Force agent to search for installed software also under
HKEY CURRENT USER registry hive.

/debug Create a log file “{hostname}.log” in agent’s directory.

/force Force agent to always send inventory results, independently of
the FREQUENCY parameter.

/uid Force agent to generate a new deviceid.

/dmi If computer serial number cannot be retrieved with WMI,
force agent to use DMI tables while running “BiosInfo.exe”
tool. Otherwise agent tries first BIOS functions and then DMI
tables.

/biosfunc If computer serial number cannot be retrieved with WMI,

force agent to wuse BIOS functions while running
“BiosInfo.exe” tool. Otherwise agent tries first BIOS
functions and then DMI tables.

/conf:[filename]

Tells agent to use “[filename]” as configuration file.
Otherwise it will use default “Ocsinventory.dat” file.

/test

Agent only tests HTTP connection to communication server
and write a file “ok.ok™ if all is good. May be only used with
/DEBUG, /NP et /PNUM switches (disable all other
switches).

/ipdisc:[network number| | Force agent to run IPDISCOVERY feature on network

numbered “[network number]” if server ask an inventory.
May be used in conjunction with /force to ensure it will run.
Cannot be used with /local.

/fastip

agent only scan 5 IPs if it is elected as IPDISCOVER host
(only usable for debug or test, may not be used in production).
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When using launcher “OcsLogon.exe” to deploy agent or run the agent, you can use the
following command line switches.

NB: You can also add all switches supported by OCS Inventory NG Agent.

Launcher command line Meaning
switch
/DEPLOY:XXXX Force deployment of a specific agent version XXXX. Use

“/DEPLOY:4030” (lastest version) to upgrade agent to
version 4.0.3.0.

/INSTALL Tells launcher to setup Service Agent, instead of Standalone
Agent.
/URL:[download_url] Tells launcher to download Standalone Agent “ocsagent.exe”

or Service Agent “ocspackage.exe” from “[download url]”
(without final filename). Usefull for deploying Agent in
mulitple Active Directory domain, but using a single
Communication Server.

/NP Disable use of proxy defined in Internet Explorer settings.

/PNUM:X Specify an IP port X for web communication server. By
default, HTTP port 80 is used. You can force use of port 8080
for example with the argument /pnum:8080.

/LOCAL run agent in local inventory mode. So agent does not try to
connect to Communication server. A file “{hostname}.ocs”,
containing inventory results in compressed XML, will be
created in agent’s directory.

INOTAG Client does not ask user for TAG value.

/TAG:”my tag value” Specify TAG value in command line.

/DEBUG Create a log file “{hostname}.log” in agent’s directory.

/FOLDER:[PATH] Tells launcher to setup agent into “[PATH]” installation
folder. MUST BE THE LAST COMMAND LINE
ARGUMENT.

4.2 Under Linux Operating Systems.

OCS Inventory NG agent for Linux can only be setup locally. You cannot deploy the agent
through the network as it’s possible for Windows agent. However, you can choose during
setup to activate auto-update of the agent if you’ve choosen HTTP inventory method.

NB: You must have root privileges to setup Administration server.

4.2.1 Requirements.

OCS Inventory NG Agent for Linux requires:
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v dmidecode version 2.2 or higher
v" PERL 5.6 or higher
Perl module XML::Simple version 2.12 or higher
Perl module Compress::Zlib version 1.33 or higher
Perl module Net::IP version 1.21 or higher
Perl module LWP::UserAgent version 5.800 or higher
Perl module Digest::MDS5 version 2.33 or higher

o Perl Module Net::SSLeay version 1.25 or higher
v' Make utility
v C/C++ compiler like GNU GCC

o O O O O

NB: It’s better for system integrity to use precompiled packages for your distribution if they
are available.

On Fedora/Redhat like Linux, you can use “yum’” tool to setup required modules like
following:

yum install perl-XML-Simple
yum install perl-Compress-Zlib
yum install perl-Net-IP

yum install perl-LWP

yum install perl-Digest-MD5
yum install perl-Net-SSLeay

On Debian like Linux, you can use “apt-get” tool to setup required modules:

apt-get install libxml-simple-perl
apt-get install libcompress-zlib-perl
apt-get install libnet-ip-perl

apt-get install libwww-perl

apt-get install libdigest-md5-perl
apt-get install libnet-ssleay-perl

New installer script “setup.sh” is able to install these dependencies if they are not
available. However, it will never upgrade an installed module. If one module has version
lower than required once, you must upgrade yourself.

NB: installer does not setup required components for dependencies. For example,
Net::SSLeay requires openssl to be installed. If not installed, setup of Net::SSLeay will fail
and OCS Inventory NG agent setup will also fail.

Also, installer script produces a log file “setup.log”. If you encounter any error while
installing OCS Inventory NG agent, please refer to this file to have detailed error
message.
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4.2.2 Installing the agent interactively.

Download “OCSNG_LINUX AGENT 1.01.tar.gz” from OCS Inventory Web Site.
Unpack it.
v tar —xvzf OCSNG_LINUX AGENT _1.01.tar.gz

Run “setup.sh” installer. During the installer, default choice is presented between []. For
example, [y]/n means that “y” (yes) is the default choice, and “n” (no) is the other choice.

v ¢d OCSNG_LINUX AGENT 1.01
v’ sh setup.sh

NB: installer writes a log file “ocs _agent setup.log” in the same directory. If you encounter
any error, please refer to this log for detailed error message.

You will then have to choose between 2 methods for generating inventory:
1. http: computer is connected to the network and is able to reach the Communication
server with HTTP protocol.
2. local: computer is not connected to the network and inventory will be generated in a
file to manually send to OCS Inventory NG operator.

Enter “http” or validate if your computer can reach OCS Inventory NG Communication
server, or enter “local” to enable local mode.

f root@linux-plc142:~flinux_agent E]@
~

Previous installation of OC3 Inventory HG agent not found

No parameter found
OCS Inventory NG Agent setup running 1n user interactive mode

0CS Inventory NG Agent can be run through 2 methods:
- local: inventory will be generated locally to a file, without

interacting with Communication Server. Inventory results

must then be imported manually into the server through

Administration Console.
- http: Agent can connect to Communication Server and will interact

with it to know what 1s has to do (inventory. ipdiscover,

deployment...)
Which method will you use to generate the inventory ([http]-local) ?[] v

Enter OCS Inventory NG communication server address.
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f root@linux-plc142:~flinux_agent E]@
~

OCS Inventory NG Agent can be run through 2 methods:

- local: inventory will be generated locally to a file, without
interacting with Communication Server. Inventory results
must then be imported manually into the server through
Administration Console.

- http: Agent can connect to Communication Server and will interact
with it to know what i1s has to do (inventory. ipdiscover.
deployment...)

Which method will you use to generate the inventory ([http]-local) ?

OE., 0OCS Inventory NG agent will be running in <http> mode :;-)

Which host is running 0CS Inventory NG Communication Server [] 2]

Enter OCS Inventory NG Communication server port, or validate if Communication server
runs on standard HTTP port 80.

@ root@labo-av-lin-01:~/linux_agent [Z]@
Y

0OCS Inventory NG Agent can be run through 2 methods:

- local: inventory will be generated locally to a file, without
interacting with Communication Serwver. Inwventory results
must then be imported manually into the server through
Administration Console.

- http: Agent can connect to Communication Server and will interact
with it to know what is has to do (inventory, ipdiscover,
deployment. . .)

Which method will you use to generate the inventory ([http]/local) ?

OK, OCS Inventory NG agent will be running in <http> mode /[-)

Which host is running O0CS Inventory NG Communication Server [] ?my ocs com serve
r.mydomain.tld

Oon which port is running OCS Inventory NG Communication Server [B0] ?I w

Enter a value for TAG.
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f root@labo-av-lin-01:~/linux_agent E]@
~

Administration Console.

- http: Agent can connect to Communication Server and will interact
with it to know what is has to do (inventory, ipdiscover,
deployment. . .)

Which method will you use to generate the inventory ([http]/local) ?

OK, OCS Inventory NG agent will be running in <http> mode ;-

Which host is running OCS Inventory NG Communication Server [] ?my ocs com serve

r.mydomain.tld

On which port is running OCS Inventory NG Communication Server [80] ?
OK, OCS Inventory NG Communication Server is running on host

<my ocs com server.mydomain.tld> and port <80> ,-)

for TAG adm strative information walue. ..

What is the wvalue of TAG ([1) ?I v

Setup will check for PERL interpreter binary, C/C++ compiler and make utility. If one of
these components is not found, setup will stop.

Setup will check for:

dmidecode binary.
Compress::Zlib PERL module
XML::Simple PERL module
Net::IP PERL module
LWP::UserAgent PERL module
Digest::MDS5 PERL module
Net::SSLeay PERL module

ASANENENENENEN

(1)

If not found, it will ask you if you wish to install it. Enter “y” or validate to enable install of
required component. If you enter “n”, setup will stop here.
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f root@linux-plc142:~flinux_agent E]@
~

dmidecode binaries not found |
Setup 1s able to install dmidecode version 2.8.
Do you wish setup to install dmidecode ([y]-n) ?H v

f root@linux-plc142:~flinux_agent E]@
.y

dmidecode binaries not found !

Setup is able to install dmidecode wversion 2.8.

Do you wish setup to install dmidecode ([y¥]-/n) ?

OK. dmidecode wersion 2.8 will be automatically setup

PERL module Compress::Z1ib 1s not installed |
Setup 1s able to install PERL module Compress::Z1ib version 1.34.
Do you wish setup to install this module ([y]-n) 2
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f root@linux-plc142:~flinux_agent E]@
~

PERL module Compress::Z1lib i1s not installed |

Setup is able to install PERL module Compress::Zlib wversion 1.34.

Do ywou wish setup to install this module ([y]-/n) ?

OE. PERL module Compress::Zlib wversion 1.34 will automatically be setup :-)

PERL module XML::S5imple is not installed |
Setup is able to install PERL module XML::Simple version 2.14.

Do you wish setup to install this module ([y]smn) ?
OE, PERL module XML::Simple version 2.14 will automatically be setup :-)

PERL module Net::IP is not installed |
Setup 1s able to install PERL module NHet::IP wversion 1.24.
Do you wish setup to install this module ([y]-n) 27l v

If all is OK, or you’ve chosen to install dependencies, setup will then do the following:

Unpack, configure, build and install dmidecode if needed.

Unpack, configure, build and install Compress::Zlib if needed.

Unpack, configure, build and install XML::Simple if needed.

Unpack, configure, build and install Net::IP if needed.

Unpack, configure, build and install LWP (libwww-perl) if needed.

Unpack, configure, build and install Digest::MD5 if needed.

Unpack, configure, build and install Net::SSLeay if needed.

Compile ipdiscover binary.

Configure OCS Inventory NG agent PERL module.

Build OCS Inventory NG agent PERL module.

Install OCS Inventory NG agent PERL module into PERL standard library directories.

Create a symbolic link “/usr/sbin/ocsinv” to run OCS Inventory NG agent manually.

Create OCS Inventory NG agent’s log directory (/var/log/ocsinventory-NG by

default).

Configure daily log rotation for OCS Inventory NG agent (file

/etc/logrotate.d/ocsinventory-client by default)

v' Create OCS Inventory NG agent’s configuration file “ocsinv.conf’ into
“/etc/ocsinventory-client” directory

v' Create OCS Inventory NG agent’s administrative information file “ocsinv.adm” into
directory “/etc/ocsinventory-client” directory to store TAG and administrative data
values.

v’ Create a cron task to launch OCS Inventory NG agent every day (default file
“/etc/cron.d/ocsinventory-client”)

v" Launch OCS Inventory NG agent to ensure all parameters are OK.

RSN NE N N N N N N N NRN

<\
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f root@l16733101adm: ~flinux_agent E]@
~

OE. OCS Inventory NG Agent configuration files setup successfully :-)

OK. 0CS Inventory NG Agent runs successfully :-)

Setup has created a log file setup.log. Please, save this file.
If yvou encounter error while running OC35 Inventory NG Agent.
we can ask you to show us his content |

Enjoy OCS Inventory NG ;-]

[root@l16753101adm linux_agent]# v

Here is a sample configuration file for OCS Inventory NG Linux agent.

<CONF>
<DEVICEID>computer.domain.tld-2006-02-27-13-59-47</DEVICEID>
<DMIVERSION>2.2</DMIVERSION>
<IPDISCOVER_VERSION>3</I[PDISCOVER_VERSION>
<OCSFSERVER>my ocs com_server.domain.tld:80</OCSFSERVER>

</CONF>

Figure 5 : Sample agent’s configuration file ocsinv.conf for a network connected computer.

4.2.3 Deploying agent through scripted installation without user
interaction.

Download “OCSNG_LINUX AGENT 1.01.tar.gz” from OCS Inventory Web Site.
Unpack it.
v tar —xvzf OCSNG_LINUX AGENT 1.01.tar.gz
Run “setup.sh” installer with the following command line arguments:
v" ¢d OCSNG_LINUX AGENT 1.01
v' sh setup.sh <SETUP DEPENDENCIES> <SERVER ADDRESS> [<SERVER
PORT> <TAG VALUE>]

where parameters values are:
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v

v

<SETUP DEPENDENCIES> must be “1” if want to enable automatic setup of
missing dependencies, “0” to disable (setup will fail if there is missing dependency).
<SERVER ADDRESS> must be the IP address or DNS name of OCS Inventory NG
Communication server. If you plan to setup agent in local mode in a non network
connected computer, you must set <SERVER ADDRESS> to “local”.

<SERVER PORT> may be OCS Inventory NG Communication server port if you’re
not using standard HTTP port 80.

<TAG VALUE> may be the value of TAG, between quotes.

Command line parameters <SETUP DEPENDENCIES> and <SERVER ADDRESS> are
required. The other parameters are optional, but if you wish to set <TAG VALUE>, you must
also specify previous optional parameter <SERVER PORT>.

Example:

v

v

sh setup.sh 1 ocsng.domain.tld will setup agent, installing missing dependencies if
needed, and connecting to OCS Inventory NG Communication Server
“ocsng.domain.tld”

sh setup.sh 0 ocsng.domain.tld 8080 will setup agent, without installing missing
dependencies, and connecting to OCS Inventory NG Communication Server
“ocsng.domain.tld” on port 8080

sh setup.sh 0 192.168.1.2 80 “my tag value” will setup agent, without installing
missing dependencies, and connecting to OCS Inventory NG Communication Server
“192.168.1.2” on port 80, and setting TAG to “my TAG value”.

NB: installer writes a log file “ocs _agent setup.log” in the same directory. If you encounter
any error, please refer to this log for detailed error message.

4.2.4 Agent’s command line switches

If you encounter error, agent’s produce a log file in directory “/var/log/ocsinventory-client”.

However, agent’s also support some command line switches. You can use them while
launching the agent manually using “ocsinv”’ command:

Agent’s command line Meaning

-local

switch
Runs the agent in local mode, without any connection to
communication server. You will be prompted for a target
directory where agent will put inventory results in XML
compressed file with “.ocs” extension.
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Agent’s command line Meaning
switch
-xml Agent will create a non compressed XML file with “.ocs”
extension, containing inventory results. You will be prompted
for a target directory where agent will put the file. If not used
in conjunction with -local, agent tries to connect to
communication server.
-nosoft Do not search for installed software.

-tag="my tag value”

Set agent setting TAG value to “my TAG value”.

-force

Force agent to always send inventory results, independently of
the FREQUENCY parameter.

-info

Show a detailed output of agent runs.

-debug

Force agent to produce a more detailed log file, showing
XML exchange with communication server.
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5 Querying inventory results.
Point your browser to the URL “http:/administration server/ocsreports” and login into
Administration console (default credentials are “admin” as login and “admin” as password).

B[]

3 ocs Inventory - Mozilla Firefox

Fichier Edition Affichage Aller & Marque-pages Outils 2 .::.

OQ%S OCEE@XT SCZH(ZFO'HOO .

inveniory
60c

¥er. 4020

Logout Change pass

DEBEGSB®ITAE

All computers

91 Result(s)

Show: |15 | %
(Dawnload) .

IAddCDIumn - Resetl

175
Tag > :_na::ntury x Computer = User X Operating system bs Ram(MO) * CPU{MHz) X
] | ] 07/06/2006 22:45:41 [ ] root Linux 1011 2790 >
@ 08/29/2006 23:49:39 NS [ ] Microsoft Windows XP Professional 512 2079 X
] 01/20/2006 17:25:19 [N administrateur Micrasoft Windaws %P Professional 1024 2793 x
@ [ ] 01/20/2006 16:54:13 [N ] Microsoft windows XP Professianal 1024 2399 >
| 01/20/2006 15:15:26 M P Microsoft Windows 2000 Server 1024 2391 X
® - 01/20/2006 15:00:52 [N N Microsoft windows XP Professional 1024 2793 X
® s 01/20/z006 15:05:06 [N ] Microsaft Windows XP Professional 51z 2384 >
_ 01/20/2006 14:55:57 [ cdministrateur Microsoft Windows 2000 Server 1074 2394 ®
. 01/20/2006 12:54:51 [N Adrninistrateur Microsoft Windows 2000 Server 51z 1393 >
- 01/20/2006 11:09:50 [ Administrateur Micrasoft Win:geu:iezrooo Advanced 2048 2660 *®
@ ] 01/z0/2006 11:05:37 [N ] Microsoft windows %P Professional 512 1729 >
] | 01/z0/z006 11:03:43 [ D Microsaft Windows %P Professional 1024 2399 >
@ | ] 01/20/2006 09:55:29 [N ] Microsoft windows XP Professional 1024 2399 =
@ . 01/20/2006 09:54:43 [ D Microsoft windows P Professional 512 708 >
[ ] 01/20/2006 09:44:31 DS DS Microsoft windows ME Professional 1024 2399 >

Mass processing: Frequency Deploy Delete

1. 75

You must use top left menu to run predefined queries.

To view all computers

To view Computer/TAG repartition

Us

To search computers with various criteria
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For all these queries, you can customize view by adding or removing columns, or changing
the numbers of lines per page to display. All theses customizations are saved by user, between
connections. This means that when you will come back to OCS Inventory NG Administration
console, your settings will be restored as there were in your last visit.

NB: Computers marked with a red bull at beginning of line are computers whith specific
customization parameters. They may have specific inventory frequency, ipdiscover status or
have package deployment affected.

5.1 All computers.

This query will allow you to display all inventoried computers. Computers marked with a red
balloon at the beginning of line are those which have specific constomization options.

Just click on a computer name to open his properties in a new browser window.

. q i
& -93 - Mozilla Firefox E]@
Fichier Edtion Affichage  Aller & Marque-pages ©Oukils 2 .:::.
| @ QS Inventory | @ -93 (]
Name: ]
Domain: ] 0S5 Name: Microsoft Windows 2000 Server
Last inventory: 06/30/2006 15:59:17 05 ¥ersion: 5.0.2195
IP address: _ Service pack: Service Pack 4
User: administrateur Comments:
Memory: 1024 Windows user: [ ]
Swap: 2450 Windows licence: 52340-270-36709687-05459
Network name 1: clé Windows:
User agent: OCS-NG_windows_client_v401d

Network name 2:

Description: Logistique - Contrd “leur Domaine - Antivirus

O 6 O &

)

e o) (D)

= g E &
SIS D 0O 0 &
Updatel
Information Yalue
Tag I

Print this page  Show evervthing
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& -93 - Mozilla Firefox

Fichier Edtion Affichage Aller & Marque-pages Outils 2

|9 QS Inventory | 'y -a3
a
Name: | i
Domain: [ ] 05 Name: Microsoft Windows 2000 Server
Last inventory: 06/30/2006 15:59:17 05 Yersion: 5.0,2135
IP address: ] Service pack: Service Pack 4
User: adrninistrateur Comments: |
Memory: 10z4 Windows user:
Swap: 2450 Windows licence: 52340-270-3570967-05459

Network name 1: Clé Windows:

Rt AT B _ User agent: QCS-NG_windows_client_v4014

Description: Logistigue - Contrd leur Domaine - Antivirus

)

ae O @ & L O O @
SIS = O B QQ =

g -

Update |

Information ¥alue

Tag T

IpDiscaver behaviour ELECTED IpDiscover of netwaork ] Update
Custam inventory frequency Default, uses the 'FREQUENCY' parameter. Update
add package

PROCESSOR{S)
Type Processor Speed {(Mhz} Number
Intel{R) ®eon(TM} CPU 2.40GHz 2594 2
MEMORY
Caption Description Capacity {(MB) Purpose Type Speed Slot number
Mérmuoire physique DIMML (Multi-bit ECC) 256 Systern Memory Unknown MAA 1
Mérmuoire physique DIMMZ (Multi-bit ECC) 256 Systermn Memory unknown MAR 2
Mérmuoire physique DIMM3 (Multi-bit ECC) 256 Systermn Memory Unknown M/ 3
Mérmaire physique DIMM4 {Multi-bit ECC) 256 Systern Memory Unknown {0 4
STORAGE -
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& -93 - Mozilla Firefox =)
Fichier Edition Affichage Aller & Marque-pages Outils 2
Q5 Inventory | 93 -93
STORAGE ke
Manufacturer Model Description Type Disk size (MB)
{Lecteurs de disquettes standard) Lecteur de disquettes Lecteur de disquettes 1]
{Lecteurs de disque standard) /# /PHTSICALDRIVED Lecteur de disque Fixed hard disk media 34707
{Lecteurs de disque standard) /¢ /PHYSICALDRIVEL Lecteur de disque Fixed hard disk media 210010
(Lecteurs de CD-ROM standard) LG CD-ROM CRN-52458 Lecteur de CD-ROM CD-ROM o
DISK({S)
Letter Type File System Total {MB) Free {MB)
A Rernovable Drive MR 1] i}
ci Hard Drive NTFS 34652 Z2F2E5
D Hard Drive NTF3 210010 SFEA7
E:f CD-Rom Drive i A ] ]
BIDS
Serial number Manufacturer Model BIDS Manufacturer BIOS ¥ersion BIDS Date
KBKLH4Z IBM eserver xSeries 345 -[B67031x]- IBM 08/18/04- SMBiasVersion: -[GEE157DUS-1.17]- MR
YIDED CARD
MName Chipset Memory {MB) Resolution
RAGE %L PCI ATI RAGE ¥L PCI (B41) g 1024 x 768
INPUT DEYICES
Type Manufacturer Caption Description Interface
Keyboard Etendu (101 ou 102 touches) Clavier standard 1014102 touches ou clavier Microsoft Matural Keyboard P5/2 /A
Fointing Microsoft Souris compatible PS/2 Souris compatible PS/2 F5/2
MONITOR(S)
Manufacturer Caption Manufactured on {week/year) Type Serial number
Unknown manufacturer code AY0 RGBE color
NETWORK(S) -
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@& -93 - Mozilla Firefox

Manufacturer
{Contrileurs de lecteur de disquettes standard)
(Contrdleurs ATA/ATAPT IDE standard)
(Contrdleurs ATA/ATAPI IDE standard)
{Contrileurs ATA/ATAPI IDE standard)
Adaptec
IBM Corparation
(Contrileur hite USB standard)

MName
Connecteur systéme
Connecteur systéme
Connecteur systéme
Cannecteur systéme

Connecteur systéme

CONTROLLER(S)

MName
Cantrileur de lecteur de disquettes standard
Contrileur IDE standard double canal PCI
Canal IDE principal
Canal IDE secondaire
Adaptec SCSI Card 29160LF Low Profile Ultral60 SCSI
IBM ServeRAID Si Controller
Contrileur hite USE OpenHCD standard

SLOT(S)

Description
Connecteur systéme
Connectedr systéme
Connecteur systéme
Caonnecteur systéme

Connecteur systéme

SOFTWARE
Editor Name ¥Yersion
MNAA AccessMaster OpenMaster Worligroup File Server Y2 6.0 M A
MAA ATI Display Driver MR
[EY Command Prompt Here PowerToy M

Fichier Edition Affichage Aller & Marque-pages Outils 2
Q5 Inventory | @ -93
NETWORK(S)
Description Type Speed MAC address Status IP address mask Gateway ﬁzf_:_.";;:f DHCP IP
Intel(R) PRO/1000 MT Dual Port  pyhornet 1 Gh/s 00:09:6B:09:42:45 Up 55.37.132.51 255.255.255.0 55,37.132.0 255.255.255.255
Metwaork Connection
Intel(R} PROFLO0O MT Dual Port gy por 100 o0 epinoi42:44 Up  55.37.110.2 255,256 .254.055.37.110.254 55.37.110.0 255,255 255,255
Metworl: Connection Mb/s
PORT(S)
Type Mame Free Description
Serial Port de communication {COM1) Port de communication (COM1) Port de communication

Type
Flappy Cantroller
IDE Controller
IDE Controller
IDE Controller
SCSI Controller
SCSI Controller
USE Controller

Designation
PCI Slot 1
PCI Slot 2
PCI Slot 3
PCI Slot 4
PCI Slot &

Click to edit
MNAA
MAA
MNAA
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& -93 - Mozilla Firefox [ =[5
Fichier Edition Affichage Aller & Marque-pages Outils 2 0:::0
| \j\’ Q5 Inventory | @ -93 &
Microsaft Carporatian Carrectf pour le Lecteur \';i!?:fo;:;;ﬂt?:;:][vﬁr wmB28026 pour plus NAA B -
Micrasoft Corporation Internet Explorer Q903235 MNAA NiA
MR Explore From Here (Rermove only) MR NAA
Symantec Corparation Syrmantec Svstermn Center 10.1.394.0 NAA
MR TreeComp MAA N/
MAA Tweak UI MAA NAR
Microsoft Corporation Correctif curmulatif 1 pour Windows 2000 SP4 20050602,215753 N3
MR Microsoft VGX Q833989 MR NAA
Andrew Delpha WinMUT WinNUT 2.0.0a NAA
MAA AccessMaster AM Workgroup File Server W1 6.0 MAA NAA
Symantec Symantec Collector Framework 0z.4.0059
Legato Systems, Inc. MetWorker 7.0 i /Program Files/Legato/nsr/
Symantec Corparation Reporting Agents (Symantec Carporation) 1.0.197.0 Ci/Program Files/Fichiers communs/
Microsaoft Corporation Microsaft SQL Server Desktop Engine (SAVRPT) §.00.2039
MR Environnement d"exécution Java 2, Standard Edition v1.3.1_09 MAA N/A
Microsoft Corporation Windows Update Agent Self update 11.11
Symantec Symantec Ghost Standard Tools §0.00.954 C:/Program Files/Symantec/Ghosty
Symantec Corporation Symantec AntiVirus 10.1.394.0 C:/Program Files/Sav/
Aﬁf:;pi‘:_;&:rgs Adobe Reader 6.0 - Francais 6.0 c:/Progra?;}l':;z‘;ﬂzgifemcmbat
Syrantec Corporation Symantec Systermn Center 10.1.394.0
Microsoft Corporation Qutils d"administration Windows 2000 5.0.0.0000
M/ A lava z SDK Standard Edition v1.3.1_09 M/ A N3
Microsoft Microsoft \NET Framework 1.1 1.1.4322
Symantec Corporation AMS 10.0.0.0 CH/PROGRA~L/SANS
Microsaoft Corporation Microsaft SQL Server Desktop Engine §.00.2039
Microsoft Corporation Microsoft Windows 2000 Server 5.0.2195 N/
REGISTRY
Key name Key value
HKLM-Software-Microsoft-windows-Currentiersion-Run AtiIPTA=Atiptaxx.exe
HKLM-Software-Microsoft-windaws-Current¥ersion-Run Tweak UI=RUMDLL32.EXE TWEAKUI.CPL TweakMelUp
HKLM-Software-Microsoft-Windows-CurrentVersion-Run cehpp="C:/Program Files/Fichiers communs/Symantec Shared/cchApp.exe”
HKLM-Software-Microsoft-windows-CurrentWersion-Run wptray=C 1 /PROGRA~L/SAV/PTray . exe
_Update |
Information Yalue
Tag |
Print this page 1
v

Top banner - Display the general information for the current device

Links section — Just click on the appropriate link to display the corresponding

information.

v" Bottom section — Use “show everything” to display all sections. To print the currently
displayed information, use “print this page”.

v" Special section Administrative data — Use this section to display the administrative
information of the device. This page fits with your settings in “admininfo” tab. Use the
“update” button to change values.

v' Special section Customization — Use this section to customize configuration option for

individual computer. You can also select here package to deploy on a particular

computer.

s
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5.2 TAG /number of PC repartition.

This query allow you to display all machine grouped by TAG account info. Click on the
computers count to retrieve the corresponding devices.

For example, if you’ve choose to set your TAG information to reflect your geographical sites,
this will display the number of computer in each different site.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Outils 2 ':::'
OCES OC%ext Sznczrcﬂiom ver. 4020
inventery IﬂVQI'ﬁOI‘L.l
Logout £hange pass
=] v Je= BRI ICBEE

Tag f Mumber of PC repartition

6 Result{s) Show: I'ID v

{Dawnlaad)

£ Numbers of machines
29
24
20
17
3
1

w
a

5.3 Search with various criteria.

This query allows you to search for computers having specific feature.
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& ocs Inventory - Mozilla Firefox g@
Fichier Edition Affichage Aller & Marque-pages Cubls 2 .:::.
OC58 OC%ext Szmzrcﬂiom ver. 4020
inventoru inveniory
Logout Change pass
== ) oz i ST A A TN & S o N o
(33 %f’ BEGRSE O3 E &W

search with various criteria

Choose a parameter: IChDDSB 4 Resetl
BIOS
Enabled | Manufacturer IEQUALS (i I
O
Enabled Gateway IEQUALS 2 I
O Manufacturer IEQUALS hd I
Enabled
O -
o blog | MEMOFY [Equas v | Mo
O
g Mot [EQuALS v |
EQUALS hd
Operating ' :
Enabled | s¥stem LINUE (=1l) v
O |seral [Equas ] |

Enabled | number

Search |

Jokers! 7 {one character), * (several characters)

You can add new parameter to the search by dropping down the combo-box and selecting him
in the list.

Default search parameters are:

BIOS Manufacturer
BIOS Version
Computer name
Customized IpDiscover
Deployment Package
Description

Domain

Free Disk Space
Inventory Frequency
Gateway

IP Address
IpDiscover Status
Last Inventory

MAC Address
System Manufacturer
Memory

System Model

NN N N N N N N NN
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Monitor Caption

Monitor Manufacturer

Monitor Serial Number

Network Number

Operating System

Processor Speed

Registry Key Value

System Serial Number

Software

Tag value

User logged in

User agent (show OCS NG agent version)
And all the administrative information you’ve defined.

N N N N N N

For each parameter, you can use one of the following comparison operators, depending of the
parameter you’ve selected:

EQUAL
DIFFERENT
SMALLER
BIGGER
BETWEEN
OUT OF

ASENENENENEN

NB: Don’t forget to enable the parameter in the search!
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& ocs Inventory - Mozilla Firefox

Fichier Edition Affichage Aller & Marque-pages Outils 2

OCSS OC%ext Scznczroﬂon Ver. 4020
inventory

inveniory
Logout Change pass

2O BHEEPSBIEE®

search with various criteria

15 Result(s) show: |10 v Add colurin [v|_Peset |

{Downlaad)

1 2 2

Last o

oy o R X user X Operating system < Ram(MO) 3¢ CPU(MHZ) 5
06/30/2006 17:25:10 [N Linux 3010 2661

ca Linux{Redhat / Red Hat Linux Advanced
06/30/2006 15:58:14 _ Server release 2.1A%S (Pensacola)) 498 1794
06/30/2006 05:49:42 _ Linux{Redhat / Red Hat Linux release 7.3 a8l 2395
(valhalla)})

Linux{Redhat / Red Hat Linux Advanced

06/30/2006 07:21:34 Server release 2.1A5 {(Pensacola))

root 3017 3060

Linux{Redhat / Red Hat Enterprise Linux ES
release 3 (Taroon Update 300
Linux(Redhat / Red Hat Enterprise Linux ES
release 3 {Taroon Update 4))

06/30/2006 03:40:34 _ Linux{Redhat / Red Hat Linux Advanced sas 2300

06/30/2006 07:15:09 3010 2661

06/30/2006 05:29:59 root 2007 2667

Server release 2.1A5 (Pensacola))
Linux{Redhat / Red Hat Linux Advanced
Server release 2.1A5 {Pensacola))

Linux{Redhat / Red Hat Enterprise Linux ES
_ release 3 {Taroon Update 4)) ) el
|

06/30/2006 01:24:54 500 2399

06/30/2006 00:50:41

Linux(Redhat / Red Hat Enterprise Linux ES

06/29/2006 21:56:44 release 3 (Taroon Update 403

4003 2661

-
"=}
I x

HXAXKXKXAXXXAX

Mass processing: Frequency Deploy Delete

I

NB: You can search for how many software as you want in one search query. This mean that
you can search for computers having softwarel and software2 and... Unlike software field,
all others fields can only be specified one time in a search query.
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6 Administration of OCS Inventory NG.

Point your browser to the URL “http://administration_server/ocsreports” and login into

Administration console (default credentials are “admin” as login and “admin” as password).

You may at least change the password of the default administrator, or better, add a new
one and remove the default one.

NB: All these features are only available to OCS Inventory NG administrators.

6.1 Managing OCS Inventory NG Administration server users.

Click on the toolbar “Users” menu to display all configured OCS Inventory NG
Administration server users.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage aller & Margue-pages  Oukils 7 .:::o
OC2q OC%ex1 generation ——
inventoru inveniory
Logout Change pass
= a =2 a0 B y — =N )
srfwiles OE@F>IFITHEE

Add a new user

Mame : I

Change pass : |

Type: Adrinistrator |
Register |

Current data

Name Type
Administrator

Administator

|
]
] Administrator
]

KA AKX

User

You can add new users by entering their name, password (user will be able to change it when
logged in), and selecting their type. You can choose between:

v' Administrator: user has the ability to configure all parameters of the product.
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v" User: user can only query the database and view results of inventory. It just has the top
left Combo-box of menu toolbar to run general queries.

To delete a user, just click on red cross at the end of the corresponding line.

6.2 Managing OCS Inventory NG general options.

S

Click on the toolbar “Config” menu to display all general options.

& ocs Inventory - Mozilla Firefox E]@
Fichiesr Edition Affichage Historique Marque-pages Outils 2 -:::-
- = P B S o o> B & LT ) oy 0.
Cconfig
Name Yalue Name Yalue
Serial ®
O
AUTO_DUPLICATE_LWL D hastname DEPLOY o
OFF
M macaddress
®on ¥
DOWNLOAD DOWNLOAD_CYCLE_LATENCY IEEI
O oFF =
+ +
DOWNLOAD_FRAG_LATENCY |1E| DOWNLOAD_PERIOD_LATENCY IEI
+ +
DOWNLOAD_PERIOD_LENGTH |1D DOWNLOAD_TIMEOUT ISD
® aLwavs ®
FREQUENCY O NEVER INVEMTORY_DIFF OON
OFF
O custom
®on ®on +
INVENTORY_TRANSACTION IPDISCOVER |2
O orF ©lor _

+ +
IPDISCOVER_LATENCY |1DD IPDISCOVER_MAX_ALIVE |5

+
LOCAL PORT ISD LOCAL _SERWVER http:f/llocalhost

@ on +
LOGLEVEL PROLOG_FREQ |1 0
O orF -
@ on ®on
REGISTRY TRACE_DELETED
O orF O oFF
UFDATE Oon -
@ oFF
Lndate | v

@
>

Terming
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Here is the meaning of each option:

Configuration option Meaning

AUTO_DUPLICATE_LVL Choose what value you want to enable to detect double
computers (renamed, reinstalled...). If you check multiple
values, server will try to detect double comparing these

values.

DEPLOY Activates or not the automatic deployment of new agent
release option.

DOWNLOAD Activates or not package deployment feature. Turning off

DOWNLOAD stop this functionnality on the server AND
on the agents. With DOWNLOAD off, once agents will
have contacted OCS server, they will stop current
download WITHOUT cleaning packages.
DOWNLOAD_CYCLE_LATENCY | Time in seconds to wait between each downalod cycle (cf
§ 8.1 How does it work?)

DOWNLOAD_FRAG_LATENCY | Time in seconds to wait between each fragment download
(cf § 8.1 How does it work?)
DOWNLOAD_PERIOD_LATENCY | Time in seconds to wait between each download period
(cf § 8.1 How does it work?)
DOWNLOAD_PERIOD_LENGTH | Number of cycles per period (cf § 8.1 How does it work?)
DOWNLOAD_TIMEOUT Validity in days of a package on an agent. If the time used
to download a package is over DOWNLOAD TIMEOUT
days, package will be cleaned and ERR TIMEOUT will
be sent to ocs server.

FREQUENCY Specify the frequency in days of inventories.
INVENTORY_DIFF Enable or not differential inventory to speed up the
server. With differential inventory, only changes are
stored by the server, not full inventory.

INVENTORY_TRANSACTION Enable or not transaction on server. With transaction, an
inventory is stored only if all data have been processed
correctly.

IPDISCOVER Specify the number of agent to ask running IP discovery

feature for each gateway (sub network). If you leave the
default value 2, this mean that the Communication server
will ask the 2 most active computers of each sub network
to run IP discovery feature. If you set it to 0, IP discovery

will be disabled.

IPDISCOVER_LATENCY Time in seconds to wait between scan of each IP address.
(cf' § 7.2 How does it work?)

IPDISCOVER_MAX_ALIVE Maximum number of days between two inventories for an

IP Discovery enabled computer to hold his status of IP
discovery computer. An IP discovery enabled computer
will lose his status if it has not been seen by the
Communication server for more days than the number of
days defined in this setting. Another computer in the same
sub network will then be designated.
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Configuration option Meaning

LOCAL_PORT IP port of OCS Inventory NG Communication Server.
LOCAL_SERVER IP address or DNS name of OCS Inventory NG
Communication Server.

LOGLEVEL Enable or not detailed log for Communication server. If

enabled, server will write logs to file “ocsinventory-
NG.log” in directory “/var/log/ocsinventory-NG” for
Linux and “...\xampp\apache\logs” for Windows.

PROLOG_FREQ Number of hours between two run of the agent (useful for
the service). Therefore, the agent will contact (not
necessary send an inventory if inventory is not older than
FREQUENCY days) ocs server every PROLOG _FREQ

hours.

REGISTRY Activates or not the registry query function (for Windows
agent only).

TRACE_DELETED Activates or not tracking of deleted/renamed computers

for integration with GLPI. Enable this feature only if you
use integration with GLPI asset management software.
UPDATE Not used, always set to OFF.

Click “Update” button when you set all changes.

6.3 Uploading Agent for deployement through launcher
“OcsLogon.exe”.

This feature works only for network connected computers able to connect to the
Communication server.

OCS Inventory NG is able to automatically install agent on computers when launcher
“OcsLogon.exe” is used through login script or GPO. Agent’s files are downloaded from the
Communication server.

You just have to upload the agent package into the Administration console and to activate the
deployment feature by setting “DEPLOY” general option to ON (see § 6.2 Managing OCS
Inventory NG general options.).

Uploaded file must be one of the following:

v’ “ocsagent.exe” file for Windows agent, to deploy Agent without Windows service.
This file is included in package OCSNG_WIN32 AGENT_ XX.zip.

v’ “ocspackage.exe” file, created using OCS Inventory NG Packager, to deploy
Windows service version of Agent, even if user connected does not have
Administrator privileges.
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To create “ocspackage.exe” file, just run OCS Inventory NG Packager, and fill in following
informations:

v

v

AN

Path to file “OcsAgentSetup.exe”, installer of OCS Inventory NG service Agent,
included in package OCSNG_WIN32 AGENT_ XX.zip.

Path to the Certificate file to use, for checking server certificate when using package
deployement feature.

Optionally, another file to include in setup.

Command line parameters for running “OcsAgentSetup.exe” service installer, at least
“/S” to run installer in silent mode, and “/SERVER:my ocs com server address” to
specify “my ocs com_server” as address of OCS Inventory NG Communication
Server.

Username (domain@account for an NT or Active Directory account) and password of
an Administrator account on client computers. “OcsAgentSetup.exe” will be run under
this account on client computers, to allow installing service even if user connected
does not have Administrator privileges.

& Ocs Packager g
Parameters
*

Files and options
Exe file | _WIN3Z_AGEMT_1.0\OcsAgentSetup.exe

(o]

Certificate File | am Files{0CS Inventary Agenticacert. pem [:]

Other File [:]

Carrmand line options | 5 (WP JDEBUG SERYER:my_0ocs_com_server
Label

Install will run under account. ..

User | MyDomain@administrator

Password | esesssess

I Tk = l [ Cancel l

NB: Refer to OCS Inventory NG Packager documentation for more informations on how to
use Packager.

“OcsAgentSetup.exe” supports the following command line parameters (and all Agent’s
parameters defined in § 4.1.5 Agent’s command line switches):

ANENENENEN

/S Use quiet, silent installation

/SERVER:IP_ADDRESS Use Commincation Server address “IP_ ADDRESS”
/PNUM:XX Use port XX instead of default HTTP port 80.

/NP Do not use Microsoft Internet Explorer Proxy settings

/DEBUG Produce a log file of OCS Inventory NG agent execution. This mode is
automatically used under Windows to launch agent as a service through an entry in
registry key
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HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServi
ces.

This will create the file “ocspackage.exe” to upload into Administration console.

I

II.J:

Click “Agent” toolbar menu, browse your hard drive to select agent file and click
“send” button.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Historique Marque-pages Outils 7 0:::0
OC58 OC%exi generation ver. 4100
inveniory inventory
Logout Change pass
Sate = ST W A SR A N | N = A e U ) ) B
E)H0S BEGEINSE TS &M
Add a new file in the database
File Farcaourir..
Send |
Purpose Software version Operating system Name Download Delete
Deployment - windows ocsagent.exe Q] >
Deployment - windows acspackage.exe L] >
Terming @ N

NB: If you encounter error while uploading agent, refer to common errors § 11.2.3 PHP
Requested content-length.)

6.4 Using Registry Query feature.

OCS Inventory NG agent for Windows is able to query the registry of inventoried computers
for a value of a key or for all values of a key under registry hives HKEY CLASSES ROOT,
HKEY CURRENT _USER, HKEY LOCAL_ MACHINE, HKEY_ USERS,
HKEY CURRENT CONFIG (and HKEY DYN DATA for Windows 9X based computers).

You have to enable this feature in the general settings “REGISTRY™.

[._ e

You can then define your registry query by clicking “Registry” toolbar menu.
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& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Outils 2 0:::0
OC% OC%ex1 ceneration ver. 4020
inventery Iﬂ\/el’ﬁOfu
Logout Change pass
=) (=) ) =2 W‘M A S A T &> = = (N (F~
srliwle s B Fey BT G EH & W
1 Result(s) Show: I 16 |w»
(Download) T
name regtree regkey regvalue
HKLM-Software-Microsoft-Windows-CurrentVersion-Run 2 SoftwareyMicrosoftwindows\CurrentVersionyRun E

Addd Update Delete

Click “Add” button to add a new query. Enter a name for this query, for example MS Office
XP if you want to retrieve MS Office XP registration number, select the registry hive
(HKEY LOCAL MACHINE in this example), enter the registry key
(SOFTWAREMicrosoft\Office\10.0\Registration\{9011040C-6000-11D3-8CFE-
0050048383C9}) and the value name to query (ProductID) and validate. Put star (*) in field
“Name of the key” to get all values of the key (This is useful to get all values of key
“HKLM\Software\Microsoft\Windows\CurrentVersion\Run” to know which process are
automatically started for example).

&ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Outils 2 0:.:0
OCSS OC%@M Sznczroﬂon ver. 4020
inventory inveni ory
Logout Change pass
;‘—'-f—f, —~ =2 .,.Mfl_-‘\"_ Py o 2 o = — =
wrlvles BRSESBIoBE®

Registry requests

MWame {you choose) : IHKLM -Software-Microsoft\Windows-Currenty
Registry hive : IHKEY LOCAL_MACHINE hd
Path of the key (Ex: SOFTWARE\Mozilla) : ISUftware\MlcrUSUﬂ\WlndDWS\Current\/ersmn

HWame of the key that will be read (* for all} : I*

Send Cancel |

After that, each time a Windows client connects; it will retrieve and store all the values
corresponding to these keys.
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6.5 Managing duplicates computers.

OCS Inventory NG is able to detect a renamed computer, reinstalled computer...

Generally, it will handle that alone. But sometimes, it is impossible for the server to know
whether two computers are the same or not, for example when it has no network adapter (no
Mac address) or when the serial number was not properly set by the constructor (If you
change a computer’s name, the application won’t be able to recognize it if it has no serial or
no Mac address, and thus a duplicate fake computer may be created).

!

This page accessible by clicking “Duplicates” toolbar menu is used to solve this

problem.
& ocs Inventory - Mozilla Firefox E]@
Bichier Edition Affichage  Aller & Marque-pages ©Oukils 2 .:::.
OC58 OC%exi Szmzrcﬁion ver. 4020
inventoru inveniory
Logout Change pass
[= Sals = el 0 £ o = — = 2
srfiwiles BRSSP LNBRITIEEE®

IRedundancy SUmmary v

Redundancy

Hostname + Serial number: 0
Hostname + Mac address: 0
Mac address + Serial number: 0
Hostname only: O
Serial only: O
Mac address only: 4

You may choose the kind of comparison you want in the top right combo-box.

v" Redundancy summary — Shows the number of redundant computers detected with
each comparison method.

v' “Hostname + Serial number”, “Hostname + Mac address”, “Mac address + Serial
number” - These are the two criteria comparison methods, the more reliable. It returns
all computers that have two criteria in common.

A >, “Seri 2, ” - These are the one criterion
comparison methods; it only shows all computers that shares one parameter.

Once computers are shown, it’s up to you to check whether several computers are redundant
or not.
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& ocs Inventory - Mozilla Firefox E]@
Fichier Edtion Affichage Aller & Marque-pages Outils 2 -:':0
s
OCES OCoext Sznczrohom ver. 4020 |
inventery Iﬂ\/Qﬂ“OFU
Logout Change pass
e S o N S A APy & 7 —n & -
@ \ 7 U B £ g ¢ 28 Y T & R & =
I Mac address anly [V]
Redundancy
4 Result(s) Show: |16 %
{Download)

Ierge redundant computers

Serial

MAC address number Tag Last inventory Computer User Operating system Ram{MO) CPU{MHz)
[ 00:02:55:F7:C1i44 MA Bl 0 DN M Microsoft Windows 99 510 1002 X
06/29/2006 Microsoft Windaws P
102:55:F7:C1: | )
O oo:0z:ss:Frciad keeecyo 1oz ] Erafessional 51z o0z X
Sl BB oMo 06/29/2006 _ _ Microsoft Wwindows XP
[0  oo:s0:56:c0:00:08 300707a90004 (NN SRt Professional 735 2392 X
] omsose:coion:os 2270700 pEEMR 6F29/2006 . | Microsoft Windows ®P 1024 2301 X

09:28:58 Professional

Mass processing: Frequency Deploy Delete

After that, you only have to select (checkbox) computers that look the same, and click “merge
redundant computers™: all the data from checked computers will be merged.

The administrative data of the oldest computer are kept on the merged device.

NB: When those filters are applied, some values are filtered out (For example: 'NNNNNNN'
or xxxxxxxxxxx' for serial number).

6.6 Editing administrative information.

OCS Inventory NG allows you to store custom information for each inventoried computers.
For example, you can add administrative information to specify the owner of the computer, or
the location of the computer.

This administrative information is stored both on the server and on the client to avoid any loss
of data.

For example, if the database is lost, all clients will come back with their administrative
information.

7

You can define the administrative information you want for each computer by clicking
“Admininfo” toolbar menu.
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& ocs Inventory - Mozilla Firefox E]@

Fichier Edition Affichage aller & Margue-pages Outils 7

OC56 OCEQM Sznczroﬂon Ver. 4020

inveniory
Logout Change pass
=) (=) ) S L R A SR o S & (= — =N &
srlwile P 68 R e N 3 EH 2=

Location was successfully inserted

Administrative data

Enter the new administrative info : I

Type: Text (265) |+
Registar |

Current data

Name T¥pe

TAG warchar({255) X
owner varchar(255) x
Location varchar{255) >

You can add new administrative information definition by entering their name (space or
special characters are not allowed) and selecting their type. You can choose type between:

v' Text.
v Integer.
v" Real.
v" Date.

To delete an administrative information definition, just click on red cross at the end of the
corresponding line.

For example, we will add administrative information corresponding to the buy date of
computer.
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&ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Oukils 2 -:::-
OC56 OC%ex1 Szmzroﬂon ver. 4020
invenory inveniory
Logout Change pass
Sl 10 SR i S SR A @ (& =1 =N o=
srliw le~ DE@ysHIIEH SE

Location was successfully inserted

Administrative data

Enter the new administrative info : IEuyDate
Type: EDate i
Register |
Current data
Name Type
TAG varchar{255) >
Owner varchar{255) >
Location warchar({255) X

You can now browse all your computers to set the buy date for each.

6.7 Editing the label

If the “DEPLOY” option is activated, clients may get the “label” file. It is used to fill the
popup shown on first start of a client.

This popup asks for the “TAG” value that is used to class computers (it may be, for example,
a unit code, the name of one of your company’s section, a street number etc.)

This “label” file is generated during the server install, and may be edited by clicking
“Label” toolbar menu.
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&ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Outils 2 -:::-
OC58 OC%exi Szmzroﬂon ver. 4020
inventory inveniory
Logout Change pass
N0 R o s W M A= e N
=Plw e BEGFSIPITOPEE

Label file configuration

No label file now

Type in a label:

ENYOYEF |

If you submit a blank label, the label file will be deleted, and no window will be displayed
anymore on client’s computer.

6.8 Importing inventory for non network connected computers.

6.8.1 With Administration server through your web browser

For non network connected computers, you can import inventory results from a file created on
the computer by the agent run in local mode (see § 3.2 We have chosen to package OCS
inventory NG server for Windows as an integrated package containing all required
components. As is, the 3 main components of Management server (database server, web
communication server and web administration server) are installed on the same computer.).
We assume that you’re able to save this file in your hard disk from your mailbox, or any other
way.

NB: If Communication Server is not running on standard HTTP port 80, or on the same
computer as Administration console, you must update General Options. See § 6.2 Managing
OCS Inventory NG general options.)
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(0]
Click “Local import” toolbar menu, browse your hard drive to select the “.ocs” file
created by agent release and click “send” button.

& ocs Inventory - Mozilla Firefox g@
Fichier Edition Affichage Aller & Marque-pages Oubls 7 o:::o
OC58 O_C':“E@d Sznczroﬂom ver. 4020
irventery |nV€'71OI‘L,|
Logout Change pass
= SR R SR P & = o ()
L:J \ /A £ G oy 2 [ LY PES ¢ ()
Local Importation
File Farcourir
Send |

6.8.2 With Communication server through a Perl script

Communication server provides the ability to import inventory from a file created on the
computer. This file has “.ocs” extension.

We assume that administrator can get the file from somewhere, his mailbox, a USB drive or
any other place.

Go to the directory where you’ve installed Communication server, “/ust/local/ocsinventory-
NG” for us, and run the script “Ocsinventory local.pl” with path to file which contains
inventory results as argument.

NB: With OCSInventory NG Server for Windows, import script “local_import.bat” is located
in “INSTALLDIR\binutils” directory, where “INSTALLDIR” is the installation folder
selected during server setup.

This will import inventory results into the database.

[root@l16753101aao ocsinventory-NGJ]# Ocsinventory local.pl ST32491DL-2005-06-23-
10-04-02.0cs
OK for ST32491DL-2005-06-23-10-04-02.0cs

Successly inventoried : 1
Errors : 0

)
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Figure 6 : Sample import of a single inventory results file.

If you have multiple files to import, you can put them in a directory and them launch the

script “Ocsinventory local.pl” without argument, but within the directory where resides files
to import.

[root@l16753101aao home]# Ocsinventory local.pl
OK for ST32491DL-2005-06-23-10-04-02.0cs

Successly inventoried : 1
Errors : 0

)

Figure 7 : Sample of multiple inventory results files in directory home.

6.9 Using software dictionary for GLPI integration.

Software dictionary is used to categorize detected software. This feature is very useful when
you use OCS Inventory NG combined with GLPI. As is, you can group software in a category
and GLPI will import them with the name of category.

For example, you have many version of Microsoft Office (97, 2000, XP, 2003...), but you
don’t care about version. You just want to manage total number of MS Office. You can create
a category “Microsoft Office” and insert in this category all version of MS Office. In GLPI,
you will only see “Microsoft Office”. Software dictionary acts as a rename or group utility for
GLPL

"'I_'
"
i

Click “Dictionary” toolbar menu.
There are 3 categories by default:

v' NEW: include all new or not yet categorized software.

v" IGNORED: you can put in this category all software you don’t want to import in
GLPL

v" UNCHANGED: you can put in this category all software you don’t want to “rename’
in GLPI. These software will be imported as is.

2
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& ocs Inventory - Mozilla Firefox g@
Fichier Edition Affichage Aller & Marque-pages Outils 2 0:::0
OC58 OC%ext Szmzrcﬂiom ver. 4020
inventery IﬂVQf'HOI‘u
Logout Change pass
&2 () =2 i Bt & = 0 (N
PSS BAGRFSF TG EE

Dictionnary categories

Show: I 10 | v
NEW IGNORED UNCHANGED
Category name Number Delete
LMW ANTED 247 x

Search Category | Search software EVERYWHERE I

Reset

You can search software with part of his name by fill in input and clicking “Search software
EVERYWHERE” button.

If you manage many categories, you can search a category by fill in part of his name in input
and clicking “Search category” button.

Click on a category name to display software included.
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& ocs Inventory - Mozilla Firefox g@

Fichier Edition Affichage Aller & Marque-pages Outils 7 -:::-

OCEB OC%ex1 Sznrzroﬂom ver. 4020
inventory IﬂVQﬂ1DrL,|

Logout Change pass

DO BOEECNBIODE®

s

Catégorie NEW { 208 )

Show: | 10 ||

<= Categories list

Number Software name page:-'rgsthing
3z Mise & jour de sécurité pour Windows XP (KB3I11280) |
iz Mise & jour de sécurité pour Windows XP (KB914359) 1
32 Mise & jour de sécurité pour Windaws XP {(KB217344) F
32 Mise & jour de sécurité pour Windaws XP {KBI17953) |
27 Mise & jour de sécurité pour Windows XP (KBI16281) |
27 Mise & jour de sécurité pour Windows XP (KB918439) 1
24 Mise & jour de sécurité pour Lecteur Windows Media 9 (KB917734) F
17 Correctif Windows 2000 - KB911280 [}
17 Correctif Windows 2000 - KB914389 ||
17 Correctif Windows 2000 - KB916281 |

[ Move 4LL  to & new categary: I;\-t’indDWS HDtFi)(i OR to an existing categary: IIGNORED ¥ Enwvoyer
Search | Feset | Go to the catagory:llGNORED \¥| Envayer @2 1. .71 58

You can select software to move to new category (you must fill in the new category name) or
to an existing category (select it in the dropdown).

If you check “Move all”, all software, even those not displayed, will be moved to the desired
category, not only the selected ones.

You can select all displayed software by clicking “The page” and deselect all displayed
software by clicking “Nothing”.
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7 Using IP discovery feature.

IP discovery feature allow OCS Inventory NG to discover all network connected devices on
the network.

For this, Communication server asks a number of most “active” computers running OCS
Inventory NG agent to scan for MAC addresses in their sub network at each run. They will
not scan the entire wide area network, but only their local network defined by the couple
IP address/subnet mask.

7.1 Introduction.

Inventory software is very useful for administrator. It allows “enlightening” his computers
stock. Today, with use of TCP/IP, we can say that enlightenment is done at the same time for
all the enterprise network, especially if, like OCS Inventory NG, working is natively network
based.

But, what about devices which do not send inventory, for many reasons like a forgetting, a
lack of cooperation from users? What about from all “alive” devices which cannot run
inventory agent (printers, switches, routers, WiFi access points...)? What about computers
which do not have to be connected on your network and which are conspicuous for their
discretion?

IPDISCOVER try to answer to those problematic. Even if it can work independently, it
matches perfectly to OCS structure. As working is based on a communication between all
hosts of information system and a central server, it’s easy for the server to order at his
“subordinate” to make some little tasks, as getting registry key, doing an inventory or
retrieving all devices answering on his IP segment.

7.2 How does it work?

7.2.1 Retrieving information.

OCS NG system is based on a dialog between agents installed on computers and Apache
module on OCS NG server. Exchange is done in compressed XML and allows configuring
agent tasks.

When a computer send an inventory result, server try to determine if it needs some other
computers (number can be configured) to scan hosts in this sub network. Gateway IP address
are used to cartography enterprise network.

If it’s needed, server estimate host quality and decide to activate or not host as an ipdiscover
enabled computer. In this case, computer will send systematically an inventory, independently
of general configuration parameter ' FREQUENCY".
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7.2.2 Election mechanism.

Once server has determined that there is a need for the selected gateway, it evaluates the
following criteria:

v OS: operating system must be Windows XP or Windows 2000 (all versions) or Linux.

v' QUALITY: this parameter means the host connection average to the server in days. It
is evaluated dynamically by Communication server only when there is more than the
number (defined by ‘IPDISCOVER’ option) of inventoried hosts for a gateway. If
current computer sending inventory results has better quality than another
IPDISCOVER enabled computer for this gateway, current computer will replace the
other one. ‘IPDISCOVER’ option must be greater than zero to enable this feature!

v’ FIDELITY: total connection number to the server of the computer. This number must
be at least 3, to allow QUALITY to be computed from representative data.

v' NETMASK: sub network mask. It must describe a maximum of B class IP network (2
first bytes to 255 => 255.255.X.X).

v LASTDATE: when Communication server compute QUALITY, if it finds a host which
hasn’t sent inventory results from number of days defined by
‘IPDISCOVER_MAX ALIVE’ option, it will replace this host by a new one.

NB: You can customize agent’s ipdiscover settings for each computer from the administration
console. You can totally disable ipdiscover or force ipdiscover on a specific network. These
options are available on computer properties page, under ‘“Customization” section.
However, the election mechanism is the best way to do the network discovery. Use ipdiscover
customization with care.

7.2.3 How do agents work?

Once agent has received order to proceed to discovery of his sub network, it identifies first
network interface to use. It tries then to resolve through ARP all IP addresses answering on
his segment (delay between 2 hosts acan may be defined using option
“IPDISCOVER _LATENCY?”, see § 6.2 Managing OCS Inventory NG general options.). All
devices answering to the question are stored in XML inventory result and sent to server.

7.2.4 Server tuning

When doing a new installation of OCS NG, we understand easily that it requires some times
to be ready to enable ipdiscovery feature. It requires some times to grab all gateways and to
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elect computers for ipdiscovery. As a computer can only be elected if it REALLY provides an
inventory, it may be wiser to configure at the beginning ‘FREQUENCY”’ option to zero,
always generate an inventory. You can increase this value later, when infrastructure will be
ready.

Analyzing errors (thought ipdiscover-util.pl used directly or from web interface) will allow
you to detect potential problems. More the value of QUALITY will be lesser, more your
ipdiscover information will be up to date.

System will be giving you the best in a domain, with a daily authentication and inventory.
Tests done with this configuration on 20 000 hosts and 250 sub networks generate a DAILY
actualization of 15 000 IP addresses.

To finish, value set for IPDISCOVER will tell to server how many computers are wished by

gateway to run this task (if you set this value to zero, feature will be disabled).

7.3 Working with results.

['"“““**
You can view which computers run the IP discovery scans by clicking on toolbar
“Security” menu (“IpDisc” menu if some languages).

& ocs Inventory - Mozilla Firefox E]@
Bichier Edition Affichage Aller & Marque-pages Oukils 7 -:::-
OCﬁg OC%ext S:znczroﬂon ver. 4020
inventery 1INV e '\10“,]
Logout Change pass
Sl <1e =2 g Ay S e = QU e T ) I G
BHOR OSSR EDE®

Main menu

[ metwork information
[71 1Ip querying
L] Config

7.3.1 Manage names of your networks.

You may define your sub networks by a name and a unique ID, to view results easily.

Click on “Config” menu and then on “Subnet names” menu to manage your sub networks.
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& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Outils 2 ':::'
O_CSS OC%ext Sznczrcﬁiom ver. 4020
inventery IﬂVQI’ﬁOI‘u
Logout £hange pass
PH0S BESGFSPITOOBREE

Add a subnet

Metwaork name : I uid : I
IP address : I rmask: I
Send |
== Back
Subnet list
Click to edit uid Network({s) mask

| 2 ] ss2sszs40 X
E— 1 [ ] 2552552550 X
| 3 | 255,255,253.0 P
I 4 [ ] 255.255.255.0 X
EEEEE—— 5 — 2552552520 X

Enter sub network name (ex DMZ), ID, IP address and IP network mask, then click “Send”
button to validate.

To remove a sub network definition, just click red cross at the end of corresponding line.

7.3.2 Show list of networks

You can view the list of sub network configured in your network by selecting “Network
information” menu.
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& ocs Inventory - Mozilla Firefox E]@

Fichier Edition Affichage Aller & Marque-pages Outils 2 ':.:'

OCSS Oig(%%ﬂ Sznczroﬂom ver. 4020
Logout £hange pass

=rliwle BEGFSIPIBEE

Network information

{143 uninventoried network interfaces)

== Back
Click to edit uid Network name Inventoried inuer?tnried IpDiscover Identified

-= Click to edit <- [u] 192.168.133.0 1 19 1 [u]

-= Click to edit <- [u] 192.168.226.0 1 [u] 1) [u]

-= Click to edit <- [u] 192.168.234.0 1 38 1 [u]

-= Click to edit <- [u] 192.168.68.0 1 [u] 1) [u]

-= Click to edit =- [u] 255.255.255.255 1 [u] 1 [u]

C HE — 15 15 2 0
K — 70 23 2 0
I ! I 26 5 2 6

For each network, you will be able to view how many inventoried hosts, non inventoried
hosts, IPDISCOVER feature enabled hosts and identified hosts (known hosts manually
registered in the database) are connected to this network.

Click on the number of needed column to view each type of devices.

7.3.3 Show inventoried hosts in the network.

You can view the list of inventoried hosts (computers with OCS Inventory NG agent
installed) on your network by clicking on number in column “Inventoried” in the network list.
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@255.255.255 0 10 208 [ oggzigzggs I M'“””g":;g:l?ws 2000 1024 2660
@ 2552552550 ooze | zae [ "S2CD0¢ D eroseft Windows 2000 1024 2394
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@ 255.255.255.0 oese 375 [ O2%2000 N administrateur  Microsoft Windows 2000 1280 1393
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255.255.255.0 [ 1izz | 338 - ogf;zgizgge _ root Linux Advanced Server 3017 3060
e release Z.1A%5 (Pensacola))
06/29/2006 _ Linux{Redhat / Red Hat
.255'255'255‘0 _ el 4D - 08:49:42 Linux release 7.3 (Walhalla)) et B
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06/29/2006 _ . Microsoft windows 2000
255.255.255 .0 1.182 346 [ ] 1oami18 adrministrateur Server 512 1393
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7.3.4 Show uninventoried network devices.

You can view the list of active network devices detected with IPDISCOVERY on your
network by clicking on number in column “Non inventoried” (computers without OCS
Inventory NG agent installed) in the network list.

M=)}

|
ANALYZE
{Download)

IP address MAC address DNS name Date Register
] 00:0d:60;eb:65:17 2006-06-22 01:23:28 4] X
] 00:0d:60:eb:85:21 2006-06-22 01:23:28 m X
] 00:0E:0C:05:B5:54 Z006-05-07 01:14:71 m x
[ ] 00:14;5e: 28:6a:f9 2008-06-29 17:25:08 m X
] 00:16:9d:02:6 01 2006-06-29 17:25:08 m X

If there is, in the list, devices you know as legitimate, you can register them so they will not
be displayed next time. For this, just click the icon at the end of corresponding line. Before,
you may want to register “Device type” to easily identify known hosts (see §7.3.8 Registering
known hosts.).
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You may also analyze this network by clicking “Analyze” button. IPDISCOVER-UTIL perl
script will be used to determine, for each network device, his NetBios name or DNS name and
the type of operating system.

NB: This feature uses IPDISCOVER-UTIL perl script available only under Linux Server
which requires the following components.

ASENENENENEN

nmap (tested on 3.75)

nmblookup (part of the samba suite, tested on 3.0.7/3.0.10)
Perl module Net::IP

Perl module DBI

Perl module DBD.::mysql

Perl module XML::Simple

The following types are used:

Windows: host seems to run one version of Microsoft Windows operating system.
Linux: host seems to run under Linux operating system.

Network: operating system cannot be determined, so it can be network device such as
router, managed switch, printer, or host running Sun Solaris or IBM AIX... Maybe,
host is running some firewall software?

Phantom: host is not responding at this time. Maybe it is powered off or there is a
firewall ?

& - OCS Inventory - Mozilla Firefox

=%

Metwork analyze results _

<= Back

Data from cache {generated on 297062006 a 18:06:51 )

HOSTS EYALUATED AS LINUX

IP address MAC address DNS namefNetBIOS Date Register
I 00:14:5e:26:62:F3 2006-06-29 17:25:08 ia}
| ] 00:16:9d:02:6f ol Z006-06-29 17:25:06 B

HOSTS E¥ALUATED AS PHANTOM

IP address MALC address DNS name/NetBI0S Date Register
] 00:0d:60:ebi85:17 2006-06-22 01:23:28 ]
] 00:0d:A0:ehiE5: 21 2006-06-22 01:23:25 0
] 00,0E:0C:05:B5:64 2006-05-02 01:14:21 s}

If a network device is legitimate, you can register it by clicking on icon “Register” at the end
of corresponding line. You will be able to enter a brief description and to select network
device type while registering it (see § 7.3.8 Registering known hosts.).
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7.3.5 Show IPDISCOVER enabled hosts.

You can view the list of hosts running IPDISCOVERY feature (computers with OCS
Inventory NG agent installed, and this agent is elected by server to run discovery of his sub
network) on your network by clicking on number in column “IpDiscover” in the network list.

—
& I oS ventory - Woilla Frofox mE
pevices of network N
2 Result(s) Show:l]D [v]
(Download)
quality fidelity Tag Last inventory Computer User Operating system Ram({M0O) CPU(MHz)}
06/29/2006 _ Linux{Redhat / Red Hat Enterprise Linux ES release 3
LLES 129 - 17:25:08 (Taroon Update 4)) Sy a0
06/29/2006 _ Linux({Redhat / Red Hat Linux advanced Server release
0.995 | 124 - 01:24:43 2.1A% (Pensacola)) s00 2399
Mass processing: Frequency Deploy Delete

7.3.6 Show known or identified hosts.

You can view the list of known hosts already identified by someone on your network by
clicking on number in column “Identified” in the network list.

—
© I oS irortory  Hoxilla Frefox mEx
Network devices list of network _
6 Result(s) Show: I 10 .
{Download)

MAC address IP address Metwork number Device type Device description Submitted by
oviosibarsestiod — S Solaris ] ¥
oonzbaisaiezis — Sun Solaris I e X
00:03:ba:99:71:f5 I | Sun Solaris | I X
00:03:ba:99:73:71 e [ Sun Solaris ] I X
00:12:00:79:94:c1 | ] [ ] Commutateur Switch Cisco Catalyst 3750 I <
00:30:8c:01: 71 7F | ] ADIC Robot de sauvegarde L

7.3.7 Managing known device types.

You can register devices (such as routers, switches, network printers, computers for which
there is no inventory agent...) as you know they are legitimate. As is, they will not be
displayed in the list of uninventoried devices, to allow you concentrate on suspicious devices.
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You may first define some device types to identify them easily.

Click on “Config” menu to manage your device types.

& ocs Inventory - Mozilla Firefox g@
Fichier Edition Affichage Aller & Marque-pages Outils 2 0:::0
OC56 OC%ext Szmzroﬂom ver. 4020
inventery IﬂVQw’HOI‘u
Logout Change pass
= :—'-'—1 — =) ww» oy J.r’. Y <:> i — (=N 'I/i?_,__h
srliw e S B R ¢ 2 i 8 3D E) &
Add a type
<= Bacl

Type name :

Send |

Network devices types

Type
Badgeuse
Cormmutateur
Routeur
Irmprimante
Firewall
Onduleur

ADIC

Al i S S Gl G G 4

Sun Solaris

You can add new device type by entering the “Type name” you want and clicking “Send”
button.

You can remove any device type by clicking on the red cross at the end of corresponding line.

7.3.8 Registering known hosts.

You can add new devices by browsing list of uninventoried devices and clicking the icon at
the end of corresponding line. This will bring you to page for adding or removing network
devices and “MAC” field will be automatically fill in.
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& http:fflocalhost - OCS Inventory - Mozilla Firefox g@

<= Back

Add a new network device

MAC address: (E———

Description: MM

Type: Switch
Send |
Network devices list of network I
2 Result(s) . ,
(Download) afficher: |15 .
MALC address IP address ipsubnet Device type Device description Submitted by
I N | Sun Salaris | I <
I | S Sun Solaris I e X

Tetming

To remove a network device, just click on the red cross at the end of corresponding line.

7.3.9 Scanning an IP address

You can scan query specific IP address to obtain information about the host. Go to “Security”
menu and click on “IP querying” menu and then enter IP address, network mask and click
“Send” button.

NB: This feature uses IPDISCOVER-UTIL perl script available only under Linux Server
which requires the following components.

nmap (tested on 3.75)

nmblookup (part of the samba suite, tested on 3.0.7/3.0.10)
Perl module Net::IP

Perl module DBI

Perl module DBD::mysql

Perl module XML::Simple

ASENENENENEN

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net




ch Installation and Alenlstratlon Guide Page 110/ 167
inventory Version 1.8

& ocs Inventory - Mozilla Firefox E]@

Fichier Edition Affichage Aller & Marque-pages Outils 7

OCS& OC%exi generation ver. 4020

inveniory
Logout Change pass
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Ip querying

<= Back

IP address : ﬁ rnask: |255.265.254.0|

Send |

IPDISCOVER-UTIL perl script will use NMAP and NMBLOOKUP utilities to get
information about the host (DNS name, NetBios name...) and also show if host is inventoried
and/or discovered.
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Fichier Edition Affichage Aller & Marque-pages Outils 7
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Logout Change pass
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S |

Ip querying

<= Back
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Discoverad: Yes
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Network name: .
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8 Deploying packages or executing commands
on client hosts.

OCS Inventory NG includes package deployment feature on client computers. From the
central management server, you can upload packages which will be downloaded through
HTTP/HTTPS and launched by agent on client computer.

NB: This feature has been tested with OCS Inventory NG Agent for Windows service only. As
software installation requires Administrator privileges, agent launched through a login script
or shortcut in start menu under user account may not be able to launch software installation.
Also, background download of package may take a long time, and may block login script. So,
we do not recommend using package deployment feature using login script inventory.

8.1 How does it work?

A package has 4 main components:

a priority,

an action,

optionnaly a ZIP or TAR.GZ file including how many files and directories you want,
and optionnaly a command to launch.

AN NN

There are 11 levels of priority, level 0 to 10. Level 0 is the highest priority and level 10 the
lowest. Package of priority level 0 will be deployed before package of priority 1. Package of
priority level 1 will be deployed before package of priority 2...

Action is associated with file to deploy and command to launch. This triplet may be one of
the following:

v' Action Launch: to deploy a ZIP or TAR.GZ file and launch with or without
parameters an executable file included in ZIP or TAR.GZ file.

ZIP or TAR.GZ file will be uncompressed into a temporary directory, and associated
command (name of executable file without path!) will be launched into this temporary

directory.

This action allows retrieving result code of launched command.
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v' Action Execute: to deploy a ZIP or TAR.GZ file (optional), and launch with or
without parameters an executable file included or not in ZIP or TAR.GZ file.

If executable is not included in ZIP or TAR.GZ file, it must be part of software
already installed on client computer. Typcally, it may be a Windows standard
command like Windows Installer call, RPM or DPKG or TAR.GZ command on
Linux.

ZIP or TAR.GZ file will be uncompressed into a temporary directory, and associated
command (name of executable file with path or parameters if needed) will be launched
into this temporary directory.

This action does not allow retrieving result code of launched command. However,
this action allows you running command on client computers, without deploying any
file. For example, you can use it to run specific operating system configuration
command.

v’ Action Store: to deploy a ZIP or TAR.GZ file and only store his content on a folder
of client computer.

There is no command associated with this action, only a path to specify where to
store extracted files.

NB: All packages you want want to deploy must be compressed with ZIP for Windows Agents
and tar gzipped for Linux computers.

If you want to build your own installer, you may want to look at NullSoft Installer System
(http://nsis.sourceforge.net) or Inno Setup (http.//www.jrsofiware.org). These tools are GPL
installer for Windows able to create one file self extracting installer.

For example, this feature allows you to create a ZIP package including Media Player Classic
executable, a sub directory including some MP3 files and a play list for Media Player Classic
referencing these MP3 into sub directory. Associated command will be a call to Media Player
Classic with command line switch to launch play list. Once this package will be downloaded
on Windows clients, users will have Media Player Classic launched and playing MP3 from
play list. Beautifull, isn’t it ;-)

You create through administration console your deployment package. It is automatically
described by:

v A reference in database, used by Communication server to ask agent to download the
package.

v" An information file, named “info”. It is an XML file describing the package and action
agent will have to launch,

v 0 or more data fragment files. File you will upload (if there is one) will be splitted in
small parts to allow agents downloading parts by parts, and then easely resuming a
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failed download. If download of a fragment fails, only this fragment will be
downloaded another time, not all the package. You will be able to choose fragment
size according to your network capabilities.

NB: as you will upload your package through Administration console, you may configure
PHP and Apache to allow uploading large files. See § 11.2.4 Uploads size for package
deployment. to know how to configure this.

Once package is built, you must activate it. It indicates where is located SSL enabled web
server (i.e. deployment servers) where agent will able to download information file and
fragment files.

Finaly, you must select on which computer you will deploy the package.
From now, agent is able deploying the package.

When agent send an inventory to Communication server, Communication server tell the agent
if he has one or more packages to deploy, with the level of priority of each package, and
where it can find information files.

Agent then begins a download period. A period is composed of cycles, defined by
configuration option “DOWNLOAD PERIOD LENGTH”. By default, a period contains 10
cycles.

At each cycles, it compute “cycle’s number modulo package priority”. If it equals to 0, it
download package fragment files. After each fragment, it will wait
“DOWNLOAD _FRAG LATENCY” (configuration option set to 10 seconds by default)
before downloading the next fragment.

When all fragment of package are downloaded, it will launch package command and wait
“DOWNLOAD_CYCLE LATENCY” (configuration option set to 60 seconds by default)
before beginning a new cycle and incrementing cycle number.

When all  cycle of a  period have been  processed, it waits
“DOWNLOAD _PERIOD LATENCY” (configuration option set to 0 seconds by default).

If all packages have been successfully downloaded and installed, it stops. If not, it begins a
new period of cycles.

CAUTION: Priority level 0 is a special level. All packages with priority 0 will be downloaded
before all others packages with greater priority at the beginning of each cycle. If download
fails, agent will retry to download failed packages of priority 0, without checking others
package. So it can completely stop deployments. USE PRIORITY LEVEL 0 WITH CARE!

You may use these settings to customize your network bandwith usage. By increasing latency
options, you will increase time to download fragments and reduce network use average.
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By increasing period length option, you will delay new download of failed fragments, but
also, by decreasing period length to a value lower than 10, you can stop downloading package
with priority level higher than this value.

8.2 Requirements.

Deployement server storing information files must have SSL enabled, as downloading the
deployement information file is very critical. This information file contains description of
package and command to launch. So, if somebody can usurp your deployement server, he
may launch any command he wants on your computers. That’s why deployment server must
use SSL to allow agents authenticating the server and ensuring this is the real deployment
server.

Agent must have a certificate to validate deployment server authentication. This
certificate must be stored in a file named “cacert.pem” in OCS Inventory NG agent’s folder
under Windows, and in directory “/etc/ocsinventory-client” under Linux.

Under Windows, you can use OCS Inventory NG Packager (see § 6.3 Uploading Agent for
deployement through launcher “OcsLogon.exe”.) to create an agent installer which include
certificate, or you can use the following sample login script to copy certificate file in agent’s
folder (we assume that agent is installed under “C:\Program Files\OCS Inventory Agent” and
certificate file is available on a share “MYSHARE” on server “MYSERVER?”).

@echo off

REM Check if CA file exists

if exist “C:\Program Files\OCS Inventory Agent\cacert.pem” goto CA_END

REM CA file does not exists, install it

Copy \MYSERVER\WMYSHARE\cacert.pem “C:\Program Files\OCS Inventory Agent\cacert.pem”

:CA_END

If you have a Public Key Infrastructure, you must create a valid server certificate for your
deployment server and copy your Authority certificate file into file “cacert.pem”.

If you do not have a Public Key Infrastructure, you can use a self signed certificate for
your deployement server, and copy server certificate into file “cacert.pem”.

Refer to § 8.8 Using SSL certificates in Package deployment. For more informations.

8.3 Creating packages.

First of all, you must build your package.
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) i A =
b £ Ca 2
Deployment
Build
Bctivate
Activated . « N o 1 199
IPoint your mouse on “Deployment” menu and select “Build”.
& ocs Inventory - Mozilla Firefox g@
Fichier Edition Affichage Aller & Marque-pages  Outils 7 o:::o
(—-— @0 =2 pham D &> — o
@ /LS |TJ};1 [ Col 2> [ £ (= =S ¢ (2]
Package builder I
Mew package building
Marne: I

Operating systerm: IWINDOWS ha

Protocol: HTTF |+

Priority: I?[:I

File {(deployed on client cornputers): I Parcoutit...
Action: I Store hd Comrmand: I

User notifications

Warn user: IYES w

Text:

Countdown: I secands
User can abort: INO v

User can delay: NO v

Installation completion need user action:

Send |

Enter a name for your package.

Select operating system for this package. You can choose between Windows and Linux.
Select download protocol for this package. At this time, only HTTP protocol is available.
Select priority on this package. You can choose level 0 to 10 for priority. Package with lesser

priority will be downloaded before package of greater priority, except if download fails (cf §
8.7 Deployment statistics and success validation.).
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You may also choose to warn user that something is being launched on his computer. Set
“Warn user” dropdown list to “YES”, fill in text to display to user, how long to display the
text before auto validating package installation (set 0 to wait indefinitely) and if user can
cancel deployment or delay deployement to next inventory.

You may also specify if package deployment needs a user interaction by setting dropdown list
“Installation completion need user action” to “YES”, for example, if setup needs that user fill
in a informations on a dialog to terminate.

Last, you can select your action in “Action” dropdown list. Here are some samples describing
what kind of package you can build.

8.3.1 Deploying package through “Launch” command.

Package you want to deploy has one or more files, with at least an executable file for
launching package setup. Compress theses files using ZIP tool if package addresses Windows
computers, using tar and gzip if package addresses Linux computers.

Choose action “Launch” and click “Browse” button to select your ZIP or TAR.GZ file.

In field “Command”, just fill in name of executable file without path, but with, optionally,
parameters. It’s this command which will be launched on client computer once package will
be downloaded and uncompressed to a temporary directory.

In our following example, we deploy a new release of OCS Inventory NG Agent for
Windows, wusing silent installation, specifying Communication server address
my ocs _com_srv, disabling use of IE proxy settings and enabling debugging mode. So, ZIP
file only include file “OcsAgentSetup.exe” and the “File name” field contains:

v" OcsAgentSetup.exe /S /SERVER:my ocs _com_srv /NP /DEBUG
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& ocs Inventory - Mozilla Firefox g@

e
..
gt

OCEg O_C.%@>d 82mzro1iom ver. 4020

Fichier Edition Affichage Aller & Marque-pages  Outils  *

inventory inveniory
Logout Change pass
=1 <10 s, A & = ) T
@ \_/ Nl o '_‘ZJ <5 [j =l = _Jb By A

Package builder

MNew package building

Marne: IMy Software Package
Operating system: WINDOWS |

Protocal:

Priority: -

File {deployed on client computers): ID;\Developp'\OCS Inwer| Parcourir..

Action: ILaunch il File name: IOcsAgentSetup.exe {5E

User notifications

Warn user: INO Il
Installation completion need user action: INO ¥

Send |

Click “Send” button to upload package to Administration console.

Next, you must specify the size of each fragment of package to allow agent downloading
package by small parts. This will allow download resuming. If download of a fragment fails,
only this fragment will be downloaded another time, not all the package. So choose fragment
size according to your network capabilities.

Administration console will then split package in fragments and store them in a folder named
as package timestamp in directory “download” of apache web server root directory. It will
also create in the same directory the package information file named “info”, an XML file
describing the package and action agent will have to launch.
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@ OCS Inventory - Mozilla Firefox g@

Fichier Edition Affichage Aller & Marque-pages Outils 7

OC.SS OCEexﬂ Sznercﬁiom ver. 1020
HMVeaKAu inveniory

Logout Change pass

=10 Sl M A o 1 m=rn S—— £ oy £
-2 )OS Ik G FIEE@E

Package builder

New package building [My Software Package]
File name: OcsAgentSetup, zip
Unique identifier: 1152220270
Digest MD5 / Base64:

Total size: 1546 KB

Fragments size (1 KB min): 380 KB 1l

Fragrments number: |5

Envoyer I

8.3.2 Deploying package through “Execute” command.

Package you want to deploy has one or more files, with optionally an executable file for
launching package setup. Compress theses files using ZIP tool if package addresses Windows
computers, using tar and gzip if package addresses Linux computers.

Choose action “Execute” and click “Browse” button to select your ZIP or TAR.GZ file.

In field “Command”, just fill in path of executable file to launch with parameters (full path is
not required as application executable is listed on system search path, or is included in
package). It’s this command which will be launched on client computer once package will be
downloaded.

NB: Environnement variables are expanded in “Command”. It enables you to use things such
as %SystemDrive%s, %SystemRoot%, %owindir%e, %ProgramFiles%,
%CommonProgramFiles% ...etc.
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In our following example, we deploy software using silent Windows Installer installation. So,
ZIP file only include file “software.msi” and the “Command” field contains:

v' msiexec.exe /i software.msi /quiet

& ocs Inventory - Mozilla Firefox E]@
Eichier Edition Affichage Aller & Marque-pages Outlls 7 e
OCSS OC%ext 6cznczro1lon ver. 4020
bl inveniory
Logout Change pass
E’ 3l = 1e =2, A " = 460 S
,‘,g] W | T~ ‘U) Lzl a2 [ Q =0 (¢ |> Gy L CJ

Package builder

New package building

Name: IMy MSI Package

Operating system: |W|NDOW5 |

Protocol:

7

Priority: v

File (not mandatory, may be used by |D:\,30ﬁwarezip [ e ]

"execute" commmand):

1

Action: Execute (v Command: 'ﬂsiexec;i software msi,
User notifications

Warn user: NO i~

Installation completion need user action: NO | »

send |

Click “Send” button to upload package to Administration console.

Next, you must specify the size of each fragment of package to allow agent downloading
package by small parts. This will allow download resuming. If download of a fragment fails,
only this fragment will be downloaded another time, not all the package. So choose fragment
size according to your network capabilities.

Administration console will then split package in fragments and store them in a folder named
as package timestamp in directory “download” of apache web server root directory. It will
also create in the same directory the package information file named “info”, an XML file
describing the package and action agent will have to launch.
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@ ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Aller & Marque-pages Outils 2 -:::-
OCSS OC%ex cenerafion o
inveniory inveniory
Logout Change pass
=Y < 18 S i A S : = O = L o ()
(996 C8 A ZNEH TSR &

Package builder

New package building [My MSI Package]
File name: software . zip’
Unique identifier: 1152222929
Digest MD5 / Base64:

Total size: 3167 KB

i

Fragments size (1 KB min): 810 KB

Fragments number: |4

Envayer |

8.3.3 Command through “Execute” command.

Package you want to deploy is only a command launch.
Choose action “Execute” and leave field “File” empty.

In field “Command”, just fill in name of command with, optionally, parameters. It’s this
command which will be launched on client computer once package will be downloaded.

NB: Environnement variables are expanded in “Command”. It enables you to use things such
as %SystemDrive2s, %SystemRoot%, Yowindir%o, %ProgramFiles%,
%CommonProgramFiles% ...etc.

In our following example, we deploy a command to specify proxy address to use for System
Applications under Windows. So the “Command” field contains:
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v Proxycfg.exe /p 192.168.1.1

& ocs Inventory - Mozilla Firefox g@

Fichier Edition Affichage Aller & Marque-pages  Outils 7 o:::o

OCEg O_C.%@d 82 nerafion ver. 4020
inventory INveniory

Logout Change pass

:':-_L.-J ~ =) _,l'.r:'l_-‘l'r_ & - p—4 — (N ,f?"«
@ WL IU}' CHl 4 [9 =/ _Jb Sy ()

Package builder

MNew package building

Marne: IMy Command Package

Operating system: IWINDOWS [l

Protocal:

Priority:

Filz {not mandatory, may be used by [ 7 ]
"execute" commmand): Parcourir..
Action: Execute |v| Command: Iproxycfg -1 192.168.1.1

User notifications
Warn user: MWD v

Installation completion need user action: [ [nE

Send |

Click “Send” button to upload package to Administration console.

As you’ve not selected to upload a file, screen to configure fragement size is not displayed.
Administration console will only create, in a folder named as package timestamp in directory
“download” of apache web server root directory, the package information file named “info”,
an XML file describing the package and action agent will have to launch.

8.3.4 Stored package through “Store” command.

Package you want to deploy has one or more files, to be stored in a specific folder on client
computers. Compress theses files using ZIP tool if package addresses Windows computers,
using tar and gzip if package addresses Linux computers.

Choose action “Store” and click “Browse” button to select your ZIP or TAR.GZ file.
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In field “Path”, just fill in path where agent will store extracted files once package will be
downloaded.

NB: Environnement variables are expanded in “Command”. It enables you to use things such
as %SystemDrive%s, %SystemRoot%, %owindir%, %ProgramFiles%
%CommonProgramFiles% ...etc

Also, if provided folder path does not exist, it will be recursively created.

In our following example, we deploy a file to store in folder “C:\My Folder”:

& ocs Inventory - Mozilla Firefox g@
Fichisr Edition  Affichage  &ller & Marque-pages  Qutils 2 -:::-
OCES OC%@d Ssznfzroﬂom ver. 4020
inventory Imven Oru
Logout Change pass
=18 =2, A o D = o/ [N e
BEES S O 2 @ 2 & & @

Package builder

Mew package building

Mame: IMy Stored Fackage
Operating systern: WNDCWYS | v

Protocal:

Priarity: w

File {deployed on client computers): |D'\Develupp\008 Inwer| Parcourir..

Action: I Stare Path: IC:\My Falder

User notifications

Warn user: INO )
I w

Installation completion need user action:

Send |

Click “Send” button to upload package to Administration console.

Next, you must specify the size of each fragment of package to allow agent downloading
package by small parts. This will allow download resuming. If download of a fragment fails,
only this fragment will be downloaded another time, not all the package. So choose fragment
size according to your network capabilities.

Administration console will then split package in fragments and store them in a folder named
as package timestamp in directory “download” of apache web server root directory. It will
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also create in the same directory the package information file named “info”, an XML file
describing the package and action agent will have to launch.

@ OCS Inventory - Mozilla Firefox g@
Fichier Edtion Affichage Aller & Marque-pages Outils ? b
OCSS OC"Eexﬂ Sznercﬁiom ver. 1020
nveniony inveniory
Logout Change pass
= = \ - = r 3 «7) € \
@Plw e IS IT OB ED®

Package builder

New package building [My Stored Package]
File name: OCS_Inventory_NG-Installation_and_Administration_Guide_1.4_EN. zip
Unique identifier: 1152220905
Digest MD5 / Base64:

Total size: 3118 KB

Fragments size (1 KB min): 482 KB —H

Fragrments number: I?

Envoyer I

8.4 Activating package

Once package have been created, you must specify where agent can download it.

Agent will first download package information file. As this file is very critical, this download
must be done using HTTP over SSL. (HTTPS) to ensure that agent can authenticate
deployment server. Next, download of package fragment described in information file will be
done using standard HTTP.

NB: If you do not want to use Administration server as deployment server, you must first copy
folder “download/package timestamp” from Administration server Apache document root
directory to another web server. You may want to use a directory synchronization utility like
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rsync (http://samba.anu.edu.au/rsync) to automatically do this task; otherwise, we will have
to do it manually.

You may also choose to host information file on a different web server than the one which
hosts fragment files. For example, if you have multiple geographical sites with only one
central Communication server, you may want to host information files on Communication
server, and fragment files on a web server on each site. For this, you need to activate a
package per site, and for each package, information file will be hosted on Communication
server and fragment files on site web server. This will dramatically decrease intersite network
bandwidth use.

;
=) M N o

| : [ - 1 &5
I ol (25

Deployment
Build
Activate
Activated

Point your mouse on “Deployment” menu and select
“Activate”. You will view here all built package, and also ALL activated package.

You can click the red cross to delete a built package. This will delete package reference
from database and also delete information file and fragment files from Administration console
download directory. So, deleted package will be unavailable for activation, all activated
packages using this package will be deleted, and also unaffected from computers.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Historique  Marque-pages  Qutils 7 Ei3
OCS Inventory ") ¥
o C% . Yer. 4100
OC56 _ Dex Sznczroﬂon e
inventery |nv€n10ru =0

arliwiles DEGRFSBITOOBEE P

Package activation

4 Result(s) Show: I 15 |w

(Download) .
Timestamp Name Priority Fragments number Total size Operating system nn':il;?ed Success Errors Stats Activate
1169930274 My Stored Package 7 B 8173129 WINDOW S o o o - E] ><
1169930328 My Command Package 1 0 [u] WIMDOW S [u] o o E] }(
1169930404 My MSI Package S| g 3576368 WTMD O S [u] 1) o - E] }(
1169930463 My Software Package 5 3 1143724 WIMDOW S [u] o o E] }(

Or activate a package manually Timestamp:l E]

Terming & o

Click “Active” button on the line corresponding to the package you want to activate.
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In field “HTTPS url”, enter URL for download in HTTPS package information file.
In field “HTTP url”, enter URL for downloading in HTTP package fragment files.

NB: Do not enter localhost as server address in URL! Remenber that these URLs will be
processed by agents.

If your HTTPS or HTTP deployement server works on non standard ports, you can specify
working port using the standard notation “server _address:server port/folder”. For example,
your deployement server works on port HITP 8080 and HTTPS 4343 on server 192.168.1.1,
and packages are located under /download durectory. You must fill in

https url: 192.168.1.1:4343/download

http url: 192.168.1.1:8080/download

In our case, we’ve choosen to use Administration server as deployment server for both
package information file and package fragments.

So we have filled in in both fill something like “ocs-admin-srv.domain.tld/download”.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Historique Marque-pages  Outils 7 o.::o
E 0CS Inventory 0 &
OC% OC%ex1 ceneration -
N |
~RO e O
st SN A {7y ) 1D —) =} = ”
@ &S B £3 G o 2% B & (R ER & () 2

Package activation

Package activation 1169930274

Https url: —;download 1169930274
Fragments url: ﬁ;duwnluad /1169930274
Send |
4 Result{s) Show: I 15 |+
(Dawnload)
Timestamp Name Priority Fragments number Total size Dperating system no’:i‘;?ed Success Errors Stats Activate
1169930274 My Stored Package 7 3 6173129 WINDOWS 0 i 0 - an X
1169930328 My Comrmand Package 1 a o WD O S o a u} E] x
1169930404 My MSI Package 3 3 3575368 WINDOWS i il 0 = B X
1169930463 My Software Package 5 3 1143724 WINDOW S i} ] i} E:] >
Or activate a package manually Timestamp:l Q.]
Terming @ N

Click send button. Administration console will ensure that both information file and package
fragment files are available on specified URLSs.
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“Non notified” column shows you the number of computers which haven’t yet been notified
they have corresponding package to deploy.

“Success” column shows you the number of computers which have successfully deploy
corresponding package.

“Errors” column shows you the number of computers which encounter errors deploying
corresponding package.

The “Stats” icon allows you to view percentile of computers which are waiting for

notification, those which are notified (server ask them to deploy the package), and those
which have finished deploying with result code (SUCCESS or ERROR).

8.5 Affecting packages to computers.

You can affect package to computer one by one, by displaying computer properties, selecting
“Customization” icon and adding the package”. However, this is not the best way if you
would like to affect package to many computers.

The best way is to use “Search with various creteria” functions to search for computers you
want, and to affect package to all these computers in one time.

In the following example, we will affect package we’ve created to all Windows XP
computers.

So first, we search for Windows XP computers.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage aler & Margue-pages Cutls 7 ':::‘
OCEg OC%exi generaiion o i
inventor inveniory
Logout Change pass
(=5 ey =5 M A o & =
= : fnd e 5 T ot
20 BAGXIPITORE®
Search with various criteria
Choose a parameter: |Choose ~| FReset
Enabled Operating systern | EQUALS ~| [ Microsoft'windows %P Professional iv
Search |
Jokers: ? {one character), * (several characters)

This search returns 59 computers on 4 pages.
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nventory
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B]f=1%

42
Yer. 4100 |+

& ocs Inventory - Mozilla Firefox
Fichier Edition Affichage Historigue Marque-pages Outs 7.

- OCS Inventory )

OC% OC%exi generation
20 Nzatory O
= =2 i )
@ g e e = (u]
Search with various criteria
59 Result(s) shaw: [ 15 |+ Add column ~| Reset
(Download) _I
£ Last inventory Computer X Operating system X RAM{MO)} X CPU{MHz) X
01/27/2007 21:20:21 SMOORY-KP-PRO Microsoft Windaws P Professional 1024 2079 X
01/15/2007 14:20:50 ST3Z2546NMG Microsoft wWindows XP Professional 1024 2793 x
01/15/2007 14:16:53 STZ09034 AHZ Microsoft wWindows =P Professional 1024 2793 x
01/15/2007 14:11:19 PT32687DG Microsoft windows XP Professional s1z 1729 x
01/15/2007 13:49:36 ST32519MC Microsoft windows XP Professional i0z4 2391 }(
01/15/2007 13:18:27 ST324550P Microsoft Windaws XP Professional 1024 2399 x
01/15/2007 12:42:04 PT325110P Microsoft Windows XP Professional 735 2392 x
01/15/2007 12:32:44 ST32577XKX Microsoft Windaws XP Professional 512 2394 X
01/15/2007 12:21:09 ST209036AHZ Microsoft Windows XP Frofessional 1024 2793 ><
01/15/2007 12:17:21 PT209056PG Microsoft wWindaws XP Professional 1024 1728 x
01/15/2007 11:22:03 ST3Z2611EXT Microsoft wWindows XP Professional 1024 2794 x
01/15/2007 10:53:53 STZOS039PR Microsoft wWindows =P Professional i0z4 2793 x
01/15/2007 10:38:47 ST32470NM Microsoft windows XP Professional i0z4 2399 x
01/15/2007 10:09:02 ST32637DEV Microsoft Windows XP Professional 1024 2793 X
. 01/15/2007 10:07:53 ST32638MB Microsoft Windows P Professional 1024 2792 x
Mass processing: Frequefcy Deploy Dejete
1. 458
Choose a parameter: Choose v| Reset
Operating EQUALS ¥
Ensbled | system IMiErDsuﬂWinduws XP Professional [V]
Search
Jokers: 7 (one character), * (seversl characters) 1
-
Terming &

Just click “Deploy” to deploy on all computers returned by the search, not only on visible
ones.

B]f=)

& 0CS Inventory - Mozilla Firefox

Fichier Edtion Affichage Historique  Marque-pages Outls 2

@) ) @ Q ﬁ [ hitp:/flocalhost focsreportsfindex. php?frampref=1gmuli=24 ¥ @ oQ
| OCS Inventory ®) &

K Yer. 4100
OCxg O‘(n:v%ﬁ%ﬂ generation

R Ao S

@?"c‘: ‘T_TG}I—I\_.:Z_‘WM‘J

T
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Affect a package (59 Computer{s))

<= Back
3 Result(s) Show: |15 |+
{Download)
Unique identifier Timestamp Name Priority Https url Fragments url fragments Total size Dperating system  Affect
2 1169930328 My Command Package 1 localhost/download localhost/download 0 o WINDOWS m
3 1169930404 My MSI Package 3 localhost/dawnload localhost/dawnload 3 3578368 WINDOWS E]
4 1169930404 My MSI Package 3 localhost/download localhost/download 3 3578368 WINDOWS m
Terming & 4y

Click on “Affect” icon of package line to affect this package to all selected computers.
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Agents on computers will be notified at next Communication Server contact they have this
package to deploy. So, while agent do not contact Communication server, computer will
appear in console with status “WAITING NOTIFICATION”. Once agent has contacted
Communication server, the status will be “NOTIFIED”.

8.6 Unactivating packages.

= M l-"‘.ﬂ- o ey
)
__vf T _\_:_'I

Deployment
Build
Activate
Activated

P Point your mouse on “Deployment” menu and select
“Activated”. You will see here all packages available for deployments on computers.

& ocs Inventory - Mozilla Firefox E]@
Fichier Edition Affichage Historique Marque-pages Qutils 2 -:::-
Q) \ @ \) f . hitp:{flocalhostfocsreportsiindex phptmulti=26 ¥ @ oQ
OCS Inventory i
OCS OCs |
S ex Semfzrohom -
inreniora inveniory &3
sty e o T L T A 2y & = T ) )
7 e ( [ A . 1 i (9 J 7> 7/
@ e ‘UJ L S 6 > [ IV r ? G5y Lal) i
Activated packages
3 Result(s) Shaw: |15 |+
(Download)
Unique identifier Timestamp Name Priority Https url Fragments url fragments Total size Operating system Delete
z 1169930328 My Command Package 1 localhost/download localhost/download il 0 WINDOWS >
3 1169930404 My MSI Package 3 localhost/download localhost/download 3 3578368 WINDOWS x
4 1169930404 My MSI Package 3 localhost/download localhost/download 3 3578368 WINDOWS X
You must make a computer seavch, and then click 'deploy to affect these Fetivated packagss
You may &lso affect & package to & single computer by using the &5 “tab of any astalls,
Terming & o

The red cross icon will unaffect package for ALL computers, and unactivate package.
So package is still referenced in database, information and fragment files are still available on

Administration server download directory. However, it has the same status as if you have just
built it and can be activated again.
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8.7 Deployment statistics and success validation.

As package may have been activated and then unactivated, deployment statics are in
“Activate” menu.

You can show deployement statics by clicking “Stats” icon for a package.

Since you’ve affected package at least to one computer, you will have graphical stats showing
deployment notification status.

& 0CS+Service+Agent+4031 - Mozilla Firefox =Jo&d
Fichier Edition Affichage  Historigue  Marque-pages  Qutkils 2 -:::-
, o —
O IO @ ol ﬁ @ https:/ ' ocsreports/tele_stats.php?se @"g’ ‘o , \)\.1
|| " OCS Inventory | i OCS+Service+Agent+4031 i) ¥

Package OCS Service Agent 4031 {Uid: 1172091006 )

WATITING NDTIFICHTIEE 1)

0o —\

SUCCESS <1
50, Q0

¥Yalidate SUCCESSES Yalidate all Unaffect not notified
Status Number
- SUCCESS 1
WAITING MOTIFICATION 1
Total F4
1(F o 3
Terming @

Status may be once of the following:
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Status code Meaning

WAITING NOTIFICATION Server is waiting for agent communication to notify there is
something to download.

NOTIFIED Agent has been notified there is something to download.
Now waiting for result code.

SUCCESS [code] Agent has successfully download package and launch
command or stored extracted data.
With “Launch” action, this status may be completed with
command execution return code.

ERR_ALREADY_SETUP Package was previously installed successfully on this
computer.

ERR_BAD_ID Agent is unable to download package because it cannot find
package ID on deployment server.

ERR_BAD_DIGEST Downloaded data are has bad digest, so agent does not
execute associated command.

ERR_DOWNLOAD_PACK Agent was unable to uncompress download ZIP or TAR.GZ
file.

ERR_BUILD Agent was unable to rebuild package fragments.

ERR_EXECUTE Agent was unable to execute associated package command.

ERR_CLEAN Agent was unable to clean downloaded package.

ERR_TIMEOUT Agent was unable to download package during
DOWNLOAD TIMEOUT days.

ERR_ABORTED User canceled package command execution (you’ve
choosen to notify him, and allowed him to cancel).

ERR_EXECUTE_PACK Not used

“Validating Success” will clear statistics of computers which have successfully deployed
package.

“Unaffect not notified” will unaffect package from computers which do not have contacted
server since you’ve affected package to computers. Package will not be deleted, only
computers which do not have yet receive order to deploy this package will have this order
cancelled.

“Validate all” will clear all statistics, and unaffect package from non notified computers. It is
the same as “Validate Success” + “Unaffect not notified”.

NB: You MUST validate deployment status once deployement ended to clear database
deployement status for computer. Otherwise, database will grow up and speed down !

You can click on number for each status line to display computers having this deployment
status.
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8.8 Using SSL certificates in Package deployment.

Package deployment infrastructure is too much powerfull, so it requiress SSL access to
validate server before trying to download something from. So you need some SSL certificates
for use with your deployment server.

Certificate definition from http://en.wikipedia.org/wiki/Public_key certificate

“In cryptography, a public key certificate (or identity certificate) is a certificate which uses a
digital signature to bind together a public key with an identity — information such as the
name of a person or an organization, their address, and so forth. The certificate can be used
to verify that a public key belongs to an individual.

In a typical public key infrastructure (PKI) scheme, the signature will be of a certificate.
authority (CA). In a web of trust scheme, the signature is of either the user (a self-signed.
certificate) or other users ("endorsements"). In either case, the signatures on a certificate are
attestations by the certificate signer that the identity information and the public key belong
together.”

You can use a quick, easy but limited way, self signed certificate, or a more secure and
reliable tool, a PKI with a Certificate Authority.

Apache web server comes with OpenSSL cryptographic library, which allow creating and
managing certificates.

8.8.1 Using self signed certificates.

NB: Take care about certificate validity period, as web server self signed certificate must be
installed on each client computer running the agent. When certificate will expire, you will
have to generate and deploy new certificate on each client computer!

8.8.1.1 With OCS Inventory NG Server for Linux.

Usually, Apache or mod ssl packages come with sample scripts to generate certificates,
especially test certificates.

However, we provide below a sample script using OpenSSL for generating a self signed
certificate for use in Apache.

#!/bin/sh

#

# First, generate apache server certificate request
#
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# Generate 1024 bits RSA key, store private key in a
# no password protected PEM file server.key, using
# system default openssl configuration file.

#

echo

echo Generating Apache server private key...

echo

openssl genrsa -out server.key 1024

#

# Next, sign the apache server certificate with the apache
# server key

#

# Sign with PEM certificate server.crt, using PEM file

# server.key for server private key, using system default
# openssl configuration file.

#

# The produced certificate will be valid for 1825 days (about 5 years)
#

echo

echo Generating Apache server self signed certificate...
echo
openssl req -outform PEM -new -key server.key -x509 -days 1825 -out server.crt

Figure 8: Sample apache_generate_cert.sh script

This script generates a RSA private key in file “server.key” and an X.509 self signed
certificate in file “server.crt”.

First, launch this script using command:
v' shapache generate cert.sh
It will generate private key, and prompt you for certificate properties:

Country code, usually required

State or province name, usually required

City, usually required

Organisation or company name, usually required

Organisational Unit name, usually optional

Common name (this is the DNS name or IP address of your server), required
An email address, usually optional

ASANENENENENEN
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,f root@labo-av-lin-02:~ E]@
~

Generating Apache server private key. ..

Generating R5A private key, 1024 bit long modulus

..... ++++++
e is 65537 (0z10001)

Generating Apache server self signed certificate...

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are gquite a few fields but wou can leave some blank

For some fields there will be a default wvalue.
If yvou enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:FR

State or Province Name (full name) [Berkshire]:Haute Garonne

Locality Name (eg. city) [Newbury]:Toulouse

Organization Name (eg., company) [My Company Ltd]:

Organizational Unit Name (eg. section) []:

Common Name (&g, your name or your server's hostname) []:ocs.domain.tld

Email Address []:

[root@labo-av-1in-02 root]# W b

In our sample, we’ve generated self signed certificate for our server name “ocs.domain.tld”.

Next, you just have to copy server certificate file “server.crt” and server private key file
“server.key” files into appropriate directories and update Apache/mod_ssl configuration files
to use these files.

Here is a sample and minimalist Apache/mod_ssl configuration for using SSL under
CentOS/Fedora/RedHat Linux. (server certificate is stored under “/etc/httpd/conf/ssl.crt”
directory and server key is stored under “/etc/httpd/conf/ssl.key” directory).

NB: Generally, Apache/mod_ssl configuration is provided for your system. So, do not use
following configuration if your system already has a configuration file for mod _ssl !

#

# This is the Apache server configuration file providing SSL support.

# It contains the configuration directives to instruct the server how to

# serve pages over an https connection. For detailing information about these
# directives see <URL:http://httpd.apache.org/docs-2.0/mod/mod_ssl.html>
#

# For the moment, see <URL:http://www.modssl.org/docs/> for this info.
# The documents are still being prepared from material donated by the

# modssl project.

#

# Do NOT simply read the instructions in here without understanding

# what they do. They're here only as hints or reminders. If you are unsure
# consult the online docs. You have been warned.

#

LoadModule ssl_module modules/mod_ssl.so

# Until documentation is completed, please check http://www.modssl.org/
# for additional config examples and module docmentation. Directives
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# and features of mod_ssl are largely unchanged from the mod_ssl project
# for Apache 1.3.

#

# When we also provide SSL we have to listen to the

# standard HTTP port (see above) and to the HTTPS port

#

# To allow connections to IPv6 addresses add "Listen [::]:443"
#

Listen 0.0.0.0:443

#

# Some MIME-types for downloading Certificates and CRLs
#

AddType application/x-x509-ca-cert .crt

AddType application/x-pkcs7-crl  .crl

# Pass Phrase Dialog:

# Configure the pass phrase gathering process.

# The filtering dialog program ("builtin' is a internal

# terminal dialog) has to provide the pass phrase on stdout.
SSLPassPhraseDialog builtin

#Hi
## SSL Virtual Host Context
#H

<VirtualHost _default :443>

# Use separate log files:
ErrorLog logs/ssl_error_log
TransferLog logs/ssl_access _log

# SSL Engine Switch:
# Enable/Disable SSL for this virtual host.
SSLEngine on

# SSL Cipher Suite:
# List the ciphers that the client is permitted to negotiate.
# See the mod_ssl documentation for a complete list.

SSLCipherSuite ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

# Server Certificate:

# Point SSLCertificateFile at a PEM encoded certificate. If

# the certificate is encrypted, then you will be prompted for a

# pass phrase. Note that a kill -HUP will prompt again. A test
# certificate can be generated with ‘make certificate' under

# built time. Keep in mind that if you've both a RSA and a DSA
# certificate you can configure both in parallel (to also allow

# the use of DSA ciphers, etc.)

SSL CertificateFile /etc/httpd/conf/ssl.crt/server.crt

Server Private Key:

If the key is not combined with the certificate, use this
directive to point at the key file. Keep in mind that if
you've both a RSA and a DSA private key you can configure
both in parallel (to also allow the use of DSA ciphers, etc.)

H H H HH®
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SSLCertificateKeyFile /etc/httpd/conf/ssl.key/server.key

# SSL Engine Options:

# StdEnvVars:

#  This exports the standard SSL/TLS related 'SSL_*' environment variables.
#  Per default this exportation is switched off for performance reasons,

# because the extraction step is an expensive operation and is usually

# useless for serving static content. So one usually enables the

# exportation for CGI and SSI requests only.

SSLOptions +StdEnvVars

# SSL Protocol Adjustments:
# The safe and default but still SSL/TLS standard compliant shutdown
# approach is that mod_ssl sends the close notify alert but doesn't wait for
# the close notify alert from client. When you need a different shutdown
# approach you can use one of the following variables:
# o ssl-unclean-shutdown:
# This forces an unclean shutdown when the connection is closed, i.e. no
# SSL close notify alert is send or allowed to received. This violates
# the SSL/TLS standard but is needed for some brain-dead browsers. Use
#  this when you receive 1/O errors because of the standard approach where
# mod_ssl sends the close notify alert.
# o ssl-accurate-shutdown:
#  This forces an accurate shutdown when the connection is closed, i.e. a
# SSL close notify alert is send and mod_ssl waits for the close notify
# alert of the client. This is 100% SSL/TLS standard compliant, but in
# practice often causes hanging connections with brain-dead browsers. Use
#  this only for browsers where you know that their SSL implementation
# works correctly.
# Notice: Most problems of broken clients are also related to the HTTP
# keep-alive facility, so you usually additionally want to disable
# keep-alive for those clients, too. Use variable "nokeepalive" for this.
# Similarly, one has to force some clients to use HTTP/1.0 to workaround
# their broken HTTP/1.1 implementation. Use variables "downgrade-1.0" and
# "force-response-1.0" for this.
SetEnvIf User-Agent ".*MSIE.*" \

nokeepalive ssl-unclean-shutdown \

downgrade-1.0 force-response-1.0

# Per-Server Logging:
# The home of a custom SSL log file. Use this when you want a
# compact non-error SSL logfile on a virtual host basis.
CustomLog logs/ssl_request log\
"%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\" %b"

</VirtualHost>

Figure 9: Sample Apache/mod_ssl configuration file

Once you’ve configured your Apache web server, don’t forget to restart Apache daemon for

changes to take effect.

Last, you have to install server certificate file “server.crt” on each client computer into OCS

Inventory Agent installation directory, under the name “cacert.pem”.
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8.8.1.2 With OCS Inventory NG Server for Windows.

XAMPP Apache distribution comes with a script “makecert.bat” for generating self signed
certificates. This script is located under “INSTALL PATH\xampp\apache” directory (where
INSTALL PATH is the installation folder of OCS Inventory NG Server)

@echo off
set OPENSSL CONF=./bin/openssl.cnf

if not exist .\conf\ssl.crt mkdir .\conf\ssl.crt
if not exist .\conf\ssl.key mkdir .\conf\ssl.key

bin\openssl req -new -out server.csr
bin\openssl rsa -in privkey.pem -out server.key
bin\openssl x509 -in server.csr -out server.crt -req -signkey server.key -days 365

set OPENSSL CONF=
del .rnd

del privkey.pem

del server.csr

move /y server.crt .\conf\ssl.crt
move /y server.key .\confissl.key

echo.

echo Das Zertifikat wurde erstellt.
echo The certificate was provided.
echo.
Pause

Figure 10: XAMPP "makecert.bat" default script

This script generate self signed certificate usable for 365 days. If you want to increase
certificate validity, you must update directive “-days 365" to specify in days new validity
period (1825 days, about 5 years must be up a good value ;-).

Just double run script “makecert.bat”. It will generate a RSA private key and ask you for a
password (at least 4 characters).

Enter password and confirm it.
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B C:AWINDOWS\system 3 2\cmd. exe -|O ﬂ

Loading ‘screen’ into random sztate — done
Generating a 1824 bhit REA private key

writing new private key to ‘privkey.pem’
Enter PEM pass phrasze:
Uerifying — Enter PEM pas=z phrase:

You are about to he asked to enter infopmation that will he incorporated
into your certificate reguest.

Mhat you are about to enter is what is called a Distinguished Hame or a DH.
There are guite a few fields but you can leave some hlank

For zome fields there will he a default value.

If you enter *.',. the field will be left hlank.

Country Mame (2 letter code> [AUI1:_

Next, you will be prompted for certificate properties:

Country code, usually required

State or province name, usually required

City, usually required

Organisation or company name, usually required

Organisational Unit name, usually optional

Common name (this is the DNS name or IP address of your server), required
An email address, usually optional

A challenge password (must be empty, just press enter)

An optional company name

ASANENENE NN NN

Finally, you will be prompted for private key password.

B C:\WINDOWS\system32\cmd.exe | ﬂ

Country Mame (2 letter code> [AUI:FR

State or Province Mame <full name) [Some—Statel:Haute Garonne

Locality Mame (eg, cityd [1:Toulouse

Organization Hame <eg, company? [Internet Widgits Pty Ltdl:My Company Ltd
Organizational Unit Mame <eg. section) [1:

Common Name {eg,. YOUR name? [l:ocs.domain.tld

Email Address [1:

Pleaze enter the following ‘extra’ attributes
to be zent with your certificate request
A challenge password [1:

An optional company name [1:

Enter pass phrase for privkey.pem:

writing RSA key

Loading ‘screen’ into random state — done

Signature ok

subject=/C=FR-8T=Haute Garonne-L=Toulouse~0=My Company Ltd- CM=ocs.domain.tld
Getting Private key

Daz Fertifikat wurde erstellt.
The certificate wasz provided.

Appuvez sur une touche pour continuer...
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Now, self signed certificate is created and installed. Just restart Apache2 service for changes
to take effect.

Last, you have to install server certificate file
“INSTALL_ PATH\xampp\apache\conf\ssl.crt\server.crt” on each client computer into OCS
Inventory Agent installation directory, under the name “cacert.pem”.

8.8.2 Using PKI with Certificate Authority.

We assume that you’re already using an internal PKI or commercial one like Verisign.

However, if you don’t have an internal PKI, and don’t want to pay for certificates, you can
use services provided by cacert.org (http://www.cacert.org), a free worldwide PKI provider.
Using cacert.org services require that you register your email and DNS domain name, before
to be able to request server certificate. See cacert.org manuals.

You may take a look at Pablo Iranzo Gomez excellent article (http:/alufis35.uv.es/OCS-
Inventory-Package-Deployment.html) for more detailled instructions about using cacert.org
certificates in OCS Inventory NG.

8.8.2.1 With OCS Inventory NG Server for Linux.

Usually, Apache or mod ssl packages come with sample scripts to generate certificates
request to submit to a PKI provider.

However, we provide below a sample script using OpenSSL for generating a certificate
request for use in Apache.

#!/bin/sh

#

# Generate server certificate request

#

# Generate 1024 bits RSA key, store private key in a

# no password protected PEM file server.key, store certificate

# request in a PEM file server.csr, using system default
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# configuration file

#

# The produced key will be valid for 1825 days (5 years)

#

echo

echo Generating server private key and certificate request...
echo

openssl req -newkey rsa:1024 -outform PEM -out server.csr -keyout server.key -keyform PEM \

-days 1825 -nodes

Figure 11: Sample apache_request_cert.sh script

This script generates a RSA private key in file “server.key” and a certificate request in file
“server.csr”.

First, launch this script using command:
v’ sh apache request cert.sh
It will generate private key, and prompt you for certificate request properties:

Country code, usually required

State or province name, usually required

City, usually required

Organisation or company name, usually required

Organisational Unit name, usually optional

Common name (this is the DNS name or IP address of your server), required

An email address, required to receive certificate generated by Certificate Authority.
An optional challenge password

An optional company name

ASANENENENENENENEN
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,f root@labo-av-lin-02:~ E]@
~

_________________ ++++++

writing new private key to 'server._ key'

¥You are about to be asked to enter information that will be incorporated
into your certificate reguest.

What wou are about to enter is what 1s called a Distinguished Name or a DN.
There are guite a few fields but wou can leave some blank

For some fields there will be a default wvalue.

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:FR

State or Province Name (full name) [Berkshire]:Haute Garonne

Locality Name (eg. city) [Newbury]:Toulouse

Organization Name (eg., company) [My Company Ltd]:My Company Ltd
Organizational Unit Name (eg. section) []:

Common Name (eg. your name or your server's hostname) []:ocs.domain.tld
Email Address []:user@domain.tld

Please enter the following 'extra' attributes

to be sent with your certificate reguest

A challenge password []:

An opticnal company name []:

[root@labo-av-1in-02 root]# W b

In our sample, we’ve generated certificate request for our server name “ocs.domain.tld”.

Next, you must transmit your certificate request “server.csr” to your PKI Certificate
Authority.

Once you’ve received your server certificate from Certificate Authority, you just have to
copy server certificate file “server.crt” and server private key “server.key” files into
appropriate directories, and update Apache/mod_ssl configuration files to use these files.

You must also retreive Certificate Authority root certificate into file “ca_root.crt” to specify it
in Apache configuration.

Here is a sample and minimalist Apache/mod_ssl configuration for using SSL under
CentOS/Fedora/RedHat Linux. (server certificate is stored under “/etc/httpd/conf/ssl.crt”
directory and server key is stored under “/etc/httpd/conf/ssl.key” directory).

NB: Generally, Apache for Win32 comes with a predefined Apache/mod ssl configuration
file. So, do not use following configuration if your system already has a configuration file for
mod_ssl !

#

# This is the Apache server configuration file providing SSL support.
# It contains the configuration directives to instruct the server how to
# serve pages over an https connection. For detailing information about these
# directives see <URL:http://httpd.apache.org/docs-2.0/mod/mod_ssl.html>
#

# For the moment, see <URL:http://www.modssl.org/docs/> for this info.

# The documents are still being prepared from material donated by the

# modssl project.

#

# Do NOT simply read the instructions in here without understanding

# what they do. They're here only as hints or reminders. If you are unsure
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# consult the online docs. You have been warned.
#

LoadModule ssl_module modules/mod_ssl.so

Until documentation is completed, please check http://www.modssl.org/
for additional config examples and module docmentation. Directives
and features of mod_ssl are largely unchanged from the mod_ssl project
for Apache 1.3.

H H H H*

#

# When we also provide SSL we have to listen to the

# standard HTTP port (see above) and to the HTTPS port

#

# To allow connections to IPv6 addresses add "Listen [::]:443"
#

Listen 0.0.0.0:443

#

# Some MIME-types for downloading Certificates and CRLs
#

AddType application/x-x509-ca-cert .crt

AddType application/x-pkes7-crl .crl

# Pass Phrase Dialog:

# Configure the pass phrase gathering process.

# The filtering dialog program (‘builtin' is a internal

# terminal dialog) has to provide the pass phrase on stdout.
SSLPassPhraseDialog builtin

HH#
## SSL Virtual Host Context
#i

<VirtualHost _default :443>

# Use separate log files:
ErrorLog logs/ssl _error_log
TransferLog logs/ssl_access_log

# SSL Engine Switch:
# Enable/Disable SSL for this virtual host.
SSLEngine on

# SSL Cipher Suite:
# List the ciphers that the client is permitted to negotiate.
# See the mod_ssl documentation for a complete list.

SSLCipherSuite ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

Server Certificate:

Point SSLCertificateFile at a PEM encoded certificate. If

the certificate is encrypted, then you will be prompted for a
pass phrase. Note that a kill -HUP will prompt again. A test
certificate can be generated with ‘'make certificate' under
built time. Keep in mind that if you've both a RSA and a DSA
certificate you can configure both in parallel (to also allow
the use of DSA ciphers, etc.)

H o o H H H H
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S

#
#
#
#
#
S

H oH H H H

T+

#
S

#

SLCertificateFile /etc/httpd/conf/ssl.crt/server.crt

Server Private Key:

If the key is not combined with the certificate, use this

directive to point at the key file. Keep in mind that if

you've both a RSA and a DSA private key you can configure

both in parallel (to also allow the use of DSA ciphers, etc.)
SLCertificateKeyFile /etc/httpd/conf/ssl.key/server.key

Certificate Authority (CA):
Set the CA certificate verification path where to find CA
certificates for client authentication or alternatively one
huge file containing all of them (file must be PEM encoded)
Note: Inside SSLCACertificatePath you need hash symlinks
to point to the certificate files. Use the provided
Makefile to update the hash symlinks after changes.
SSLCACertificatePath /etc/httpd/conf/ssl.crt
SLCACe rtificateFile /ustr/share/ssl/certs/ca_root.crt

SSL Engine Options:

StdEnvVars:
This exports the standard SSL/TLS related "SSL._*' environment variables.
Per default this exportation is switched off for performance reasons,
because the extraction step is an expensive operation and is usually
useless for serving static content. So one usually enables the
exportation for CGI and SSI requests only.

SLOptions +StdEnvVars

SSL Protocol Adjustments:
The safe and default but still SSL/TLS standard compliant shutdown
approach is that mod_ssl sends the close notify alert but doesn't wait for
the close notify alert from client. When you need a different shutdown
approach you can use one of the following variables:
o ssl-unclean-shutdown:
This forces an unclean shutdown when the connection is closed, i.e. no
SSL close notify alert is send or allowed to received. This violates
the SSL/TLS standard but is needed for some brain-dead browsers. Use
this when you receive 1/O errors because of the standard approach where
mod_ssl sends the close notify alert.
o ssl-accurate-shutdown:
This forces an accurate shutdown when the connection is closed, i.e. a
SSL close notify alert is send and mod_ssl waits for the close notify
alert of the client. This is 100% SSL/TLS standard compliant, but in
practice often causes hanging connections with brain-dead browsers. Use
this only for browsers where you know that their SSL implementation
works correctly.
Notice: Most problems of broken clients are also related to the HTTP
keep-alive facility, so you usually additionally want to disable
keep-alive for those clients, too. Use variable "nokeepalive" for this.
Similarly, one has to force some clients to use HTTP/1.0 to workaround
their broken HTTP/1.1 implementation. Use variables "downgrade-1.0" and
"force-response-1.0" for this.
etEnvIf User-Agent " *MSIE.*" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0

Per-Server Logging:
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# The home of a custom SSL log file. Use this when you want a
# compact non-error SSL logfile on a virtual host basis.
CustomLog logs/ssl_request log\
"%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\" %b"

</VirtualHost>

Figure 12: Sample Apache/mod_ssl configuration file

Once you’ve configured your Apache web server, don’t forget to restart Apache daemon for
changes to take effect.

Last, you have to install Certificate Authority root certificate file “ca_root.crt” on each client
computer into OCS Inventory Agent installation directory, under the name “cacert.pem”.

8.8.2.2 With OCS Inventory NG Server for Windows.

We provide below a sample script using OpenSSL for generating a certificate request for use
in XAMPP Apache.

@echo off

REM

REM Generate server certificate request

REM

REM Generate 1024 bits RSA key, store private key in a
REM no password protected PEM file server.key, store certificate
REM request in a PEM file server.csr, using system default
REM configuration file

REM

REM The produced key will be valid for 1825 days (5 years)
REM

echo.

echo Generating server private key and certificate request...

echo.

set OPENSSL CONF=./bin/openssl.cnf

Copyleft OCS Inventory Next Generation Team — http://ocsinventory.sourceforge.net




Installation and Administration Guide
OQN%B Version 1.8 Page 144 /167

bin\openssl req -newkey rsa:1024 -outform PEM -out server.csr -keyout server.key -keyform PEM -days
1825 -nodes

Figure 13: Sample apache_request_cert.sh script

This script generates a RSA private key in file “server.key” and a certificate request in file
“server.csr”.

First, copy this script into “INSTALL PATH\xampp\apache” directory (where
“INSTALL PATH is the installation folder of OCS Inventory NG) and launch it.

It will generate private key, and prompt you for certificate request properties:

Country code, usually required

State or province name, usually required

City, usually required

Organisation or company name, usually required

Organisational Unit name, usually optional

Common name (this is the DNS name or IP address of your server), required

An email address, required to receive certificate generated by Certificate Authority.
An optional challenge password

An optional company name

NN NN NN

B C:AWINDOWS\system 3 2\cmd. exe -0 ﬂ
Generating a 1824 bhit RSEA private key

++++++

! ing new private key to ’server.key’

You are about to he asked to enter information that will he incorporated
into your certificate reguest.

WWhat you are about to enter iz wvhat iz called a Distinguished Mame or a DM.
There are guite a few fields but you can leave some blank

Foy szsome fields there will be a default value.

If yvou enter *.',. the field will be left hlank.

Country Mame (2 letter code> [AUI:FR

State or Province Mame <full name? [Some—Statel:Haute Garonne

Locality Mame (eg, city)d [1:Toulouse

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:My Company Ltd
Organizational Unit Mame <eg. section? [1:

Common Mame {eg,. YOUR name? [l:ocs.domain.tld

Email Address [l:userPdomain.tld

Pleaze enter the following ‘extra’ attributes
to bhe zent with your certificate regquest

A challenge password [1:

An optional company name []1:

In our sample, we’ve generated certificate request for our server name “ocs.domain.tld”.

Next, you must transmit your certificate request “server.csr” to your PKI Certificate
Authority.

Once you’ve received your server certificate from Certificate Authority, you just have to
copy server certificate file “server.crt” to directory
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“INSTALL PATH\xampp\apache\confissl.crt” and server private key “server.key” files into
to directory “INSTALL PATH\xampp\apache\conf\ssl.key”.

You must also retreive Certificate Authority root certificate into file “ca root.crt” to specify it
in Apache configuration. Store this file into directory
“INSTALL PATH\xampp\apache\conf\ssl.crt” under name “ca-bundle.crt”.

Update Apache/mod_ssl configuration by editing file
““INSTALL PATH\xampp\apache\conf\extra\httpd-ssl.conf”, and uncommenting line 132
(remove # character at beginning) as follow.

Certificate Authority (CA):
Set the CA certificate verification path where to find CA
certificates for client authentication or alternatively one
huge file containing all of them (file must be PEM encoded)
Note: Inside SSLCACCertificatePath you need hash symlinks
to point to the certificate files. Use the provided
Makefile to update the hash symlinks after changes.
#SSLCACertificatePath conf/ssl.crt
SSLCACertificateFile conf/ssl.crt/ca-bundle.crt

o H H H H

Figure 14: Sample Apache/mod_ssl configuration file

Once you’ve configured your Apache web server, don’t forget to restart Apache2 service for
changes to take effect.

Last, you have to install Certificate Authority root certificate file “ca_root.crt” on each client
computer into OCS Inventory Agent installation directory, under the name “cacert.pem”.

8.9 Example: Deploying new version of Service agent for Windows.

Create a ZIP “OcsAgentSetup.zip” including file “OcsAgentSetup.exe”.
Next, connect to Administration console and go to menu “Deployment / Build”.

Fill in package name, for example “Ocs Agent Service 40317,

select target operating system “Windows”,

select protocol “HTTP”,

select priority “5”,

browse to select ZIP file,

select action “Launch”

and fill in file name with Service Agent setup command line switches, for example
“OcsAgentSetup.exe /S /NOSPASH /UPGRADE /NP /DEBUG
/SERVER:my ocs_server.domain.tld” (/S to run installer in silent mode, /NOSPASH
to disable installer spash screen, /UPGRADE to indicate that you’re upgrading an
already installed Service Agent, /NP to disable use of IE proxy settings, /DEBUG to

ASANENENENE NN
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enable creation of log files, /SERVER to indicate that agent must connect to server at
address “my_ocs_server.domain.tld”).

NB: Don’t forget /UPGRADE command line switch to allow upgrading an existing OCS
Inventory NG agent installed as a service.

(=1

@& ocs Inventory - Mozilla Firefox

°Q

Fichiet Edition Affichage Historique Marque-pages  Qutils 2

@) ) @ O ﬁ Bhttp:,l’p’lUcathst,l’DcsrapUrts,l’index.php?multi=20 v @

! Certificats '/ GESCAS |/ Sites antivirus ' Sites CESSI | Sites CNAM-TS & Guides Comparatifs éf Accueil - Gediffwiki éf CHAMTS - Projet AH2 <& vigil@nce : vulnérabilit. ., GUDgIe

o Yer. 4100
OCES O&?ﬁ%ﬂ Sznczroﬂom

Package builder

Mew package building

Mame: TS Agent Service 4031
Operating systern: WNDOWS |

Protocol: HTTP |+
Priority: 5 |w
File {deployed on client computers): l'l.[l'l\Oc:sAgentSetup.e)( Farcaurir..

fiction: Launch |+ File name: 509Agent89tup.exe I=x)

User notifications

Warn user: I MO [w
INO b

Installation corpletion needs user action:

Send |

Terming

And validate by clicking “Send” button..

Next choose fragment size by moving slider, for example 500 Kb and click “Send” button.
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@& ocs Inventory - Mozilla Firefox E]@

Fichiet Edition Affichage Historique Marque-pages  Qutils 2 .:::.

@) ) @ O ﬁ m hittp: fflocalhostfocsreportsfindes:, php?multi=20 ’} @ \)\l

! Certificats '/ GESCAS |/ Sites antivirus ' Sites CESSI | Sites CNAM-TS & Guides Comparatifs éf Accueil - Gediffwiki éf CHAMTS - Projet AH2 <& vigil@nce : vulnérabilit. ., GUDgIe

. Yer. 4100
OCxg OCaexi generaion

0 D GFEFNFITRE®?

Package builder

MNew package building [0CS Agent Service 4031]

File nare: OecsAgentSetup.zip

Unique identifier: 1172052547

Digest MD5 f Hexa: fd58da612565a%a16502eb90117 72079
Total size: 1495 KB

Fragments size (1 KB rmin): 503 KB Jl

Fragments number: K}
Envoyer |

Terminé @ i

Now, deployement package is created. You have to activate it.

Go to menu “Deployment / Activate”.

@& ocs Inventory - Mozilla Firefox E]@
Fichiet Edition Affichage Historique Marque-pages  Qutils 2 .:::.

@) ) @ O ﬁ m hitp: fflocalhostjocsreportsfindes, php?multi=2 1 ’} @ \)\l

! Certificats '/ GESCAS |/ Sites antivirus ' Sites CESSI | Sites CNAM-TS & Guides Comparatifs éf Accueil - Gediffwiki éf CHAMTS - Projet AH2 <& vigil@nce : vulnérabilit. ., GUDgIe

. Yer. 4100
OCxg OCaexi generaion

0 D GFEFNFITRE®?

Package activation

1 Result{s) Show: |15 |+
(Download)
Timestamp Name Priority Fragments T.Dtal Operating N.D!-' Success Errors Stats Activate
number size system notified
1172082547 OGS ""%Eo”atlser"‘ce 5 3 1533670 WINDOWS i o o - Mm%

Or activate a package manually Timastamp:l E]

Terminé @ i

Click on button “Activate” in the corresponding line.
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v' Fill in HTTPS url where metadata file INFO can be downloaded by agents using

HTTPS.
v" Fill in HTTP url where fragment files can be downloaded by agent using HTTP.

. 13 bR
And click “Send” button.
-

@& ocs Inventory - Mozilla Firefox E]@
Fichiet Edition Affichage Historique Marque-pages  Qutils 2 0:::0

> f; § [
@) ) @ O ﬁ B hittp: fflocalhostfocsreportsfindes:, php?multi=2 1&actpack=11 72052547 i @ tJ\l

! Certificats '/ GESCAS |/ Sites antivirus ' Sites CESSI | Sites CNAM-TS & Guides Comparatifs éf Accueil - Gediffwiki éf CHAMTS - Projet AH2 <& vigil@nce : vulnérabilit. ., GUDgIe
-
Package activation
Package activation 1172082547
Https url: ry_ocs_server.domain. /1172082547 m
Fragments url: Fer.dumain.tld,-’duwnluad!ll?zoszscl?
Send
1 Result{s) Show: |15 |
(Download)
Timestamp Name Priority ARG T.Dtal LIpErEl] N.D!-' Success Errors Stats Activate
number size system notified
1172052547 OCS Agent Servies 5 3 1533679 WINDOWS o o 0 s m X
Or activate a package manually Timestamp: il
-
Terming @ i L

Now, package is ready to be affected to computers.
Go to “Search” menu, search for computers having Operating System eaquels to “Windows

(ALL)” and click “Search” button.
BE %]

WV @ 0Q

& ocs Inventory - Mozilla Firefox
Fichier Edition A&ffichage Historique Marque-pages  Outils 2

& ) @ O ﬁ E http:fflocalhost focsrepartsfindes:. php?rulti=
' Certificats * ' GESCAS | Sites Antivirus | Sites CESSI | Sites CNAM-TS \J‘ Guides Comparatifs \-@ Accueil - Gediffwiki 4 CHAMTS - Projet AH2 <& vigl@nce : vulnérabilt, .. Gougla

S O_C5r2><1 8@02@1\‘00
inventory Iﬂ\/efﬁofu
BRGNS ITEBE® Y

SoQ
Search with various criteria
Choose a parameter: IChDDSE ¥ Reset I
v/ PWINDOWS all 1+

| EQuaLS

Yer. 4100

Search

Operating system

Enabled

Wildcards: 7 fone character), * (several characters)

Terming
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Next, click “Deploy” on “Mass processing” line.

-
& ocs Inventory - Mozilla Firefox E]@.
Fichier Edtion Affichage Historigue Marque-pages Outils 7. -:::o
Q) ) @ O ﬁ https:/, ocsreports/index.php?multi=1 o‘”/ @ o0Q
OC% OC%ext i il =
ex eneraion [
X b
=20 Rz O
R =z M N e o & T e N )
2 M A S g &> 7
20 BEGQEPSFITBE®@G
Search with various criteria
90 Result(s) Show: |16 v IAdd column v| Reset
(Download) _I
1.6
£ Last inventory X Computer >< Operating system X RAM{MB) X CPU{MHz} X

02/21/2007 18:39:47 LABO-AV-ZK-02 Microsoft Windows 2000 Server 2048 2666 >

0z/21/2007 16:21:50 PT209056P G Microsoft Windows XP Professional 1024 1726 >

02/21/2007 13:40:36 ST32635RE Microsoft Windows XP Professional 1024 2792 >

02/21/2007 13:33:00 W1675310144N Microsoft windows 2000 Advanced Server 2048 2660 x

02/21/2007 12:57:44 ST324550P Microsoft windows XP Professional 1024 2399 *

02/21/2007 12:57:05 STIZEIFERT Microsoft Windows ®P Professional 1024 2793 >

0z/21/2007 12:13:36 STZ09034AHZ Microsoft Windows XP Professional 1024 2793 >

0z/21/2007 12:08:40 W1675310144] Micrasoft Windows 2000 Server 1024 2394 X

02/21/2007 11:37:43 W167E3101AAL Microsoft Windows 2000 Server 1024 2394 X

02/21/2007 11:20:37 W16753101AAE Microsoft windows 2000 Server 1024 2660 X

02/21/2007 11:01:27 LABO-AV-ZK-01 Microsoft Windows 2000 Server 2048 2666 >

0z/21/2007 10:00:23 HICOM Microsoft Windows XP Professional 51z 100z >

(] 02/21/2007 09:36:11 ST2090570L Microsoft Wwindows XP Professional 959 2393 x

02/21/2007 09:02:54 STIZE11EXT Microsoft Windows XP Professional 1024 2792 >

02/21/2007 07:52:35 LABO-AY-NT-03 Microsoft window: 1280 11 X

Mass processing: Frequelicy Deploy Defkte
1,65
Choose a parameter: IChDDSE [V] Reset |
COperating EQUALS M 1
Enabled | S¥stem | [GUNDOWS (all ]
Search |

v
Terming I Q @ A

To fiinish, click on “Affect” button in the corresponding line to the package you want.
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@ 0CS Inventory - Mozilla Firefox

Fichier Edition Affichage Historique Marque-pages Outls 7.

BE]

oD © O L C o o vreports/ndexphpiromprel -ttmui-z1

=) oQ

OCZg

OCEE‘ZXT 8@(’12(01@0

inveniory

¥er. 4100

&

erlv e

PGPSR TERE® R

Affect a package (90 Computer(s))

o

<= Back
1 Result(s) show: |15 .
iDownload)
Ui 2 Timestamp Name Priority Hittps url Fragments url fragments 1otal Operating 4o oy
identifier size system
0CS Agent .
z 1172061773 Service s N o wnioad N downlaad 3 1533679 | WINDOWS 0
4031
Terminé

e Q 8

That’s all folks !
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9 Management server tuning.

OCS Inventory NG management server needs some tuning to support the load of a large
number of inventoried computers. Performances are just limited by the hardware
configuration (especially the amount of RAM, processor is not very loaded) of computer
hosting the 3 main components:

v" MySQL database server.
v" Communication server.
v" Administration server.
v" Deployment server.

For example, our production server manages more than 70 000 clients. For this, we have 3
servers running Linux Debian Sarge, one for the database server and the Communication
server, another one for Administration console and a replica of database server (we choose to
replicate database on Administration server to avoid Administration console SQL queries
using CPU and MySQL connextions of database used by Communication server) and the last
one for deployement server. Hardware configuration for servers is the following:

v" 1 Intel Pentium Xeon 2,8 GHz.
v" 3 GB RAM

Because of the amount of available RAM, we have to limit the number of simultaneous HTTP
connection to Communication and Administration server to 400.

You must keep an eye on Apache web server logs for Communication server to detect
any problems. Also, check Communication server log file in directory
“/var/log/ocsinventory-NG”.

If you want to upgrade the number of simultaneous connections, you must update the
“MaxClients” directive in Apache configuration file, usually “/etc/httpd/cont/httpd.conf™.

Refer to Apache tuning guidelines on Apavhe web site (http://httpd.apache.org) for
more information.

Also, MySQL database server is limited by default to 100 simultaneous connections. So, if
the Communication server handles more than 100 simultaneous requests for inventory, it will
not be able to answer all. You can upgrade this value by updating the “max_connections”
MySQL variable for mysqld daemon.

Here is sample recommdations found on MySQL web site, using server with different amount
of physical memory.
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Parameter 800 MB 1.7 GB 24 GB
Table cache 64M 64M 64M
Key buffer 128M 256M 256M
Sort buffer size 2M 2M 2M
Read buffer size 2M 2M 2M
Read rnd buffer size 4M 4M 4M
Myisam_sort_buffer_size 64M 64M 64M
Query cache size 128M 128M 128M
InnoDB buffer pool size 384M 1024M 1700M
InnoDB_additional mem_pool size | 20M 20M 20M
InnoDB log buffer size M SM SM

Refer to MySQL tuning guidelines on MySQL web site (http://dev.mysqgl.com/tech-

resources/articles/) for more information.
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10Backup/restore of OCS Inventory NG

database.

You can use tools like phpMyAdmin or MySQL Administrator to backup/restore MySQL
databases.

However, MySQL Server provide standard tools usable in command line.

10.1Backuping OCS Inventory NG database.

Tool “mysqldump” allows you to dump all content of a database to a single file. These tool is
available in directory “INSTALL PATH\xampp\mysql\bin” where INSTALL PATH is the
installation oath you choosen for OCS Inventory NG Server for Windows, and generally can
be directly called under Linux.

Simply run the following command to backup OCS Inventory NG database:
v' Mysqldump --add-drop-table --complete-insert --extended-insert --quote-names --
host=localhost  --user="root”  --password="root  password”  ocsweb >

mysqldump ocsweb.sql

This will save database content of OCS Inventory NG database “ocsweb” into file
“mysqldump_ocsweb.sql”.

10.2 Restoring OCS Inventory NG database.

Tool “mysql” allows you to launch SQL queries on a database. These tool is available in
directory “INSTALL PATH\xampp\mysql\bin” where INSTALL PATH is the installation
oath you choosen for OCS Inventory NG Server for Windows, and generally can be directly
called under Linux.

Just run MySQL command line interpreter to import saveset previously created “ocsweb”
database.

v" Mysql —u root —p ocsweb
v Source “path _to_saveset”
v exit

NB: You will be prompted from root password. If you haven’t yet set root password, do use
use —“p” command line switch.
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B C:\WINDOWS\system32\cmd.exe - mysql -u root -p ocsweb

C:“FProgram Files~0CE Inventory NG xamppmyzgl-bin>myzgladmin —u root —p create °l

csweb

Enter password:

C:“Program Files“~0CS Inventory NGxamppsmysglshin?mysgl —u root —p

-

Enter password:
Welcome to the MySQL monitor. Commands end with ; or “Ng.
Your MySQL connection id is 47 to server version: 5.@.18-nt

Tuype 'help;’

or

-

*~h' for help. Type *“c’ to clear the huffer.

myzgl> source d:smysgldunp_ocsweb_4814_ =gl

ocsuweh

REE

B C:\WINDOWS\system32icmd.exe - mysql -u root -p ocsweb

Query 0K, 62 rows affected (B.00 secd
Hecords:- 62 Duplicates: Warnings: 8

0K.
0K.
0K.
QK.
QK.
QK.
0K.
0K.
0K.
Query 0K,

a
a

a
a
a
a
a
a
a
a

1> exit

rows

rows

rows

rows

rows

rows

rows

rows

rows

rows

affected <B.80 sec
affected <B.80 sec
affected (A.83 sec
affected (B.88 sec
affected (B.88 sec
affected (B.88 sec
affected <B.80 sec
affected <B.80 sec
affected <B.80 sec
affected <B.80 sec
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11Common errors.

Check FAQ on OCS Inventory web site for updates.

11.1 Troubleshouting agent’s execution.

11.1.1Windows launcher OcsLogon.exe does not download Agent.

When I launch launcher OcsLogon.exe, agent installation files are not downloaded.

Launcher "OcsLogon.exe" must be renamed with communication server IP address or DNS
name (ex : 192.168.1.12.exe or ocs_com.domain.tld.exe). If this is already done, you may
have configured a proxy in Internet Explorer, and OCS is using this configuration. Try to
disable use of proxy by lauching OcsLogon with "/NP" command line switch. In any case,
launch OcsLogon with "/DEBUG" command line switch and take a look at log file "C:\ocs-
ng\ocslogon.log" and "C:\ocs-ng\computer name.log".

Here is a typical OcsLogon.log content of faulting launcher:

OCS server port number : Default (80)
Install folder : C:\Ocs-ng

OCSserver is set to: a.b.c.d
Internal Ocslogon version: 4.0.1.4

Testing: C:\ocs-ng\BIOSINFO.EXE
Ocs Inventory NG () was not previously installed.
Start deploying OCS

http://a.b.c.d/ocsinventory/deploy/ocsagent.exe : HTTP/1.1 500 Internal
Server Error

http://a.b.c.d/ocsinventory/deploy/label : HTTP/1.1 500 Internal Server
Error

End Deploying
Testing ocsagent.exe version:0000
Proxy use.

Launching : C:\ocs-ng\OCSInventory.exe /debug /server:a.b.c.d
Cmdline option is :\\server sharela.b.c.d.exe /debug

As you can see, launcher is using proxy settings from IE, and there is "HTTP/1.1 500 Internal
Server Error" error when downloading file "ocsagent.exe". This means that launcher is not
able to download agent installation file. So try disabling use of proxy by adding « /NP » to
agent’s command line launch, and then take a look at § 11.1.4 Agent HTTP errors., and then
at § 11.3 Communication server errors.

NB: same error for file "label" is not blocking one. This means you aren't using TAG.
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11.1.2Windows agent does not send inventory to server.

I have setup OCS Inventory NG server as said in guide, but when i launch agent,
nothing appears in Administration console.

On  Windows client computer, launch "INSTALL FOLDER\ocsinventory.exe
/server:communication_server ip /debug". A log file "computer name.log" is created in
directory "C:\ocs-ng", which will help you finding problem. Generally, you will see
something like: "...is not a well configured ocs server" and an http error (see FAQ Windows
agent HTTP errors).

Here is a typical "computer name.log" content of faulting agent:
yp puter_ g gag

OCs INVENTORY ver. 4014 Starting session for Device <COMPUTER NAME>
on Friday, February 24, 2006 15:34:27...
Command line parameters: </np /debug /server:a.b.c.d>

WMI Connect: Trying to connect to WMI namespace root\cimv2 on device
<Localhost>...OK.

Registry Connect: Trying to connect to HKEY LOCAL MACHINE on device
<Localhost>...OK.

SetupAPI Connect: Trying to connect to SetupAPI on device
<Localhost>...0OK.

CHECKINGS: No ocsinventory.dat file found !

IpHIpAPI GetNetworkAdapters...

IpHIpAPI GetNetworkAdapters: Calling GetIfTable to determine network
adapter properties...OK

IpH1pAPI GetNetworkAdapters: Calling GetAdapterInfo to determine IP
Infos...OK

IpH1pAPI GetNetworkAdapters: OK (1 objects).

DID CHECK: Mac changed new:<00:40:63:D8:BC:61> o0ld:<>, hname changed
new:<COMPUTER NAME> old:<>

Generating Unique ID for device <COMPUTER NAME>...OK (COMPUTER NAME-2006-
02-24-15-34-27)

CHECKINGS: write <COMPUTER NAME-2006-02-24-15-34-27> and
<00:40:63:D8:BC:61>

in ocsinventory.dat

HTTP SERVER: Connection WITHOUT proxy

HTTP SERVER: Creating CInternetSession to get inventory parameters...OK.
HTTP SERVER: Connecting to server a.b.c.d 80...0K.

HTTP SERVER: Sending prolog query...

HTTP SERVER: The server <a.b.c.d> is not a well configured OCS server
HTTP ERROR:

<.olou>

<hl>Server error!</hl>

<p>The server encountered an internal error and was unable to complete
your request.

Either the server is overloaded or there was an error in a CGI script.
</p>

<p>If vyou think this 1is a server error, please contact the <a
href="mailto:admin@localhost">webmaster</a>.
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</p>

<h2>Error 500</h2>

<address>

<a href="/">a.b.c.d</a><br />
<span>24.02.2006 15:40:10<br />

Apache/2.2.0 (Win32) DAV/2 mod ss1/2.2.0 OpenSSL/0.9.8a
mod autoindex color PHP/5.1.1 mod perl/2.0.2 Perl/v5.8.7

</span>

</address>

HTTP SERVER: Closing HTTP connection

WMI Disconnect: Disconnected from WMI namespace.
SetupAPI Disconnect: Disconnected from SetupAPI.
Execution duration: 00:00:00.

As you can see, agent is not using IE proxy settings ("HTTP SERVER: Connection
WITHOUT proxy "), and there is error "HTTP SERVER: The server is not a well configured
OCS server" followed by "Error 500". So take a look at § 11.1.4 Agent HTTP errors., and
then at § 11.3 Communication server errors.

11.1.3Linux agent does not send inventory to server.

I have setup OCS Inventory NG server as said in guide, but when i launch Linux agent,
nothing appears in Administration console.

On Linux client computer, you can use "ocsinv —debug" or "ocsinv —info" to obtain a trace.

Generally, you will see something like: « ...is not a well configured ocs server » and an http
error. So take a look at § 11.1.4 Agent HTTP errors., and then at § 11.3 Communication
Server errors.

11.1.4Agent HTTP errors.

I see in agent logs http errors. What do they mean ?

v" 500: server encountered an internal error. You must take a look at apache log files,
especially file "error.log", generally located under "/var/log/httpd".

v" 404: URL "/ocsinventory" cannot be found on server. You have made a mistake in
Apache configuration. Do you have included in apache configuration content of
apache config file ? Do you have updated this content to match your need ?

v 301: This error means that you already have a directory named "/ocsinventory" in your
apache server, and this name conflicts with apache <location> directive of
apache config file. You must change name of "/ocsinventory" directory.
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In all case, you must also take a look at Communication Server log files and check § 11.3
Communication server errors.

11.2 Administration console errors.

11.2.1MySQL Max_allowed_packet error.

If you encounter an error message with “max_allowed_packet” MySQL error, you must
update your MySQL configuration to increase the maximum size of packet accepted by
MySQL. We recommend setting the value to 4 MB.

| & 0t levestory Instalistion - Mozl Firefa =oE|
Eiriy  Exiion  Offchege  oler b Memgespemes Dl T
@ - o - & WY (D) rotpct — e epatsfetal e Pl S e G

k|

OCS rventory Irstalation

The imstaller ended ansorce ssfolly, reren imsall php ence prohlems are commented

| |
| §
| Tenes ___E

Open the file “my.cnf” (usually available in “/etc” directory under Linux, in
“C:\OCSinventoryNG\xampp\mysql\bin”  under =~ Windows) and add the line

9% ¢

“max_allowed packet=4M” in “[mysqld]”, “[mysql.server]” or “[safe_mysqld]” section.

[mysqld]

datadir=/var/lib/mysql
socket=/var/lib/mysql/mysql.sock
max_allowed packet=4M

[mysql.server]
user=mysql
basedir=/var/lib
max_allowed_packet=4M

[safe_mysqld]
err-log=/var/log/mysqld.log

pid-file=/var/run/mysqld/mysqld.pid
max_allowed packet=4M
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—

Figure 15 : Sample my.cnf MySQL configuration file.

Then, restart MySQL server.

v' /etc/rc.d/init.d/mysql restart

11.2.2MySQL Client does not support authentication protocol.

If you encounter an error message with “Client does not support authentication protocol
requested by server; consider upgrading MySQL client” MySQL error, you must enable
support for old password storage method in your MySQL configuration.

|'& ors tnwentury Installation - Mogills Firefox ==
Bchiar  Edtion  Affichags  Aller & Megue-pages Outk 7

-:_ﬁ - - "-";\ tistps: | I s~ o = orestad phg S| O e ([

LS Irveenibary Ivstalation

Can't commect to My Sgl. Please enter a walid Ingin‘pass. (host=Incathost name=root pass=aldminll13)
Mysgl error: Client does not support authentication protocel requested by server; consider upgrading MySOL chent

MySgl login : |

My=gl password : |

Mysal Hostame © |
gend ]
| Rl 1=
There is 2 way to do this.
1. Add directive “old-passwords” to the file “my.cnf” (usually in directory “/etc” under

Linux and in “C:\OCSinventoryNG\xampp\mysql\bin” under Windows), in the section
corresponding to your MySQL server.

# The MySQL server
[mysqld]
old-passwords

port = 3306
socket = mysql

Figure 16 : Sample my.cnf MySQL configuration file.

2. Add switch “--old-password” to the command line launching MySQL server.

Then, restart MySQL server.
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v’ /etc/rc.d/init.d/mysql restart
Next, you may have to update ‘root’ password with the following commands:

e Connect to MySQL database “mysql —u root —p mysql” as root to update his
password.

* Then, run the update statement “update user set
password=OLD PASSWORD(‘root password’) where user="root’;”

*  Once terminated, exit mysql command interpreter by entering “exit” command.

[root@linux root]# mysql -u root -p mysql

Enter password:

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 19 to server version: 4.1.7-standard

Type 'help;' or "\h' for help. Type '\c' to clear the buffer.

mysql> update user set password=OLD PASSWORD('admin23') where user="root';
Query OK, 1 row affected (0.00 sec)
Rows matched: 1 Changed: 1 Warnings: 0

mysql> exit
Bye
[root@linux root]#

Figure 17 : Sample MySQL root password update.

11.2.3PHP Requested content-length.

If you see in apache error log (file error_log or ssl_error.log) message like following:

[Mon Sep 05 18:30:03 2005] [error] [client XXX XXX XXX XXX] Requested content-
length

of 831148 is larger than the configured limit of 524288, referer:
hitp.//administration_server/ocsreports/?multi=8

That’s because Apache directive “LimitRequestBody” is used to limit size of HTTP requests.

To fix this, open Apache configuration file “httpd.conf”, usually in directory ““/etc/httpd/cont”
(under some distributions, Apache configuration for PHP may also resides in include
directory, usually “/etc/httpd/conf.d”).
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Find the directive “LimitRequestBody” and ensure that the size is at least 4 MB (4194304
bytes) and not the default 512 KB (524288 bytes).

#

# PHP is an HTML-embedded scripting language which attempts to make it
# easy for developers to write dynamically generated webpages.

#

LoadModule php4 module modules/libphp4.so

#
# Cause the PHP interpreter handle files with a .php extension.
#
<Files *.php>

SetOutputFilter PHP

SetInputFilter PHP

LimitRequestBody 4194304
</Files>

Figure 18 : Sample Apache configuration for PHP.

Update this value if needed and restart Apache daemon.

v' Jetc/rc.d/init.d/httpd restart

11.2.4Uploads size for package deployment.

All the configuration settings for your installation are contained in the “php.ini” file or
Apache configuration files. Sometimes these setting might be overridden by directives in
apache .htaccess files or even with in the scripts themselves. However you cannot over ride
the settings that effect file uploads with .htaccess directives in this way. So let's just
concentrate on the ini file.

You can call the phpinfo() function to find the location of your “php.ini” file, it will also tell
you the current values for the following settings that we need to modify:

file uploads
upload max filesize
max_input_time
memory_limit
max_execution_time
post_max_size

AN N NN
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The first one is fairly obvious if you set this off, uploading is disabled for your installation, so
you will not be able to upload software for deployment. We will cover the rest of the
configuration settings in detail below.

Remenber to restart Apache web server for changes to take effect.

11.2.4.1 upload max_filesize and post max_size.

Files to deploy are POSTed to the webserver in a format known as 'multipart/form-data'. The
post max_size sets the upper limit on the amount of data that a script can accept in this
manner. Ideally this value should be larger than the value that you set for
upload max_filesize.

It's important to realize that upload max_filesize is the sum of the sizes of all the files that
you are uploading. post max_size is the upload max_filesize plus the sum of the lengths of
all the other fields in the form plus any mime headers that the encoder might include. Since
these fields are typically small you can often approximate the upload max size to the post max
size.

If you want to deploy files up to 200 MB, you must set in “php.ini” file

v upload max_filesize = 200M
v post max_size =201M

11.2.4.2 memory _limit.

When the PHP engine is handling an incoming POST, it needs to keep some of the incoming
data in memory. This directive has any effect only if you have used the --enable-memory-
limit option at configuration time. Setting too high a value can be very dangerous because if
several uploads are being handled concurrently all available memory will be used up and
other unrelated scripts that consume a lot of memory might effect the whole server as well.

So we recommend using the following value in “php.ini” file:

v' memory limit= 16M

11.2.4.3 max_execution_time and max_input _time

These settings define the maximum life time of the script and the time that the script should
spend in accepting input. If several mega bytes of data are being transfered max input_time
should be reasonably high.
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So we recommend disabling these limits using the following value in “php.ini” file:

v' max_execution_time = -1
v' max_input_time = -1

11.2.4.4 Additonal Comments

The apache webserver has a LimitRequestBody configuration directive that restricts the size of
all POST data regardless of the web scripting language in use. Some RPM installations sets
limit request body to 512Kb. You will need to change this to a larger value or remove the
entry altogether.

If you want to deploy files up to 200 MB, you must comment in apache main configuration
file.

v' #LimitRequestBody

11.3Communication server errors.

11.3.11 see "Unknown directive PerlRequire...." in Apache log files.

This means that mod_perl for Apache is not installed, or loaded at startup by Apache. Install
mod perl and then update apache configuration file "httpd.conf" to load mod perl.so
extension.

You can check which version of mod_perl is installed by launching following command:
+ On RPM based Linux: rpm -q mod_perl
« On Debian package based Linux: dpkg —I libapache*-mod-perl*

[root@linux conf.d]# rpm -qg mod_perl
mod_perl-1.99 16-4.centos4
[root@linux conf.d]#

If mod_perl is installed, check Apache configuration files to ensure mod perl is enabled. You
may found something like this:

#
# Mod_perl incorporates a Perl interpreter into the Apache web server,
# so that the Apache web server can directly execute Perl code.

# Mod_perl links the Perl runtime library into the Apache web server

# and provides an object-oriented Perl interface for Apache's C

# language API. The end result is a quicker CGI script turnaround
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# process, since no external Perl interpreter has to be started.
#

LoadModule perl module modules/mod_perl.so

If needed, uncomment line (remove # at line begin) and restart Apache.

Please, refer to Apache manual for more details.

11.3.2] see "Can't locate [Perl module name], cannot resolve handler
Ocsinventory.pm..." in Apache log files.

Perl module [Perl module name] is not installed on your server. Please, refer to OCS
Inventory NG guide or to Perl manual to install missing module.
If this error concerns Perl module "compat.pm" like below

[Thu Mar 02 11:43:56 2006] [error] [client client ip] failed to resolve handler
‘Ocsinventory': Can't locate Apache/compat.pm in @INC (@INC contains:...)

You probably have installed Communication server for use with Apache mod_perl version
1.999 21 or previous. Open OCS Inventory NG apache configuration file
« ocsinventory.conf» and set variable « OCS PERL VERSION» to 2 enable use of
mod_perl version 1.999 22 or higher.

# Which version of mod_perl we are using
# For mod _perl <= 1.999 21, replace VERSION MP by I
# For mod_perl > 1.999 21, replace VERSION MP by 2

PeriSetEnv OCS MODPERL VERSION 2

Then restart Apache web server.

If this error concerns Perl module "Apache2/connection.pm" like below

[Sun Mar 05 12:46:09 2006] [error] [client client ip] failed to resolve handle
r ‘Ocsinventory': Can't locate Apache2/Connection.pm in @INC (@INC contains....)

You probably have installed Communication server for use with Apache mod perl 1.999 22
and newer. Open OCS Inventory NG apache configuration file « ocsinventory.conf » and set
variable « OCS_PERL VERSION » to 1 to enable use of mod perl version 1.999 21 or
previous.

# Which version of mod_perl we are using
# For mod_perl <= 1.999 21, replace VERSION MP by 1
# For mod _perl > 1.999 21, replace VERSION _MP by 2

PerlSetEnv OCS _MODPERL VERSION 1

Then restart Apache web server.
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11.3.31 see "Cannot open log file: ..." in Apache logs. Communication
server is not able to write his logs.

v" Does directory « /var/log/ocsinventory-NG » (or any other path you’ve fill in at setup)
exists ?
v" Can Apache web server write in this directory ?
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11.4Files and directories permissions under Linux.

We assume that Apache web server is running under account “apache” and group “apache”,
and that you’ve setup OCS Inventory NG management server as described previously:

v' Administration console files are in directory *“/var/www/html/ocsreports”
v" Deployment server files are in directory “/var/www/html/download”
v Log for Communication server are in directory “/var/log/ocsinventory-NG”

Directory File Owner Group Permissions
/var/www/html/download root apache | -rwxrwxr-x
All directories apache | apache | -rwxrwxr-x
All files apache | apache | -rw-rw-r--
/var/www/html/ocsreports root apache | -rwxrwxr-x
dbconfig.inc.php apache | apache | -rw-rw-r--
All others root root -TW-T--T--
/var/www/html/ocsreports/ipd root apache | -rwxrwxr-x
All files apache | apache | -rw-rw-r--
/var/www/html/ocsreports/css root root -TWXI-XI-X
All files root root -TW-T--T--
/var/www/html/ocsreports/files root root -ITW-I--T--
All files root root -TW-T--1--
/var/www/html/ocsreports/image root root -TWXI-XI-X
All files root root -TW-T--T--
/var/www/html/ocsreports/js root root -TWXTI-XI-X
All files root root -TW-T--T--
/var/www/html/ocsreports/languages root root -TWXI-XI-X
All files root root -TW-I--T--
/var/log/ocsinventory-NG root apache | -rwxrwx-r-x
All files apache | apache | -rw-rw-r--

11.5Getting help in forums.

If you are unable to diagnose yourself the problem, you can get help using OCS Inventory NG
web site forums (http: invent: rceforge.net/index.php?page=Forums).

If you do so, please provide us:

Server operating system

OCS Inventory NG server version and patch level
Agent’s operating system

OCS Inventory NG agent version

Agent execution logs

ANANENENEN
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v

v

o Run “AGENT INSTALL FOLDER\ocsinventory.exe /NP /DEBUG
/SERVER:you_ server address” under Windows. Log file is created on folder
“AGENT_INSTALL FOLDER” under name “your _computer name.log”.

o Run “ocsinv —debug > ocsinv.log” under Linux. Log file is “ocsinv.log”.
Apache server error.log file, located for Windows under
“SERVER INSTALL FOLDER\xampp\apache\logs\error.log” and for Linux under
“/var/log/httpd/*error.log”.

OCS Inventory NG Server log file, located for Windows under
“SERVER_INSTALL FOLDER\xampp\apache\logs\ocsinventory-NG.log” and for
Linux under “/var/log/ocsinventory-NG/ocsinventory-NG.log” under Linux.

Thanks by advance.
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